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On Study of Anti Web Tracking Technologies

RikiTA KosHiBA! KazuHISA TANABE! RyoHEI HosovyA! TAKAFUMI NODA! TAKAMICHI SAITO?

Abstract: Currently, Web tracking technologies such as supercookie and Browser Fingerprinting continue
to be evolved. It might be not enough that deletion of HT'TP cookie or use of private browsing as counter
against the Web tracking technologies. For Anti Web tracking, there are 4 methods such as, deletion of
history of browser, use of browser extension, use of private browsing, and use of Tor Browser, but the actual
effect has not been unveiled. In this paper, we investigated the effect of the four methods as anti Web tracking
technology. As a result, it concluded that there are differences in effectiveness depending on countermeasure
method.
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TISAR—NTSUIVIDMHOEEIZE ST 4>
H—=T) v hEIEKEL, BOPEUZREEZERTITR
. T4 V=TV MEVWRRSNE1 -6 x
L L7,
TIAR=NT IOV THARIIEATE 7« V=
71 v b id Safari, Firefox @ Do Not Track D& T, fiod
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RT TIAR—DTIVIVIMIZT 4 VAH—=T Y v bBELL

T RS
Fingerprint 2234k U 72 R
Chrome X
Safari Do Not Track
Firefox Do Not Track
RBUS TIXZED e h o 72, 728, Chrome TIXRHEUTIZ
BAL 2o 7=,

Thbb, TIAR=NTIUI VIR WTE 7 1
VH=TV Y NORWPRE T IOV T A ED
5FICTETLEY, MTvF 72850 IIMmD
THEWEEZ S,

6.6 Tor 720 HIC&B T4V AH—TV VT 1V IdE
Tor 75 UHRBEED T « »H—71Y > b % Firefox F|
FHEEDE D & LE WD L B D0 % FEERL /-,

6.5 fifi & [k, EERIRBIHE — OBAD 5 macOS &R
OS¢ ULz WETSo¥D74vii—7) v MaEHBEL,
HEWDE U2 Z L TOXR 8 ITRT.

K8 Tor 77 UVRAKRHZT 4+ ¥ H—=TV ¥ b WEAL LU 7 RN
Fingerprint 22k U 72 R
UserAgent X741, HEFERE, GPU, Web Worker,
Canvas, WebGL Render, ssdeep,
74 v MY AN, Google Geolocation API

Tor 77 ¥ %MHLEEGE, 2<D7 1 H—=F) b
WE Uz, 2L U 72RO iz, Google Geolocation
APIIZ & BLEIFHR® UserAgent SCFH, i fiRRE 72 &
BEFoNG. Thbb, Tor 77 7 HHAKZIZZ D
TAVH=TV YV IDBEATEZDT, NIy FVITITHB
ZEMEFENEERD. —AT, ZLD7 4 H—=T
VEIRELTLESDOT, UIJUX 2B 2BebdH 5.
7. WHRME
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TIUOYOBENSHIZZ v F—DAZHIRL 254,
2 DT I IYTCA=NR=T v F—="EKEL, vIvFv
TIZEDR LML H S, K- T, 77UV DOEREEYIR
T EE, MHAFESCHIREEDEMZ Lz ETH
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RAL K779V OEBEERLZBEDA—N—2 v 3 —FRERN

Windows macOS i0S Android
Chrome (1) PNG, ETag, Cache PNG, ETag, Cache, HSTS X PNG, ETag, Cache, HSTS
Chrome (2) X b'e X X
Chrome (3) X X X X
Safari (1) - X X -
Safari (2) - X x -
Safari (3) - b'e X -
IE (1) PNG, Cache - - -
IE (2) X - - -
IE (3) X - - -
Firefox (1) Local, IDB, ETag Local, IDB, ETag, HSTS PNG, ETag, Cache Local, IDB, ETag
Firefox (2) Local, IDB Local, IDB, HSTS X Local
Firefox (3) X X X Local
Opera (1) PNG, ETag, Cache, HSTS | PNG, ETag, Cache, HSTS X HSTS
Opera (2) X X X HSTS
Opera (3) X X X HSTS
Edge (1) X - PNG, ETag, Cache, Local, IDB, DB | Png, ETag, Cache, HSTS
Edge (2) X - X X
Edge (3) X - X X
® A2 HORBEERIIED 7« V=T ¥ MR
TIU¥H | BET-F MY =y ERAY;: 1 FP A& | Fingerprint AMAEINARHS | N—Vay
Firefox Fingerprint Canvas Blocker Canvas D70y 7 O Canvas 0.5.0.1b
Temporary Containers T4 Ny =NigfbE 27 %< O AL 0.90
ScriptSafe TI7¥0XFaY) F1mE X - 1.0.9.8
Blend In UserAgent 3X7%% Windows7 123 % O UserAgent XF7l, ssdeep 61.0t52
WebAPI Manager WebAPI DEH O iU 0.9.27
Tracking uBlock Origin EERYAL -7 KTy O iU 1.16.14
Ghostery 7RTmy s O A6 8.2.1
DuckDuckGo Privacy Essentials AENYA VAR O iU 2018.6.28
Privacy Badger Do Not Track D5 O Do Not Track 2018.7.18.1
AdBlocker Ultimate LIEEDTHY O Zii L 2.31
Chrome | Fingerprint Privacy Badger Do Not Track D35 O Do Not Track 2018.5.10
ScriptSafe TI¥0XFa) MM E X - 1.0.9.3
JustBlock Security VY7 -7 RTay s @) £ U 2.0.36
Random User-Agent UserAgent XFHIDZEH O UserAgent X741 , ssdeep 2.2.5
Canvas Defender Canvas DREA @) Canvas, WebGL Render 1.1.0
Tracking uBlock Origin 7 R7ays X - 1.16.12
AdBlock 7R7ays @) Zibi L 3.31.2
Adguard AdBlocker 7RTmy s O Zit L 292
Fair AdBlocker 7R7ay s @) Zii L 1.404
AdBlocker Ultimate 7 R7ay s O Ziti L 2.26
Safari Tracking Adamant VAP @) ZAtm U 1.3
JS Blocker 5 NV OBk, TIA Ny~ O PV 5.2.2
UntrackMe ko yd v I 5 URL 070y 7 X - 1.2.1=2
Better k7 v F U IBIE O Zibi L 1.0
Sanitize VA vA P O AL 1.4
Just Content 7R7ay s O Zii L 1.0.1
Ka-Block! 7T R7ay s O AL 3.1
Ad-Blocker 7R7ay s X - 1.0
Findx Privacy Control A O ZmU 1.16.0
280blocker ENANHA MIRHEL T R 7 my - O Zitm L 2.1.1
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