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A Proposal of a Data Protection Scheme for Smart Devices
Considering Multi-User Environments

YUUKI KURIBARAT  NAOHISA ICHIHARA

Recent years, smart phones and tablet devices are widely used and one uses those smart devices not only on private but also on
business. Suppose that one uses a smart device on business and mounts confidential business files on the device, it is an issue
how to keep confidentiality of the files since a smart device is more likely to be lost than note-book or desk-top type computers.
Trivially, one can keep confidentiality of the files if one encrypts the files and keep its decryption key secretly out of the smart
device; however, it needs a different decryption key by the different access structure to decrypt encrypted files which have
different access structures each other, when a smart device and contained files are shared by multiple users. This yields quite
complicated life cycle management for the keys. In this study, we propose a decryption key generation scheme so that one
decrypts the different encrypted files with a single decryption key.
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