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Abstract: In this paper we propose a streaming authentication scheme. It uses both digital signatures and hashes. To
clear the strict real-time interaction requirements of real-time streaming, the latency and interval between signatures are
changed dynamically according to the transmission quality of the network. This provides efficient signing and continuous
authentication during real-time streaming. We show our scheme’s advantages over previously proposed schemes by comparing
sender and receiver buffer size, and tolerance to packet loss.
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Scheme Signatures | hash | Overhead | Overhead Sender packet Reciever packet
average max buffer size buffer size
(bytes) {bytes) (number of packets) | (number of packets)
Tanaka 1 16 39 280 7 16
WL star 1 17 340 340 16 1
WL tree 1 21 160 160 16 1
WL tree full 1 31 120 120 16 1
Proposed
§=1 16 16 60 60 0 1
§=2 8 40 100 100 1 1
§=3 5 - 37 140 140 2 1
§=4 4 36 180 180 3 1
d=5 3 35 220 220 4 1
F O RADHHRICRE LTz v MIERENFTHET TOETHE LEZONS.
H5.
REL, AARCBONTE, HaREO I 2— S5 XM

YOy FaARRELBEORCEREL:
Ny NHREEARRI LB, H B3y RHIEAR
ROy b TREL, 2037y FEALE
LTHIHFD Hv AU ENDH%HA He HLLEDIN—
ANOZABRELBEER, 03y bDFEE
BAaI k5. 72720, EBICIP BElcAARE
BRTACLREZSD L, BARK 6 =4DKEA,
LEDKIRILESE 8 /3%y FD/N—X PO RICH
UL, TOEIERRTREEOFENTEEL
DT, 737y bOBIENTELL THIEMN TV
LEZIBNS.

¥ham

AT, EICIPERICHAT ST L REEL,
VT7IVEALEZERUIZA MY — 3 TRk
ISR RBEFTRE TN RMICETFBRAZITO A
MU —LERREARZRE L. AAXTRAME
BNy aZzZHAL, BARRIT LICNHE
BAEAV, NHRRBADOMO/T v Mcid&EHs
TNy v akzRWz.

BIEO AN L LB U /=R, e LTE
BICHBEL 73 ZXENGBIE L BAOMHRICHER
ZEABEEZMAShS LRRLE. ThidY)
TIWVEA LU ZHERTIDIRBLEETHS. £
fe, Ry PORICEALTEARRIES VX Lo
AEN—Z MR ICHEBELTNS.

ARRICKD IPEFEZAVTEEVORFEAS
ZFRBRICKDIBET B LhnfEEL kB, TP
5DV E-Commerce R{TBUEHR S A7 LD & 5 %,
SOHEELTBmMTHEDONBEIC, FRREIRME

5

(1] Thomas J. Kostas, Micheal S. Borella, Ikhlaq
Sidhu, Guide M. Schuster, Jacek Grabiec, Jerry
Mabhler, “Real-Time Voice Over Packet-Switched
Networks”, IEEE Network, January/February,
pp-18-27, 1998.

[2] Upkar Varshney, Andy Snow, Matt McGivern,
Christi Howard, “Voice Over IP”, Communica-
tions of the ACM, Vol.45, No.1, pp.89-96, Jan-
uary 2002.

[3] Rosario Gennaro, Pankaj Rohatgi, “How to Sign
Digital Streams”, CRYPTO 1997, LNCS1294,
pp.180-197, 1997.

[4] Chung Kei Wong, Simon S. Lam, “Digital Sig-
nature for Flows and Multicasts”, IEEE/ACM
Transactions on Networkng, Vol.7, No.4, pp.502-
513, 1999.

[5] R. Merkle, “A Certified Digital Signature”, Pro-
ceedings of the Conference on Advances in Cryp-
tology, pp.218-238, 1989.

[6] Adrian Perrig, Ran Canetti, J. D. Tygar, Dawn
Song, “Efficient Authentication and Signing of
Multicast Streams over Lossy Channels”, Pro-
ceedings of the IEEE Symposium of Research in
Security and Privacy, pp.56-73, 2000.

[7) B, PR, HAEHE A U—I T
RBICBITAMRNE Ay — U RBIAHROBE,
85 14 @ CSEC M#EH %S No.014-003, pp.15-22,
2001.

8] “IP v FT— 2 BIcET B HEMER, G5
4, 2002.

— 196 —



