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TosHIHIRO KaTasHITA, T Axasur SaTon, !
TAKESHI SUGAWARA, 2 NAoFuMI HONMA 2
and TATAFUMI AOKIf?

This paper presents hardware architectures of the hash algorithm Luffa pro-
posed for the next generation hash standard SHA-3. The architectures were
evaluated by using a 90 nm CMOS standard cell library and Xilinx Virtex-5 and
Spartan-6 FPGA devices. The ASIC implementations achieved a variety of cir-
cuits, from compact to very high-speed; throughputs of 3.6 G-35.1 Gbps with
hardware resources of 14.7 K-62.8 Kgates. The FPGA implementations also
showed high performances; throughputs of 1.3 G-7.0 Gbps with hardware sizes

of 750-1,548 Slices for Virtex-5, and throughputs of 1.3 G=5.5 Gbps with hard-
ware sizes of 592-1,535 Slices for Spartan-6. In comparison with other SHA-3
candidate Keccak that belongs to a category of a sponge function as same as
Luffa, Luffa showed advantages in flexibility from high-speed (comparable to
Keccak) to compact (half size of Keccak) hardware implementations. The re-
sults also show that data bus structure and parallelism of processing effect in
design flexible.
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Fig.1 The block diagram of Luffa-256.
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Fig.2 The block diagram of the @ function.
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Fig.4 The block diagram of the throughput-optimized architecture.
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Fig.5 The block diagram of the shared architecture.
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Fig.6 The block diagram of the size-optimized architecture.
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Fig.7 The procedure of Step function in the size-optimized architecture.
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Fig.9 The block diagram of the straightforward architecture of Keccak.
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Fig. 10 Performances of Luffa, Keccak and SHA-256 on ASIC.
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Table 2 Synthesis results of Luffa, Keccak and SHA-256 on Virtex-5.

ooa oooo O oo S-box O oo oo ooa oo oooo
ooo ooo O oo O oo ooo ooo oo
0 bitsO 0 0 Sliced | O MHzO | O MbpsO 0 Mbps
u] /Sliced
Luffa 256 0 oo Bit 5 1,548 137.59 7,044.5 4.55 xchvlx
0 Slice 1,256 119.11 6,098.4 4.86 30-1
O Table 5 1,538 137.25 7,027.1 4.57
1,256 119.21 6,103.3 4.86
oo Bit 9 1,004 183.15 5,209.6 5.19
Slice 899 182.56 5,192.8 5.78
Table 9 1,004 183.15 5,209.6 5.19
899 182.56 5,192.8 5.78
oo Bit 25 891 144.56 1,480.3 1.66
Slice 750 129.71 1,328.2 1.77
Table 25 891 144.31 1,477.7 1.66
750 129.71 1,328.2 1.77
oo Bit 129 1,597 128.10 254.2 0.16
Slice 1,121 121.02 240.2 0.21
Table 129 1,597 128.10 254.2 0.16
1,121 121.02 240.2 0.21
16) oo 9 949 340.72 9,691.6 10.21 Virtex-5
17) oo Table 8 2,221 166.67 5,333.3 2.40 xchvlx
330T-2
20) Table 1 9,611 48.20 12,290.0 1.28 xchvlx
oo 9 2,303 179.60 509.0 2.21 155T
Keccak 1,024 0 24 1,641 148.19 6,322.9 3.85 xchvlx
0 1,257 130.35 5,661.7 4.43 30-1
O
1,088 16) 24 1,272 282.73 12,817.1 10.08 Virtex-5
17) 25 1,117 189.00 8,225.3 7.36 xchvlx
330T-2
SHA 512 0 72 416 65.34 464.6 1.12 xchvlx
-256 0 286 46.63 331.6 1.16 30-1
0

oooooooooooo

0l0000C0O0OC0O0O0O0O0O0OoOoOoOoO0OLuffad0dO0O0O 30050Gbps 00O Keccak O
0ooUoooooOopDoooDOO0oO0oO0ooooOooooooooooooooooooog
00 0OKeccak O 29,548 gates DD DO OO0 OOLuffad0 0000 18,907 gatesd O O
00 14,710gates 000000000000 Luffa000000CO00O0OODODODODO QU
00ooooooooooooo

00000000 Keccak OO ROOOUOOOOO 2024000000000000O
O0ffa0 0000000000000 0O0OO0O0OOOOOOOOOOOOOOOOOO
O0OSHA-256 00000000 1000000000000O0O00O0O LufadOO0O00O

(© 2011 Information Processing Society of Japan



3762 000000 LuffaD000O00O00OO

8
—— Luffa (&¥, Bit Slice)
7 —6— Luffa (&, Table)
—®— Luffa (B Bit Slice) D%
6 | —— Luffa(fBH Table)
— 88— Luffa (#H R, BitSlice) w—
’r-\& s —&— Luffa (#EF R, Tahle) o—C
6 —&— Luffa (/B BitSlice)
e —8— Luffa (/B Table)
”’_AL\ 4 — Ko Keccak
™ | | - SHA-256
]
o3
.y
N
2
1
+_,.----+ & &
O 1 Il Il 1 1 1 1 1
0 200 400 £00 800 1000 1200 1400 1600 1800
2 b

0 11 Luffal Keccakd SHA-256 00000000 Virtex-50
Fig.11 Performances of Luffa, Keccak and SHA-256 on Virtex-5.

ooooOooooOoooooooooooOODObOO0ObO0O0O0ObOOO0O0OO00 KeccakOO
goboooooobooooboooooooood

O000oo0oU0oo00oluffa0 00000000000 OO0OOOOODOOOOO
goooboboooodooobooooooooooooboboOoooobooboOoooooboo
gooooooooooooooooooooooboOoboooooobobooooooboo
gobooooooobooooboooboooooboocoooa

4.2 FPGA OO

FPGAUOOUOODODOOOOO Xilinx ISE 1220 0000000000000000000O
00000000 Virtex-5 LX30O0 00 Spartan-6 LX7500000000000000
2000000000000000Virtex-500000 200 11 00Spartan-60000
0300 120000FPGATODOOOODO LUTO6bit 00 Look Up TableO O Flip-Flop

00ooooooog Vol 52 No. 12 3755-3765 (Dec. 2011)

0 8 Luffal Keccakd SHA-256 00 000000 Spartan-60
Table 3 Synthesis results of Luffa, Keccak and SHA-256 on Spartan-6.
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