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Abstract To detect cyber attacks which cause financial loses, the Internet threat monitoring system
is developed. However, attackers have devised a technique which locates sensors’ position recently. If
the location of sensors is revealed by attackers, bypassing sensors becomes easier and the efficiency of
the system is critically decreased. Thus, we have proposed a method for detecting SYN Flood attacks
using dynamic sensors deployed by multiple organizations widely spread in the Internet. In this paper,
we evaluate our method based on the actual network packets captured on the Internet and demonstrate

the prospective detection performance.
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