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Fp2 上で 6 次ツイストした BN 曲線上ペアリング有理点群に対する
Rho 法の適用
角力 大地， 森 佑樹， 野上 保之 ∗
松嶋 智子 † 上原 聡 ‡
∗

岡山大学 工学部
岡山県岡山市北区津島中 3-1-1
{sumo, mori, nogami}@trans.cne.okayama-u.ac.jp

† 職業能力開発総合大学校
神奈川県相模原市緑区橋本台 4-1-1
tomoko@uitec.ac.jp

‡ 北九州市立大学
福岡県北九州市若松区ひびきの 1-1
uehara@env.kitakyu-u.ac.jp

あらまし BN 曲線を用いた最近の効率のよいペアリングでは、これを Fp2 上で 6 次ツイストして
与えられるペアリング有理点群が用いられる。これに対して、定義体 Fp2 を OEF を用いて構成し
た場合の、Rho 法の効率のよい適用について考える。

Rho Method for Pairing Rational Point Group on
Sextic-twisted BN Curve over Fp2
Taichi Sumo, Yuki Mori, Yasuyuki Nogami∗
Tomoko Matsushima† Satoshi Uehara‡
∗

Faculty of Engineering, Okayama University
3–1–1, Tsushima, Kita, Okayama, Okayama
{sumo, mori, nogami}@trans.cne.okayama-u.ac.jp
‡The University of Kitakyushu
1–1, Wakamatsu, Kitakyushu, Fukuoka
uehara@env.kitakyu-u.ac.jp

†Polytechnic University
4–1–1, Hashimotodai, Sagamihara, Kanagawa
tomoko@uitec.ac.jp

Abstract Recent eﬃcient pairings with BN curve use a pairing rational point group with sextic
twist over Fp2 . For the twisted pairing rational point group, this research considers to eﬃciently
apply the rho method for which OEF technique plays an important role.

1

Introduction

Recently, pairing based cryptographic applications such as ID-based cryptography and group
signature schemes have received much attention. Barreto–Naehrig (BN) curve [1] with embedding degree 12 is one of the most important
families of ordinary pairing friendly curves because sextic twist is available.
Recent efﬁcient pairings with BN curve such as Ate
pairing [2], twisted-Ate pairing [3] and cross–

twisted Ate pairing [4] also use a pairing rational point group G2 on sextic twisted curve over
Fp2 . Thus, G2 has the isomorphic group G′2
over twisted curve E ′ (Fp2 ). This paper focuses
on the isomorphic groups. In order to solve
ECDLPs, Pollard’s rho method [5] that uses
random walks and collisions is well-known. In
detail, let E(Fq ) be an elliptic curve and let
P, Q ∈ E(Fq ) satisfy P = [s]Q. In order to
solve the discrete logarithm [s] = logP (Q),
Pollard’s rho method tries to ﬁnd some col-
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lision points Ri1 = Ri2 among a lot of random walks Ri = [ai ]P + [bi ]Q with random
scalars ai and bi . If any eﬃcient automorphisms such as [u]P = ψ(P ) exist, not only
collision points themselves but also their conjugates with respect to eﬃcient automorphism
is useful. In order to activate the automorphism attack with rho method, it is needed
to deside some coset leader from 12 conjugate
rational points. It is known that normal basis
representations of x, y coordinates of rational
points eﬃciently work over G2 . This paper
show an approach with sextic twist, normal
basis conversion, and optimal extension ﬁeld
[6].

2

Fundamentals

Let us brieﬂy review elliptic curve discrete logarithm problem, rho method [5], non symmetric pairing groups on BN curve [1], and automorphism attach for G2 on BN curve.

2.1

Elliptic curve discrete logarithm
problem (ECDLP)

Let Fp be a prime ﬁeld and E be an ordinary
elliptic curve over Fp . E(Fp ) that denotes the
set of rational points on the curve, including
the infinity point O, forms an additive Abelian
group. In general, the deﬁning equation of the
curve is written in the form of
E : y 2 = x3 + ax + b, a, b ∈ Fp .

(1)

The cryptographies based on ECDLPs requires that the order #E(Fp ) is suﬃcient large
such as more than 160–bit number. Let r
be the group order, the probability of success
of collision–based attacks such as the well–
known Pollard’s rho method [5], for example,
√
is roughly given by 1/ r.

2.2

Pollard’s rho method

Let xP and yP be the x and y coordinates of
rational point P ∈ E(Fp ). In what follows, it
is often denoted by P (xP , yP ) or P = (xP , yP ).
In order to solve ECDLPs, rho method with
random walks is well–known. In brief, suppose that a rational point Q is given by [s]P
with a certain scalar s and a rational point
P ∈ E(Fp ). Iteratively calculating the following random walks with random numbers ai
and bi less than r,
Ri = [ai ]P + [bi ]Q,

(3)

for a certain pair of integers u and w, one may
ﬁnd the following collision points.
Ru = Rw , in detail, xRu = xRw and yRu = yRw .
(4a)
Simply, listing and sorting the coordinates (xRi ,
yRi ) and random scalars (ai , bi ) of the random
walks Ri , the collision points Ru and Rw will
be found by noting that their x and y coordinates becomes the same. Then, the scalar s is
successfully obtained by

s = −(au − aw )(bu − bw )−1 mod r.
(4b)
In what follows, let the order denoted by #E(Fp )
be a prime number r to make the discussion
According to [5], the number of iterations such
simple. Usually, #E(Fp ) is written as
that the collision points are 90% successfully
√
found becomes about 2.15 r.
#E(Fp ) = p + 1 − t,
(2)
In general, the next random point Ri+1 based
on
Ri is given by some simple operations such
where t is the Frobenius trace of E(Fp ). Then,
as just an elliptic curve addition. For example,
let P and s be a certain rational point in E(Fp )
pre–compute several random points Wj , then
and positive integer less than #E(Fp ), respecRi+1 is given by Ri plus a certain one of the
tively. The rational point Q = [s]P is easily
pre–computed random points. For activating
obtained by a scalar multiplication. However,
rho method, the one needs to be uniquely deits inverse problem that solves the scalar s only
termined from some information of Ri ,
with the x and y coordinates of the rational
points P and Q is diﬃcult when the order is
enough large. This problem is called elliptic
curve discrete logarithm problem (ECDLP).
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2.3

Non–symmetric pairing groups
on BN curve

According to Barreto et al. [1], BN curve that
is one of the most eﬃcient pairing– friendly
curves is given in the form of
E : y 2 = x3 + b, b ∈ Fp ,

(5)

where the setting parameters p (characteristic)
and r (group order) are systematically given
with an integer variable χ as
p = 36χ4 − 36χ3 + 24χ2 − 6χ + 1, (6a)
r = 36χ4 − 36χ3 + 18χ2 − 6χ + 1. (6b)
Since the embedding degree of BN curve is 12,
consider E(Fp12 ) and its non–symmetric pairings such as Ate pairing use the two rational
point groups G1 and G2 as
G1 = E(Fp12 )[r] ∩ Ker(ϕ − [1]), (7a)
G2 = E(Fp12 )[r] ∩ Ker(ϕ − [p]), (7b)
where ϕ is Frobenius endomorphism, ı.e.,
ϕ : E → E : (x, y) 7→ (xp , y p ).

(8)

According to [7], the coordinates xP and yP
of every rational point in G2 are elements in
Fp6 and Fp4 , respectively. In addition, G2 has
its isomorphic group G′2 that is a subgroup of
a certain sextic twisted subfield curve E ′ (Fp2 ).
Costello et al. [8] have eﬃciently used G′2 for
accelerating pairing–related calculations.

2.4

Automorphism attack for G2 on
BN curve

This paper focuses on the isomorphic groups
G2 and G′2 . First, Eq.(7b) means that a rational point P ∈ G2 satisﬁes
[p]P = ϕ(P ).

(9)

Since the embedding degree is 12, the scalar
multiplication [p] and Frobenius endomorphism
ϕ have period 12 such as [p12 ]P = ϕ12 (P ) = P .
For P ∈ G2 , there are 12 variants as
l

l

[pl ]P = ϕl (P ) = (xpP , yPp ), l = 0, 1, · · · , 11.
(10)

In this paper, they are called conjugate rational points. Since p12 ≡ 1 (mod r), let λ12 = p
be a primitive 12–th root of unity modulo r.
Then, brieﬂy suppose that a rational point
Q is given by [s]P with a certain scalar s and
a rational point P ∈ G2 . Iteratively calculate the following random walks with random
numbers ai and bi less than r,
Ri = [ai ]P + [bi ]Q.

(11)

Then, for a certain pair of integers u and w,
one may ﬁnd the following collision points Ru
and Rw such that one of the following 12 equations based on the automorphism ϕ hold.
[ ]
Ru = λl12 Rw = ϕl (Rw ),
(12a)
l = 0, 1, 2, · · · , 11.
For example, suppose that Ru = [λ12 ]Rw is
satisﬁed. Then, the scalar s is successfully obtained by
s = −(au − λ12 aw )(bu − λ12 bw )−1 mod r.
(12b)
Thus, the 12 conjugate rational points contribute to reduce the
√ computational cost for
the attack about 1/ 12 [2].
In order to activate the automorphism attack with rho method, a coset leader of the
automorphism class ϕl (Rw ), l = 0, 1, 2, · · · , 11
needs to be uniquely determined with out any
complicated arithmetic operations. For this
purpose, it is known that normal basis representations of the x, y coordinates of rational points eﬃciently work according to Eq.(10)
[9]. For example, let the x coordinate of rational point be represented with a certain normal
bases as follows,
(x0 , x1 , x2 , · · · , x11 ),

(13)

xi ∈ Fp , i = 0, 1, 2, · · · , 11.
Then, its conjugates with respect to Fp are
simply given by the cyclic shifts of vector coeﬃcients of x. Thus, a certain coset leader for
the next random walk will be uniquely determined, for example, by max{xi } as ﬂagging. It
is important that the determination needs no
arithmetic operations. Then, the next random
point will be eﬃciently determined.
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3

Automorphism attack for G′2
on BN curve

In the preceding sections, it is introduced that
Frobenius map ϕ and normal basis are eﬃciently work for collision–based attack together
with rho method. However, for its isomorphic
group G′2 on BN curve, they does not simply
work because it is deﬁned with sextic twist. In
what follows, it is shown that optimal extension ﬁeld (OEF) [6] eﬃciently activates these
techniques.

3.1

Constructing Fp12 as an OEF

Especially in the case that 4 divides (p − 1),
OEF extensively accelerates the arithmetic operations including isomorphic mapping between
G2 and sextic twisted G′2 on BN curve. Most
of cases satisfy the condition and thus in this
case (p − 1) will be divisible by 12.
First, consider an quadratic and cubic non
residue c in the prime ﬁeld Fp such that
c(p−1)/3 ̸= 1 and c(p−1)/2 ̸= 1.

Sextic twisted curve E ′ and isomorphic map between G2 and G′2

Let the BN curve be E : y 2 = x3 +b, the sextic
twisted curve E ′ over Fp2 is given by
y 2 = x3 + bα or y 2 = x3 + bα5 .

φ : G′2 → G2 ,
(x, y) 7→ (α

(16a)

1/3

x, α

(15)

In brief, suppose that the former curve is the
objective twisted one. According to [7], E ′ (Fp2 )
has a subgroup of order r, that is denoted by
E ′ (Fp2 )[r]. As previously introduced, it is just

1/2

y).

(16b)

Based on α = ω 6 , α1/3 = ω 2 and α1/2 = ω 3
respectively belong to Fp6 and Fp4 . Thus, for
every rational point P (xP , yP ) ∈ G2 , xP and
yP respectively belong to Fp6 and Fp4 .

3.3

A step for the automorphism attack for G′2

As introduced in Sec.2.4, the normal bases
representation of coordinates of rational point
will be desired. Since OEF of course adopts
polynomial bases as shown in Table 1, they
would like to be converted to some normal
bases representations. In addition, the calculation cost for the bases conversion is preferred
to be negligible.
According to [10], the following normal bases
are available in Fp4 , Fp6 , and Fp12 ,

(14)

Then, x12 −c becomes irreducible over Fp . Let
ω be its zero, Fp2 , Fp4 , Fp6 , and Fp12 are respectively constructed with the settings ass shown
in Table 1. As an important property, for an
arbitrary element A = (a0 , a1 ) = a0 + a1 α =
a0 +a1 ω 6 in Fp2 , multiplying β = ω 3 for example results in βA = a0 β+a1 β 3 = a0 ω 3 +a1 ω 9 =
(0, a0 , 0, a1 ). It is easily found that it becomes
an element in Fp4 and it does not need any
arithmetic operations. In the same, multiplying γ = ω 2 results in γA = (0, a0 , 0, 0, a1 , 0).

3.2

G′2 . Since G2 and G′2 are isomorphic to each
other, the following isomorphic map is given.

{θ4 , θ4p , · · ·

3
, θ4p },

θ4 =

5

{θ6 , θ6p , · · · , θ6p }, θ6 =

3
∑
i=0
5
∑

βi,

(17a)

γi,

(17b)

i=0
p
{θ12 , θ12
,···

p11
, θ12
},

θ12 =

11
∑

ωi.

(17c)

i=0

Then, the conversions Eqs.(18) respectively
hold for Fp4 and Fp6 , where µ and ϵ are primitive quartic and sextic roots of unity, respectively. Thus, the polynomial basis representations such as (0, a0 , 0, a1 ) and (0, a0 , 0, 0, a1 , 0)
in Fp4 and Fp6 are converted to their normal
basis representations as Eqs.(19). Therefore,
the basis conversion just needs to calculate
µa0 , µa1 , ϵa0 and ϵa1 .
Then, based on the normal basis representations, the coset leaders will be eﬃciently determined. In addition, the hash lists for searching
collisions will be also prepared as previously
introduced. As an optional technique, norms
for coordinates are also available for no false
collisions [11].
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Fp2
Fp4
Fp6
Fp12

modular polynomial
x2 − c
x4 − c
x6 − c
x12 − c

basis for vector representation
{1, ω 6 }
{1, α}, α = ω 6
3
6
9
{1, ω , ω , ω }
{1, β, β 2 , β 3 }, β = ω 3
{1, ω 2 , ω 4 , ω 6 , ω 8 , ω 10 }
{1, γ, γ 2 , γ 3 , γ 4 , γ 5 }, γ = ω 2
2
3
4
11
{1, ω, ω , ω , ω , · · · , ω }

Table 1: modular polynomial and basis for each ﬁeld construction
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θ6p
2
θ6p
3
θ6p
4
θ6p
5
θ6p
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θ4
θ4p
2
θ4p
3
θ4p






1 1
1
1
1
 


1
µ
−1
−µ
β
 

=
1 −1 1 −1   β 2

1 −µ −1 µ
β3










1 1
1
1
0
 1 µ −1 −µ   a0


 1 −1 1 −1   0
1 −µ −1 µ
a1

1
1
1
1
1
1


,


1
1
1
1
1
1
1
ϵ
−(ϵ + 1) −1
−ϵ
ϵ+1
1 −(ϵ + 1)
−ϵ
1 −(ϵ + 1)
−ϵ
1
−1
1
−1
1
−1
1
−ϵ
−(ϵ + 1) 1
−ϵ
−(ϵ + 1)
1
ϵ+1
−ϵ
−1 −(ϵ + 1)
ϵ
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(18a)










1
γ
γ2
γ3
γ4
γ5





.




(18b)


a0 + a1
  µa0 − µa1 
=

(19a)
  −a0 − a1  ,
−µa0 + µa1

 

a0 + a1
0
1
1
1
1
1

 

ϵa0 − ϵa1
ϵ
−(ϵ + 1) −1
−ϵ
ϵ+1 

  a0  
  0   −ϵa0 − ϵa1 − a0 − a1 
−(ϵ + 1)
−ϵ
1 −(ϵ + 1)
−ϵ
.
=


 0  
−a
+
a
−1
1
−1
1
−1
0
1

 






−ϵa0 − ϵa1
a1
−ϵ
−(ϵ + 1) 1
−ϵ
−(ϵ + 1)
ϵa0 − ϵa1 + a0 − a1
0
ϵ+1
−ϵ
−1 −(ϵ + 1)
ϵ
(19b)






4

Conclusion

LNCS 6056, Springer–Verlag, pp. 224–
242, 2010.

This paper has shown an automorphism improvement for the collision based attack on G′2
with BN curve. Since Frobenius map for rational points is available on G2 , this paper has
shown an approach with sextic twist, normal
basis conversion, and optimal extension ﬁeld.
The approach can be directly applied on G′2 .
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