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Antispam Method Using Social Network Analysis:

Eigenvector Centrality-based Email Filtering

YOSHIAKI SHIRAISHL, ! Yousr FUKUTA,
SHoJ1 MizoBucHIT and TakasHI Suzukif!

Unsolicited commercial email is generally known as spam and its negative ef-
fects continue to spread around the world in the past few years. In this paper,
we propose a method for spam email filtering based on eigenvector centrality
which is one of indexes expressing property of social network. The proposed
method evaluates score of the centrality for each mail address included in re-
ceived emails and constructs a whitelist of the reliable mail address to distin-
guish non-spam. This paper shows the effectiveness of the proposed method
by some experiments using author’s mailbox. Then, we give some considera-
tions on the relation between score and form of mail network in order to show
differences from relative methods.
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Fig.1 Undirected graph expressing email exchanges.
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Fig.2 Relation of clustering coefficient for each node.
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Fig.3 Directed graph expressing email exchanges.
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Fig.4 Relation of score assigned to eigenvector centrality for each node.
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Fig.5 Revision for owner node’s having maximum score.
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Table 1 Filtering result of the proposed method.

Success rate False rate Unsure rate

Ham | 0.7866 (2,370/3,013) — 0.2134 (643/3,013)
Spam — 0.0292 (75/2,572) | 0.9708 (2,497/2,572)
02 00000000oOOoOooooboooo
Table 2 Filtering result of the existing method.

Success rate False rate Unsure rate
Ham 0.8038 (2,422/3,013) 0.0003 (1/3,013) 0.1958 (590/3,013)
Spam | 0.0000 (0/2,572) 0.0257 (66/2,572) | 0.9743 (2,506/2,572)
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Fig.7 The integrated method (A).
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Table 3 Filtering results of the integrated method (A).

Success rate

False

Unsure rate

ECM
bsfilter
ECM+bsfilter

0.4244 (2,370/5,585)
0.8417 (4,701/5,585)
0.9386 (5,242/5,585)

0.0134 (75/5,585)
0.1583 (884/5,585)
0.0614 (343/5,585)

0.5622 (3,140/5,585)
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