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Design Method for Timing of
Cooperative Control for Service-Oriented
Automotive Software

Takehiro Nagato! and Noboru Nakamichi® and
Mikio Aoyama® and Yosuke Sato’ and Akihito Iwai’

We propose a design method for timing of cooperative control for service-oriented
automotive software. To apply SOA (Service-Oriented Architecture) to automotive
software, we have to assure end-to-end timing constraints along with cooperation of
services. We propose an assuring method for end-to-end timing constraints by focusing
on the timing properties. We define the end-to-end scenario of cooperation of services
as a context, and the timing properties as a contract of an interface. We define the
contract with an extension of OCL, and validate end-to-end timing constraints based on
the model. We developed ContractValidator, a tool of WCET validation, and evaluated
the effectiveness of the proposed method by application to the remote security service.
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context WindowSenvice::getwindowState() || J=2 7% : WindowSenice->BodyCtriSenice->RemoteSecuritySenice | | =]
inv.self jitter>0 and self jitter<25 3 Th+ral ¢ 250(ms) ;*%ﬁﬁﬁﬁ =] >7—_ *XI‘

sell Reqlime=50 F8IBCET : 200(ms)
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postself E2Etime<self Regtime = T
#— A &:BodyClriSenvice 3
7~ L—3 3 :getWindowState
LHEEBEEN
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context BodyCtriSenvice: getWindowState(String:state)
invself Reqtime=120+self windowContract Regtime
self.ntwrk_delay=0 and self.ntwrk_delay<30 ul
self E2Etime=self.windowContract E2Etime+self.ntwrk_delay+seli.g
pre:self windowContract E2Etime <self windowContract Regtime
postself E2Etime<self Regtime
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context RemoteSecurityService::getState(String:CarState) $2;B05M:5(ms)
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self.ntwrk_delay=0 and self.ntwrk_delay<30 #— 2 & RemoteSecuritySenice \/7]- ~ |/—~’/3 V2
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postself E2Etime<self Reqtime F2Be3fa: 35(ms) /ﬂiﬂﬂ#rﬁ

context DoorSenice: getDoorState()
invself jiter>0 and self jitter<20

self Regtime=5

self E2Etime=self Restime+self jitter
postself E2Etime<self Reqtime

aF%2 b : DoorSenice-=BodyCtriSenice->RemoteSecuritySenvice
ERE(TI90 : 250(ms)
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R EWd o Dl —EA
#— £ 2 &5 RemoteSecuritySenvice

context BodyCtriSenice: getDoorState(String:state) 72 L—3is 3 getState

inv-self Reqtime=120+self doorContract Regtime L EESIERN
sell.ntwrk_delay=0 and sell.ntwrk_delay<30 F2:Be3R: 30(ms)
sell E2Etime=self. doorContract E2JN\Qe+self ntwrk_delay+self.getD-
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T H =~ OHEBIREEEE AN — 3 3 VEITSE T £ TO End-to-End @ % — B A 77
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73 RemoteSecurityService [Z#FM T AR ET 2 UMAELA L LTHRAET D, BiFmn
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FoMVBMO LT XA T, FMA AWK ERESLHEZT S
WindowService, DoorService, LightService BfF1ET 5. T b OREFHEEL LT, HF
WD 2 I8 W, Ao Yy 2 2 EERT 5. £, IEFABLE)D>—F
MO A v — 7 %4T 9 BodyCtrlService & RemoteSecurityService (213, W54 &
LT —ERETRME Ry MY — 7 BIERFHZEERTD.

VE—MREDI T XA T, 2—VFEEMTOBMEERE LIz~ A
o=V T ERT—EANETT L. 20D, FY—ERIIFTREME R Y T
— 7 IEIERFE A R & L TEET D,

b, i L7c=a 7% 2 ML, Y —E2OWRB|VNIES S REEFEMEZ AL L,
HREREITO OOy b T 7 FETAEER LK. 2 FT7 7 FETILTIE,
P—tr2ar hT 7 FNEOKFEEGRE T — Lo TEFL, BEREHEER O HFE D
ZHREFRE LTS, RHEFEROFINESRIZE > T, fIREERICET D
End-to-End O EITRFIHIK E £ Z LB T 2.

<<service>>

BodyCtriService
-windowState:String
-doorState:String
-lightState:String
-rmtState:String[3]
+setWindowState(String):void
+setDoorState(String):void
+setLightState(String):void

<<service>>

+rss RemoteSecurityService

service [-carState:String[3]

-rmtOrder:String([3;
State(String[3]):void

tsendRmtOrder(String):void

\f° ntract

<<Interface>>
BodyContractType [contract

+ReqTime():double
+E2ETime():double

BodyContract

+ReqTime:double
+E2ETime:doubl

+windowservice

+setRmtOrder(String[3]):void

/ +doorservice l

-ntwrk_delay:double]
-getWTime:double
-getDTime:double
-getLTime:double
-getRTime:double

<<service>>
WindowService

-orderValue:int
-state:String

<<service>>
DoorService

rrisValid():bool

-getWindowState():void
+ctriWindow(int):void

-orderValue:int
-state:String

\ﬂig htservice

<<service>>
LightService

-orderValue:int
-state:String

-getDoorState():void

l contract

+ctrlDoor(int):void
contract

-getLightState():void
+ctriLight(int):void

l. contract

<<Interface>>
\WindowContractType

<<Interface>>
DoortContractType

<<Interface>>

LightContractType

+ReqTime():double

+EZETimei::double

+ReqTime():double

+E2ETime():double

+ReqTime():double

+E2ETi2e“:double

<<Interface>>
RSSContractType

+ReqTime():double

+E2ETi2e():double

RSSContract

+ReqTime:double
+E2ETime:double
-ntwrk_delay:double
-getStateTime:double

[+isValid():bool

WindowContract

DoorContract

LightContract

+ReqTime:double
+E2ETime:double
-ntwrk_delay:double]

+ReqTime:double
+E2ETime:double
-ntwrk_delay:double|

+ReqTime:double
+E2ETime:double
-ntwrk_delay:double]

-jitter:double -jitter:double -jitter:double
-resTime:double -resTime:double -resTime:double
-exeTime -exeTime -exeTime
+isValid():bool +isValid():bool +isValid():bool
T
M9 VeE—bEF2UT40arbJ7 FETL
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73 FIHBRIEERMILRYIDRERE

ayv T VETIVCTER LIERERSEZ VT, OCL 123 < filfstk 2170,
K27 % A D End-to-End O FETRFRHIHINZERT D, K 10125 2020 @D =2
UTFXEAPMDEAIUTHIFIERRETRT. a7 XX - ORFBIESRICE S < TR
##) % Reqtime, End-to-End D EATH % E2Etime & L CEEL, KB OHIKY
fE 2% 4T,

context WindowService :: getWindowState() --WindowService® il # 58t
inv : self.jitter > 0 and self.jitter < 25
inv : self.Reqtime = 50
inv : self..E2Etime = self.Restime + self.jitter
post : self.E2Etime < self.Reqtime

context BodyCtriService :: getWindowState(String:state) --BodyCtriService® fl#750ik
inv : self.Reqtime = 120 + self.windowContract.Reqtime
inv : self.ntwrk_delay > 0 and self.ntwrk_delay < 30
inv : self.E2Etime = self.windowContract.E2Etime + self.ntwrk_delay + self.getWtime
pre : self.windowContract.E2Etime < self.windowContract.Reqtime
post : self.E2Etime < self.Reqtime

context RemoteSecurityService::getState(String:CarState) --RSSService® il #3525
inv : self.Reqtime = 80 + self.bodyContract.Reqtime
inv : self.ntwrk_delay > 0 and self.ntwrk_delay < 30
inv : self.E2Etime = self.bodyContract.E2Etime + self.ntwrk_delay + self.getStatetime
pre : self.bodyContract.E2Etime < self.bodyContract.Reqtime
post : self.E2Etime < self.Reqtime

X 10 9 -0 @AOHHKFER

FRMEE D Y Clc kXA IV IR ZITo RN 2 ERT 22 T2
rET L& XMI JERUTZEH L, ContractValidator ~A 195 Z & T, WCET % & L,
FRIRAEZ AT o 7. BIFRMEERS R Z R 3 1R

FHRIBRFEDOFE R, 2oV BHMO I T F A MIBWT, ZIRFEE R O 1T H; B
9 250(ms)IZ*I3" 5 WCET OBimEER 35(ms), R 7RG &N 0O EATRFRIHIF 250(ms)
Ik 3% WCET O @i 30ms) Z 5 E L7-. £B@EEEMICH LT
RemoteSecurityService DABIBRFHE DOEIG @ NZ L2026, HIFEH D Y TOEERL
BRR MRy 7P —E AL LTHALE.

Rz, VE— MyEOa U TFF2X MIBWT, R HIE O FEITREREN 150(ms)
W2k %5 WCET OB REH S(ms), 7 b 0 EATRREIHIRIIZ 392 WCET Dt
FEfE 10(ms) 2 FFE L7z, SR IZ%) LT, BodyCtrlService D i Kf[H O FIE 23 &
WZ END, HIREEY B COEERLERR LRy 7 L LTHEALE.
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#£ 3 UVE—hMeXaUT 1 OHKBRGER R

T I 5 570 Y E— R
RRAEAL F
a2 7% AN | 1:W-B-RS | 2:D-B-RS | 3:L-B-RS | 4:RS-B-W | 5:RS-B-D | 6:RS-B-L
Reqtime (ms) 250 250 500 150 150 150

BCET (ms) 200 200 310 95 105 110
WCET (ms) 285 280 400 145 155 160
ARILxy 7 | BS5(ms) B 20(ms) | B 20(ms)
(r—rE =%, RS 30(ms) L B 20(ms)

. RS 35(ms D 5(ms L 10(ms
i) (ms) (ms) (ms)

7.4 REFHEDFE
(1) HIFIFEIRAEE S DR

AT PEFAORRAEELEL LT, Y—E A LERLHKERRH 5.
WXEHRL LT, Y—ERAOFXL—va v ENEHOT BT ¢ BB ARETH 5.
7o, flRERORLEERNE LT, a2y 77 FETATESR LIERRFHEICIES
¢ AT 36 b T IR I T 2 S TR C o 2. JEII S o A 5 o T 5 7 W A A 1
SN ThH, BRI > TREfiHZ RRRETH D, &I, = hT 7 b
MOB—AZHET 52 LT, avTRA NEERT B0 — &AM O KT HIF
ZEFRKTED.

(2) HIFIRRFERE ST O FAH

HIRBAE ORI B E LTWA YU AL, B AN TV Faxz—2HHETD
End-to-End O ¥ —EZHHOEITRINE LTERENDI I TXFAITHD. 2T
FAMITIOOECYANNOIRET HFEITIAOHE—RKREKLE L TEALNE. Z0O
K97, HAHATICHT DN FTRINCHE S HMFEIC L - T, AJ1fED
End-to-End D % A X > JHil#) & BB IZRFETE 5.

LA L, EFATRIIDMSIMICETINALEET T TF R MIESMIEN AR
ThHHD, BEETRIIMOFEME, KEFEBREATFETLIHAIE, 2072 MNHO
KR ZET AL L ECORKIMEEN LB L 2 5.

8. EE

(1) 24 IV TBEFHIHT 5 5%

%'J%@*ﬁ?ﬁ@“/“ﬂ‘U ZI‘G::FSI/\T, @;&ZI VTR R }‘Fﬁﬁf%ﬁﬁij—é 243 V?%ﬁ/ﬁ\%}*ﬁ
ST ANERB L. FOFD, KHaLrTFERANOREERDELHFAIDEA I LT
AWML, RFEATLCHAT 520752 MBET 5 2 LT, KIFBRICEST
HHE SR EET AT ANLER D 5.
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(2) BEEAFZE & o i F o< B
a) A UH T x— AEFREFEDHLB[6]
LR[OI CIRESNDI IV R—=F L P BTN EDOA VF 72— 2AOHIKIEFHITH
— AV A= bA~D AR TICESSET VT VA 235 L LTS, KRETIE,
H—t—t 2 TiER<, #HY —t AW End-to-End DWFAEITS TV 265 L
L7-#IKERZITH Z & T, End-to-End OFEITRERIHIKMEZATREL LTV 5.
b) HEEIR S EE DT T L ELIREE S D LhHEZ[5]
SCHR[5]19 QoSCL Tid, #— B A DEHEICIES W B R TEANERZR SN TV 2R,
AR TIE, S—E RO LER L End-to-End OHIFIERICE b 5T VEZ L2 ILE
L, y—E2ROHEEA ¥ 7 2 — A FEREZEHR L TND.

¢) HH YT FUxTBEROHS L LITBIT A ALESIT[2][11]

ARCTRET 22 T 7 bETAVEZIGRRINNOER Y 7 b v = 7 HREMSRE
TR L CELET L. I ITHRETNMCBIT DX A I T&HOET VISR
DOOLES T 2737, CERINAERT H2HEY 7 b U = TR OMGE L~V T,
VAT AOERSNT, FREE TOBREMNLBTATENOIBEEERL WD, K
FETIRET DA IV TRETIE, HELNLOY—E ROEE DS MR 2
EFZL, HERZET AL TWDEED, INLD 3B~~~ vy B I TE DN,
TALDORE LU E THIGE L TR,

AA IV TEFHEFEEL AL AHIETHEDICE, 2V T2 FETIAANESR
LA NN— R =7 bR P ORRDILR L, FEATIRERIHR O E 2% & e
CTHHERD L. 5%, ERTRXILEREROGITICESE, 28T 7 bE
TN ERME LE#GF LD DEE L NV ~DBEBNRET ML FEEE XD
WVERHD.

BETIIMSV TR ORREHE
N—KHzFrROY
I8y IREM

Bus

F—ERAURSIRET
& End-to-EndDZ /3> T Hll# >

Vehicle Level

Analysis Level

Design Level

:-n;‘;:LTmentation FFOLEFIL
Bus Bus
Operation Level I Y—EZA I I #—EZB | I H#—ERC |

K 11 HHY 7 N =2THEEI o RCBITHAEST
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9. SHDBRE

RE A2 T T 2 72O O FEI Y — A DIRB Y — U ZFEMME L, B 7o et
A2 ERTOILENRDD. £, ARTERELZa 7% X MNIFFWZ End-to-End
DFEITRINTH Y, BT —EZAORBEVICKIT 2HIMERLNETHDL. DT
W, B2 —EAOERNEET AT DD DO T F A NEZEOILRNBLET
HD. IHIT, 2T F A MERIZKHSFIEEZ: ContractValidator DHEIERN ML ETH 5.

10. £&EH

JERA V72— AT NN ERWIESY A I 7 REFIELHIRRIE T IEEZRE L
7o, BV —ERAOEBDCE SRR EZER L, FRMFEEZ WX
fKELRT 22 877 NETAVERELEE. £, 22 b7 7 METAOHIKE
ICESE, 2O T HF A MEDO WCET & 1 L, WCET ik % £33
%Y —)U ContractValidator 5% L7z, VE— X270 &2fEHE LT, = b
Z 7 FET ML DHIFTEROFEIHE S &, ContractValidator % F V7= KM FIERE /1 &
FHMmL, AR ER L.
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