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An Obfuscation Method for a Detector of
Watermarking

KAZUO OHZEKI" ENGYOKU GI'

Obfuscation is useful for protecting copyright of software and for hiding ID’s and
passwords, which are handled in software executing process. It is better to obfuscate a
detector of watermarking. Actually, the detection is seldom carried out and can have the
slowest performance, because the detection would be required to clarify authentication
when arising disputing trouble. This report foucuses on computational amount. An
essential number is encrypted by an encoding key derived from a result at the middle
way in a program. This method provides a computational amount to carry out the
detection software program.
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5.k, p-l & g-1 DE/NATER n=396 125, IS SHE Y=e=61 %15 %. A vt —3 a=38
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R y=12 T Bias i 1 # M EF# d=13 2155. KH5{b3ni=A v E— 8156 % 13 3§
LTa=38 %13%.

YA AT
z=k; = z=k;
- exd=1 L 72 D05 58 4
o e THEFHL : .
kb4 _ .
y_2 X 4 Enc(p) y=oxeds PR
a=38; (a=38:) NZEE T DR
B=a*y+3*z; Bias=1; 11BN
d=y+Bias; /A=Y, BN
N=851; // modulo ;B

a=815 (mod 851) // Enc(a)? 18
B=a*y+3*z,

B 1 @BPREREE, RABTEN ST DR
Figure 1 The modification into encrypting essential number using an intermediate result.
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Table 1 Encrypting fractional essential number .
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z=k; z=k;
X=3; X=3;
y=x+0.19584; y=x+0.19584;
(a=38;) [IWAHEFDRRK (a=38;) I ZEHT D FZi
pw=5; IFEHERE pw=5.1; IR BRI
Bias=149; JIBEN Bias=4211, JZBEN

d=y*10P"+Bias; /3B AN d=y*10°1.1+Bias; /LGN

WHRER | FREORE | FREoREE | mee (R Bias index
5 1 319584 319733 149 i
319584 5.1 ﬁf 351542 355753 4211 .I.I.
5.5 #1 479376 479371 -5 iii
6 #r1 3195840 3195869 29 iv

N=modulo; /I modulo ;&I
a= Enc(a)’ (mod N) // Enc(a)® 3&0
B=a*y+3*z;

(a) index (i) D& A

N=modulo; // modulo ;&1
a= Enc(a)® (mod N) // Enc(a)® 3& /1
B=a*y+3*z;

(b) index (i) DA
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MrEeRETHIE, 5HY 7 b7 v 7 L72bD% 1151, 35165424 L7272 b D%,
UEEF AL T351542 L5 Z L3k s. F7=, BiasfHITADK L fJEETH 5. Bias
WEITEEICR T ATRE T, bias K/ LESHEHT TERV. BEEERS 5
0T s T AEREAEK 2 I1TRT.

bk FRERBEL, DEWEOEZHE#LE LT, FHREERLZE, xtiET5
RSA ABH#EZ IS L L CROIBESEDZD, £ 2177, Kodte bESHd
X,

eed=1 (mod n) )

ROLBGRNH DD T, HEENSHFILTH, RO SN LRET oRFE LR
R R D, BHRERE EBOREEOBRKRIIES CTHLRWVWDO T, HE#LE2S
FHITHHICRETE D, REHNATA—FZTHD pq FBETIHESHRHOE SITSL
FEEZRETNIZR. £/7, BiasHOFEADHSHIEEICRIRTE 5. HEEIIE
BHROESLEV20fHORESICLDED, BELTIEHARICADLYE, 2AbD
E& () ##EITHIERV. K2R T XD ISR SEITABRBTIIL 52, #E
FLMER LW, ABSARW. 22T, HEE@HE2EITICIVIERTIZ LD
TERW., BEREREDLEHTAIMBITZRE L BE1E, EHEROBRREMEDHE

M 2 EREORTHEREESHRLTL2HE
Figure2 Encrypting fractional essential number.

& dpg & U CGESERICL TWITIE, N=p*q (340 F RS TE R KRS 0WEIC
o TL 5.

#* 2 EEHELHSEOREH
Table 2 Examples of designing decoding key and encoding key.

d e p q N lcm
13 61 23 37 851 396
17 233 23 37 851 396
19 667 23 37 851 396
29 437 23 37 851 396
31 511 23 37 851 396
41 425 23 37 851 396
43 571 23 37 851 396
47 455 23 37 851 396
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| 2=y b OBRREIEGER E |

NI Y

| il GRECR¥L) Y=y*10™ |

#3548 d R, Bias=Y-d |

[ dte =0 NOEH |

[N % MARCT a DR ]

[ B DR 5k Enc(a)=a" |

[ (AT a OB, Wb L SZET Enc@)4 Eird) |

5O IOEM (a=Enc(a)’ (mod N))|

M 3 Y7 My =T OEBOTEN
Figure 3 Flowchart of software obfuscation.
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FEE LIS KT 5. £, BRI LS LT, #EIFXoEH L ROM B
WL DRICEEHZ 52 FAPBIENTWA[7]. 2k, Chow & ? DES 5 D174
WEDT 74 VERTRITEDLLDET —TMET B b OBNCH, JERIE DB
bEENDZLE, HRIZBWT, HTAANEEFERALLEVWAIME RS S Z L%
FIALT, A LARWANBEORBRBEH I EHBOMIC LY, HERORFEEZIT> T
HLEIATIE, MEREZETETDIZLICRDTED, BNRMENEENTHRENIZ
FELWVMEIZARD 2 EREDTREB VAL ENTEDIMTHD. ZOEWRH T
FALEIT O ROV TORERESEWRNHE L < 2o T D Z & OIS %
FTHZEEL, RHETE, HEELZENT L RICKSTETIT.

W 4 NG
mEg B2 ; » BFENL
k+ (L 5 AL
Eryer i —
‘ MBI | ’ﬁg HERR
1 |
HE 8 3R '

ING—2s

| ; =¥§E§§F_EEE'

e

>

M 4 RBRHSFAEOEFFH» L O
Figure 4 Watermarking system with disclosing a detector.
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Figure 5 Time for design vs. digit number of decoding key.
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Figure 6 Time for decoding vs. digit number of decoding key.
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FEERICHER L-HER T, REHEEZEA LW EIE, SHITLMERETHY
FEIMMI0BEHTHALZ LD, 10-11HT1H, 12 T1HH, 13-14H47 TR 1
BT D.

ARG T, BHEBTICEL, iz, 7—U o BBER COMALETL X ) )
KNEZLEAINTVAER, TORKLEEZHERETHL. LL, EXEEBHIO
7— Y W TIE, BHROBEIIBSM TH D, FOREL LT, HESNE-EH], *
T4 774 KT7—=V & (MFT) [7I[8]12 AT 2 Xy iIcd B, Zhicky,
[l —DMIARY 7 @A L Th, MFT O 01E, BHOALAZITI Wi Z L ICEH T
D7, BRDMIALNR I, RHBOEB I LICARDI bOBRERIND.

WIBE T RS LIz AMI & T DA R Y 7 N L7250, ZOESICo
WTHEBB T EICHET D EWVWI XA T I v IRl E LD b TE D, B
ORMBERIL, Lo Xk 5 BRI COMARTIE, ZOEBRBE DM & AN E
ERAEHNRLOTHD., ZhICAT, AR ERNPLDOFETH D code
obfuscation ZflAATeZ & HTE D, ZOHNE, if XOERDIECEBIML TV T
IE[A1[7]1[8], MME PR E /e & O REAFHE A AL A 2 L CRMEOMEE M T2
KIS 2 FIEMTBIE 1R H 5.

#3 MHAENO 1HD EEN 2= OB ERHEMOHERT — ¥ (KEWNIEERICHFEET 57 — % C, ERLSMNIHEICIE U fE)
Table 3 Calculating data for obtaining decoding time of an EEN unit in a detector. (The values in a bald frame really exist. The others are provisional with lengths of digit numbers.).

Hidk 1 2 3 4 5 6 7 8

P 97 997 9973 99991 999983 9999991 99999989

q 5 89 991 9967 99989 999979 9999973 99999989

N 35 8633 988027 | 99400891 | 9998000099 9998000099 99999640000243 | 9999996000000320

n 24 8448 986040 | 16563492

d 5 79 907 9931

e 29 10159 97843

a 4 78 900

E(a) 9 6157 306326 | 12345678 | 1234567890 | 123456789012 | 12345678901234 | 1234567890123456
log, (E(a))*4 2.81 6.51 9.95 96 124 148 176 204
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