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An Access Control Method for Shared Memory
in Privacy-aware Operating System Salvia

MasaruMi Hiro, ™! Kazunisa Suzukifh*2
and KoicHr Mourif?

Today, incidents of leakage of sensitive data such as privacy information have
occurred frequently. In many cases, the factors of data leakage are as follows:
malicious operations by a user who has an authority, and user’s misoperations.
In order to solve this problem, we have developed a privacy-aware operating
system named Salvia. According to data protection policies associated with
sensitive data, Salvie limits accesses to computation resources such as files,
sockets, pipes, and resources that are used for interprocess communications.

Thus, in Salvia, it is possible to restrict accesses to the resources that could
serve as output channels for data leakage. Especially, we describe a method
to prevent data leakage via shared memory access in interprocess communica-
tions. To restrict accesses to shared memory, Salvia determines permissions for
each access to shared memory in the page fault exception handler. Moreover,
Salvia employs a context-aware access control mechanism that is suitable for
privacy protection. Therefore, Salvia can restrict accesses to shared memory
that may cause to data leakage, selectively. In this paper, the design and imple-
mentation (on Intel x86 architecture) of Salvia’s access control mechanism for
shared memory are described, and also we show the results of the performance
evaluation using a micro-benchmark program.
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<data_protection policy>
<default_access>
<send;1ocal>deny</sendilocal>
</defauit_access>
<data_protection domain type="none">
<ACL>
<context>
<location>
<device id="net_radio">
<value type="character">roomA</value>
<value>30</value>
</device>
</location>
</context>
<access>

<seﬂdﬁloca1>a110w</sendﬁloca1>

</access>
</ACL>

</data_protection_domain>

</data_protection_policy>

01 00Ooogogoogooo
Fig.1 Example of data protection policy.
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Fig.2 Structure of data protection mechanism of Salvia.
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Table 1 Processing time of shmat function.

processing time [us]

4KB | 40KB | 400KB
(1) Linux 2.56 2.59 2.61
(2) Salvia (uncontrolled) 2.76 2.84 2.79
(3) Salvia (controlled) 5.45 5.51 5.73

(© 2009 Information Processing Society of Japan



1991 000000000 OS Selwia0D0O0D00OO0O0O0DOOOODDOODO

02 0000000000000000000004KBO
Table 2 Processing time of write access to shared memory (4 KB).

processing time [us]

average max min SD
(1) L (a) 12.65 | 14.27 | 11.12 | 0.87
mux
(b) 028 | 059 | 0.19 | 0.08
@ 18.63 | 27.06 | 16.01 | 1.16
3) Sal
(3) Salvia |\ 0.28 | 0.56 | 0.23 | 0.08

SD: standard deviation
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Fig.3 Relation between size of data protection policy and processing time of write access.
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Table 3 Processing time to clear write bit.

number of processing time [us]

shared memory 4KB 40 KB 400 KB
1 0.85 1.05 1.17

10 2.16 2.20 6.47

100 13.71 18.72 65.61
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<!ELEMENT poricy(data_protection_policy,manager_list)>

<!ELEMENT data protection policy (default access?, data protection domain+) >

<!ELEMENT read (#PCDATA)>

<!ELEMENT write (write_access, filename*)>
<!ELEMENT write_ access (#PCDATA)>

<!ATTLIST write_access update (deny|allow) "deny"s>
<!ELEMENT filename (#PCDATA) >

<!ELEMENT send_local (#PCDATA)>

<!ELEMENT send_remote (send_remote_access, ip_address*)>
<!ELEMENT send_remote_access (#PCDATA) >

<!ELEMENT ip_address (#PCDATA)>

<!ATTLIST ip_address version (4|6) "4">

<!ELEMENT syscall (#PCDATA)>

<!ELEMENT default_access (read?, write?, send_local?, send_remote?, syscall¥)>

<!ELEMENT data_protection_domain (ACL)>
<!ATTLIST data_protection domain type (read|receive|both|none) "both"s
<!ELEMENT ACL (context, (access?|ACL*))>

<!ELEMENT context (user*, group*, time?, location*, frequency?)s>
<!ELEMENT user (user_id+)>
<!ELEMENT user_id (#PCDATA) >
<!ATTLIST user_id type (effective|real) "real"s
<!ELEMENT group (gourp_id+)>
<!ELEMENT group_id (#PCDATA)>
<!ATTLIST group_id type (effective|own) "own'"s>
<!ELEMENT time (second*)>
<!ELEMENT second (#PCDATA) >
<!ATTLIST second mode (relative|absolute) "relative's
!ELEMENT location (area)>
<!ELEMENT area (device)>
<!ELEMENT device (net_radio?, GPS?, RFID?)>
<!ELEMENT net_radio (essid,quality)>
<!ELEMENT essid (#PCDATA) >
<!ELEMENT quality (#PCDATA)>
<!ELEMENT GPS (latitude,longitude,range)>
<!ELEMENT latitude (#PCDATA) >
<!ELEMENT longitude (#PCDATA) >
<!ELEMENT range (#PCDATA) >
<!ELEMENT RFID (tag_id)>
<!ELEMENT tag_id (#PCDATA) >
<!ELEMENT frequency (read?, write?)>
<!ELEMENT read (#PCDATA)>
<!ELEMENT write (#PCDATA) >

3)

<!ELEMENT access (read?, write?, send_local?, send remote?, syscall¥*)>
<!ELEMENT read (#PCDATA)>
<!ELEMENT write (write_access, filename*)>
<!ELEMENT write_access (#PCDATA)>
<!ATTLIST write_access update (deny|allow) "deny"s
<!ELEMENT filename (#PCDATA)>
<!ELEMENT send_local (#PCDATA)>
<!ELEMENT send_remote (send_remote_access, ip_address*)>
<!ELEMENT send_remote_access (#PCDATA) >
<!ELEMENT ip_address (#PCDATA)>
<!ELEMENT syscall (#PCDATA)>

<!ELEMENT manager_ list (ACL+)>
<!ELEMENT ACL (context) >
<!ELEMENT context (user?,group*, password?,RFID?) >
<!ELEMENT user (user_id+)>
<!ELEMENT user_id (§PCDATA) >
<!ATTLIST user_id type (effective|real) "real"s
<!ELEMENT group (group_id+) >
<!ELEMENT group_id (#PCDATA) >
<!ATTLIST group_id type (effective|own) "own'"s
<!ELEMENT password (password_str+) >
<!ELEMENT password_str (#PCDATA) >
<!ELEMENT RFID(tag_id+)>
<!ELEMENT tag_id (#PCDATA) >

04 0O0O0OO0OODOOO DTD
Fig.4 DTD of data protection policy.
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