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CaStor: A Web Server for Management and Distribution
of Capabilities to Access Web Resources

MiTSUHIRO MaBUCHI, ! SHUN IKEJIMA, !
Satosur Kawasakr, ! JuNper YosHiNo, !
KEe1Go MaTsur, ! Yasusar SHingo,™! AKIrRA SaTo, 12
DAISUKE KAMIKAWAT! and Kazuniko KaTof!

In recent years, users often work together through protected Web resources.
These Web resources are classified into two types: sharable ones and non-
sharable ones. In cooperative work using existing Web resources, a user wishes
to delegate his or her access rights to other users to assign his or her tasks.
However, in the former type, it is necessary to register a user to the Web re-
sources. In the latter type, programs of existing Web resources need to be
changed. In this paper, we describe CaStor, a Web server for management and
distribution of capabilities to access existing Web resources. CaStor enables a
user to delegate access rights to other users. CaStor has two functions: first,
to create a capability of a protected Web resource from a user ID, password,
and URL, and second, to securely distribute a capability to other users. Using
these functions, a user can easily assign his or her tasks by distributing capa-
bilities to other users. In CaStor, a user accesses Web resources by using stored
capability through a proxy that enables a user not to pass sensitive information
to other users. In addition, the proxy restricts accessible Web resources by
pattern matching of URLs. Finally, we measure processing time of getting a
Web resource by using CaStor and present practicality of CaStor.
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Fig.4 Implementation of hard-capabilities and soft-capabilities.
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Fig.5 Getting data through a transient object.
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Fig.6 Validation of expiration date and limited amount of uses.
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Fig.7 Experimental results.
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