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Abstract The deployment of IPv6 as the next generation Internet protocol has been proceeding. As one of the
features of IPv6, the bi-directional communication between end hosts can be done easily by using abundant global
IP addresses. The bi-directional communication between end hosts should be done securely, for which there are
several technologies to realize it. Among them, IPsec is useful especially in the establishment of IPv6 end-to-end
secure channels, because IPsec can provide secure services such as the encryption and the authentication at the IP
layer. However, IPsec is difficult to use because 1) there are many parameters to be set up for secure channels, and
2) the configuration for IPsec is complicated. This paper proposes an automatic configuration method for setting
up the end-to-end secure channels between end hosts to use IPsec easily. In our method, several end hosts form a
closed team, and secure channels can be established between hosts that belong to the same team.
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