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Abstract A new method of efficient multi-bit asymmetric watermark algorithm is proposed in this paper. Our
methodology applies to the achievement of efficient multi-bit embedding for secure digital watermark detection that
exposes no secret information to a watermark verifier. Furukawa proposed a secure watermark detection scheme [5]
in 2004 using the Paillier encryption, but this method is not suitable for multi-bit embedding due to its heavy over-

head in extraction processing time. We proposed a consideration for an efficient multi-bit watermark embeddihg

method.
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4.1 ® & #

Ry FI—IFIC LB BEED LizBL2MICH LTUTFD
RIELDH 2. BINCLEEMETHEY, BEEE AL BH
{L,..., 1} DIREHEICHOI b HBLTWS. LREtc X 28
DABDOHRER 7D A, B ORHNERB T LAMRKS. LY
LIC& b I' ORBDAZRET S FIED LERERT B L
HETH2. RICEEESBIEERZL TV, Chidl
RCRAELEL ST, B USRS REROBRY &
DUAIMEL, EFBRELE BT, Biglc, FaaEtks
HEERd 7%, [ 61 256x256, 255 BEIE, n = 2053,6 = 3
T, 8 €y MEDRAENERETT. EHCDOLEDSN K
13 46.5767[dB| T 5.

RiZ El Gamal iS5 & 205 0 VREICH LT ORLMICS
WTHND. MEBOSRSICE DL XiIcky, 1 LREEX
e NS RTIIEHABBRORERHR A L Bilck SERI AL
/oA, RTDLBELLEE YT e = (C,D) 5, ¥
Vi3 BEXDERIcEDPN T REDAHBEEMNTEC L
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4.2 BEENSA—4

FMTRBBERT A - § OEEHEICOVTHENRS,

B7 #ECY kAL BoOSHER

DRBRED 6 LRIEY Y Mitn BEX 1B, HRBICES %,
WBRDHEN S LETED LIKIETES 1250 § DR/IMEILL
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7
elEL. TTT, o' En@OY Lo (a: — b;) OIBHEFE,
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#2 nlKDOVWTOBRBEENNTA—Z§
n m o’ o
4613 | 0.8847 | 67.4449 | 0.4769
2053 | 1.9206 | 67.9670 | 1.5000
1165 | -0.4335 | 68.2865 | 2.0007
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|| |lwinn]| o
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4.3 SREICED ARG

BERARXOUEERFIEST B8, FLAAr—)VERCHT
3EHh LEDABMHS AT L% C EET, BSHEER Java
TEELR. £ 3ICEERERRY.

#3 EERE
Bl fix: ]
CPU Xeon 2.3GHz
[oF] Redhat 9.0, Linux 2.4.20
AEY 1GB
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gee (GCC) 3.3.3

FLEICHEVOT lena BRAMER T L LT, BEZYAX
1 =64x64, 128x128, 256x256 THEMAH, BE{L, #HEIL,
FLTHHEERELE.
1. Eh UBiAHBE
CEEICLBEEYA XDV TO, 1 ¥y hDEHABL
R ZE 10 IORY. AERREERY A X LIkl T
%.
2. El Gamal B&S & Paillier BES1C X 2RERK
El Gamal BE2IC & % 1024-bit DEES{b &t SNERFAIE,
0.104 [s] £ 0.077 [s] TH D, Paillier B513 33.03[s] & 21.27[s]
TH3B. ThoDF—EHLEEGY A i LTOREST
D ABEOEME D EEAICTRYT. Thckd, RERITE
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10 HshAH LR

k4 B & W
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Paillier [s] | 1353.03168 | 5412.12672 | 21648.50688

4.4 Furukawa & ¢& 1] ORI MEERFRGOD B

MEOEFENTRBVIGIENHETEN L L HHET RS T IV
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4.2ICRENTVAESKLTD n e LTREBY—FT
10 HOF— 2 %M U FIETH 5. El Gamal BSOUE
i n LHAILTEAT BDICN LT, Paillier BSE—E
SOESTEN UEHHT ST LHHRKS. 11 THW:#
BES5ICRT. 1 €y FTRAERMENE 11 IRLEKSIC
nlCHBIT 3 LIREL T, Paillier A El Gamal % FE %D,
n*=7403 DBETH%. ThETICBY Y FOBEORHNE
B2 S 5 &, El Gamal BESDIRE, RHICET 508
BRI 1 ¥y FEROSLERER v It LT oF iclinL T K.
Paillier BfEDFE, B 11 TRLUK v iKY b T k? EOEH
Eb¥ohh bRHERERET 2 UEREMENENS.

N
&
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® Pailliear
Zal oo o _
E
=
f;’ 15
£
3 10 N
=
5
0 2000 4000 6000 8000
n
11 (1] & [5] DMERERIDLLE

# 5 Eh LR LERR

n 539 | 757 | 1165 | 2053 | 4613
(1] (E! Gamal) | 5.279 |  6.475 | 7.697 | 9.590 | 13.47
5] (Paillier) 1911 1911 [19.11]19.11]19.11
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FRTIX, IENHEFENLICEITS, BE Y FREHAD
REIC DV TR Uiz, NEEMEBIRMT U E a2 £
TAHI LKD), HHARMBEOES IOV A XHE v MU
KELGVARERREL:. SHOBEL LT, HOTEFS
KX OEBNEEREEZSDE BT LICKD, BEh URIER
NALTZTLNPRTE, ETEL LOEEE LTS L
Eibh3. THICHBERED 32 Yy M ¥ OEBICHISE
B3 LICK D FEINCERIGERNMEO B LEX LIS,
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