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Feature-Abstraction Framework to Construct Dynamic Birthmarks
and Some Experiments
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1 Graduate School of Mathematical Sciences and Information Engineering, Nanzan University
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Abstract A framework has been proposed to construct dynamic software birthmarks for detecting the program
thefts [4]. In this framework, birthmarks are constructed by combining two operations, the extraction of some
feature from run-time information, and the abstraction of the data with the feature. Since this framework makes
us consider each operation individually, we can expect gaining various effective birthmarks. This expectation,
however, has not been demonstrated by enough experiments. We construct some birthmarks by proposing some
abstraction methods, and demonstrate the effectiveness of the framework. The constructed birthmarks show high
resilience for many semantic preserving translations.

Keyword Software Birthmark, Software Theft, Software Identification, Dynamic Analysis, Java
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