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This paper presents the design and the implementation of the enciphered communication for remote
method invocation on OZ: an object-oriented distributed systems environment. To realize worldwide
programming environment in which not only data but services and programmes also.are shared on

the networks is the aim of OZ. And in such environment, it is important to keep security. Enciphered.

communication described here is a OZ’s security mechanism against the eavesdropping.

In OZ, encryptors and decryptors are implemented in the application level, so software package
could be linked easily. The owner of cells, which are objects accessible over networks, can assign

a set of ciphers to each cell according to the importance of data in it, so security setup could be
fine-grained and flexible.

By introducing combined packet which contains data for negotiation and encypted data according
to the cached information about cipher, a remote method invocation could be completed with two

turn-around communication between caller and callee including negotiation of cipher in the worst
case.
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