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Abstract

Malicious messages to Internet servers often violate the rule of application-
layer protocols. To filter out those malicious messages, TCP Stream Filter
has been proposed. It drops the message that violates the rule that defines
correct behavior of the protocol. Because we target application-layer pro-
tocols, the existing packet-level management is insufficient. In this paper
we propose the packet-level implementation of TCP Stream Filter that
can deal with out-of-order arrival of packets and IP fragmentation, etc.,
without processing the protocol stack of TCP/IP. Experimental results

with Apache web server suggest that the overhead is small enough.
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