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A Monitoring Mechanism to realize the Byzantine Resilience
in Federated Learning via Client Tracking
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SHUNSUKE HAsHIMOTO TosH1AKI TANAKA' JuN KURIHARA

Abstract: Federated learning (FL) is a privacy-aware decentralized machine learning approach. In FL, clients perform
local training on their datasets and send the model updates to the central server to build the global model. In FL
environments, there may exist malicious clients, called Byzantine clients, that aims to corrupt the reliability and the
performance of the global model. In this paper, we propose a monitoring mechanism based on client tracking to
realize the Byzantine resilience in FL. The proposed method detects anomalous client behavior by monitoring three
aspects: convergence, weight variation and spatial distribution, in order to assess temporal consistency and spatial
similarity from the updates sent by the clients. The proposed method assumes a more realistic environment and does
not require the presence of a chief client or a dataset to measure performance on the central server. Experimental results
demonstrates that our method can correctly detect Byzantine attacks combined with Pretence, Sybil and data poisoning
attacks and maintain the accuracy of the global model by eliminating them from the FL process.
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Fig. 1 The learning process of federated learning.
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Table 1 Parameters used in federated learning.
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Table 2 Classification of Byzantine attack scenarios.
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