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Performance Evaluation of Extended GCN to consider
API Call Arguments in Malware Detection with API Call Graphs

KouTA ARAIY'®  TETSUTARO UEHARAZ

Abstract: Using Artificial Intelligence has become essential to address advanced and massive malware. To
this end, malware behavior detection with API call graphs using GCN was proposed. In this method, the fea-
tures of API calls are assigned to the graph vertices, and Graph Convolutional operation uses these features.
However, GCN cannot consider API call arguments because GCN uses only the features of the graph ver-
tices. In this paper, we propose Extended GCN (EGCN) that can consider API call arguments for malware
behavior detection. Before operating graph convolution, ECGN concatenates the features of vertices and
edges based on the adjacency of vertices and convolute with these features. To evaluate the effectiveness of
EGCN, we implemented EGCN, GCN, LSTM, GRU, and RNN. Experimental shows that EGCN has inferior
performance than LSTM and GRU. However, the learned parameters of EGCN show that many APIs and
arguments are not important for malware detection.
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Fig. 2 The structure of the Graph Convolutional Network.
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Table 3 The confusion matrix for binary classification.
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Table 4 The experimental setup.
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Fig. 4 The F1-Score at each epoch (enlarged).
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