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A Study on Deceived Plethysmogram Presentation Attack against
Wearable Device using PPG Sensor
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Abstract: In this paper, we propose a novel attack that presents a false signal against photoplethys-
mography (PPG) sensors. To evaluate this attack’s effectiveness, we prepare 14 consumer-grade
wearable devices with PPG sensors and tested whether it was possible to (1) activate the measure-
ment mode and (2) present false pulse waves using an LCD screen. We found that 13 devices could
be activated, and six devices provided the desired heart rate. Our method does not require any
particular signal-generation device, and the attack can be carried out only by using the LCD screen
and a silicon sheet. The attacker does not have any knowledge of biometric sensors. Finally, we
discuss the countermeasure methods for this attack.
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