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Malicious-Site Detection Using Graph Convolutional Networks
Based on HTML Tag Structure
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Abstract: Recently, damage caused by web-based attacks such as drive by-download attacks and phishing
has become serious. There is a pressing need to quickly detect malicious websites which directly launch
cyberattacks or guide users to dangerous sites to trigger attacks. In previous work, we have developed a
malicious-site detection system based on the word frequency of URLs using character-level convolutional
neural networks. In this research, as an extension of the existing system, we propose a new approach using
graph convolutional networks based on structural features of HTML tags. First, an HTML document is
represented by the document object model (DOM) as a graph to captures structural information in the doc-
ument. Then, malicious-site detection is performed by applying graph convolutional networks to the graphs.
We show that malicious sites can be detected with higher accuracy by incorporating structural information
carried by the HTML tags than the previous approach based on URL.
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<IDOCTYPE html>
<html>
<head>
<title>Title</title>
</head>
<body>
<h1>RBiEU</h1>
<p>XE</p>
</body>
</html>
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Fig. 1 Graph of HTML documents.
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Table 1 Graylist and Darkgraylist.
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Fig. 2 GCN model.
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Fig. 3 Experiment cycle.

3.2 Graph Convolutional Networks
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Fig. 4 Monthly experimental results.
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