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Abstract: Most IoT Malware is variants generated by editing and reusing a part of the functions based on
publicly available source codes. In our previous study, we proposed a method to estimate the functions of a
specimen using a signature, which is a directed graph of time series information of function calls. However,
this method cannot detect those that perfectly match the signature but can be regarded as equivalent in
terms of function. In this paper, we confirm the existence of specimens that have only a few additional
functions in signature and propose a graph embedding method that enumerates the candidates of specimens
that need more flexible signature matching. In addition, by cross-cutting analysis of results of the perfect
match of signature and clustering method, we confirmed that there is a trend in the number of matches for
each signatures in the specimens in the cluster.
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