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Noisy Volume Leakage Attack against Range Queries

SHUNSUKE ODANI}'®  NOBORU KUNIHIRO?

Abstract: Many attacks have been proposed to recover the histogram of the encrypted database by using
the observed response volume size of range queries. While it is easy to recover the histogram under the
situation that the volume size is highly biased and includes no noise, the situation with noise has never been
considered in existing works. It is not clear how much noise we can deal with. This paper proposes an
effective attack under the assumption that there exists noise in the observed volume size for all queries of
width one or two. In the proposed method, we employ a graph-theoretic approach. We construct a graph
from the observed volume size and recover the histogram by finding paths passing through the vertices at
least once. We also conduct experiments to evaluate the recovery rate from artificial data and show that our
proposed algorithm is effective even if there exists noise.
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4: if G.degree(v) == 1 then

5: S.append(v)

6 return min(S)

IV X L 3 KEREDEREK

Input: S,G(V,E),N
Output: {(s1,...,52n-1)}
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7 return S

8: procedure EXTEND UP(S,G(V, E))

9 S« {}

10: Next V + {}
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26: if nextv ¢ s then
27: S« S Us.append(next_v)
28: else if Dup_ N #0
and nextv ¢ s[0 :: 2] then
29: S« S U{s.append(nextv)}
30: Dup_N < Dup_N —1
31: return S’
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8 S.append(s [0 :: 2))

9

return S
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