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Effective evasion attack using packing against Android malware
classifiers

KazUKl FURUKAWAL®)  MITSUHIRO HATADAZ HIROSHI YOSHIURA® MASATSUGU ICHINO?

Abstract: As the number of malware targeting smartphones is increasing, detection methods based on ma-
chine learning have been proposed to detect unknown malware. On the other hand, in recent years, evasive
attacks have been proposed as an attack method against machine learning. An evasion attack is an attack
that perturbs inputs that are classified into one class so that they are misclassified into another class. The
realization of evasive attacks against malware detection creates a threat that makes it difficult to detect un-
known malware. In this paper, we propose an effective evasion attack using packing, which can be universally
incorporated into existing feature-modification evasion attacks. We incorporate the proposed method into
Pierazzi et al.’s gradient-based evasion attack method, and conduct experiments on evasion attacks against
DREBIN, Sec-SVM, and Random Forest. We confirmed that the proposed method achieves more than 90%
success rate of evasion attacks against all classifiers.
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Fig. 1 Overview of proposed method.
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Fig. 2 Conceptual diagram of packing.
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Fig. 3 Overview of experiment.
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Fig. 4 Overview of Pierazzi et al.’s evasion attack method.
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Table 5 Transition of attack success rate of the evasion attack.

Ry ZERBR KT
Sec-SVM (n; = 100) 0.956 0.644
Sec-SVM (n; = 200) 1.00 0.909
Sec-SVM (ns = 300) 1.00 0.993
( )
( )

Sec-SVM (ny = 400 1.00 0.997
Sec-SVM (ny = 500 1.00 1.00
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