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Intrusion Detection System focused on time series information of event
logs and network packets
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Abstract: APT (Advanced Persistent Threats) have been observed frequently, attackers find ways to pen-
etrate a network. They infiltrate the organization network through normal communication. Thus, methods
for detecting activities after malware infection are becoming important. Since on the infected host with
malware, a process for communicating with C2 server is periodically executed, we focus on the time-series
information of process names. In addition, because the infected host periodically communicates with the
C2 server in fixed formats, it is expected that the packet will be observed periodically. In this paper, we
propose a method to detect APT by focusing on the time-series information of process names and these
packets. First, we extract the process name from the event log, and packet size and other characteristic from
the packet headers. We express them as vectors using Doc2Vec. Then, the vectors are trained by LSTM to
detect APT.
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- <EventData>
<Data Name="UtcTime">2018-12-07 08:10:50.498</Data >
<Data Name="ProcessGuid">{f43503e1-2abd-5¢0a-0000-001002a20000} </Data>
<Data Name="ProcessId">584 </Data>
<Data Name="Image">C:\Windows\System32\Isass.exe </Data>
<Data Name="User">NT AUTHORITY \SYSTEM</Data>
<Data Name="Protocol">tcp</Data>
<Data Name="Initiated">true </Data>
<Data Name="SourceIsIpv6">false </Data>
<Data Name="SourceIp">10.139.16.110</Data>
<Data Name="SourceHostname">WINO5.worker-ants.jp</Data>
<Data Name="SourcePort">49350</Data>
<Data Name="SourcePortName" />
<Data Name="DestinationIsIpv6">false</Data>
<Data Name="DestinationIp">10.139.8.8 </Data>
<Data Name="DestinationHostname" />
<Data Name="DestinationPort">88</Data>
<Data Name="DestinationPortName">kerberos</Data>
</EventData>
</Event>

2 AR FurZOf
Fig. 2 Example of event log.

R1 ARV rhrots2RHE—%
Table 1 List of features of event logs.
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Fig. 5 Outline of Anomaly Detection.
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Fig. 6 Anomaly Score for each section of experiment 1.
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Fig. 7 Transition of LSTM Training Error of Event Log and
Packet header.
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