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A security framework for detecting and regulating threats
caused by analog signals

Ryo TiMAb®  TATSUYA TAKEHISAZ TATSUYA MORI2

Abstract: This work developed a new security framework, which provides a generic and flexible access
control mechanism for regulating the malicious analog signals that target cyber-physical system (CPS) de-
vices. This framework enables the defeat of various attacks that make use of malicious analog signals against
CPS devices; e.g., stealth voice command injection attack using ultrasonic waves or adversarial examples, or
attacks to crash drones in flight using malicious sound waves.

Based on relevant previously reported findings, we first defined the requirements and design specifications of
the framework. Then, we built a prototype of the framework and demonstrated its feasibility through ex-
tensive performance evaluations and case-study experiments using three real-world attacks; DolphinAttack,
audio adversarial examples, and WALNUT.
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