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Abstract: As an authentication method for smart locks, the conventional possession authentication method
poses the risk of loss or theft, while the fingerprint authentication method requires the user to stand still in
front of the door for several seconds. In this paper, we propose a gait-based authentication system based on
the acceleration of two devices: a smartphone and a wearable device. The proposed gait-based authentication
method extracts 19 features and calculates the authentication rate, that is, the false acceptance rate (FAR)
and the false rejection rate (FRR), using some typical machine learning algorithms. As a result, when using
Isolation Forest algorithm, FAR and FRR are 8.3% and 9.5%, respectively. Next, in order to evaluate of
the continuous gait-based authentication, we conducted walking experiments periodically on different days.
In this case, FAR and FRR are 18.6% and 13.8%, respectively. Furthermore, in order to check the authen-
tication rate at various walking speeds, we trained three speeds: fast, normal, and slow. As a result, FAR
is 18.8% and FRR is 15.0%. We found that the better algorithm of anomaly detection of FAR and FRR is
different depending on the subjects.
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Table 2 Identification accuracy obtained using only smartphone for various classifiers.
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Table 3 Identification accuracy obtained using only smartwatch for various classifiers.
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Table 4 Identification accuracy obtained using both smartphone and smartwatch for

various classifiers.
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Table 5 FAR and FRR of the proposed system using anomaly detection.
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Table 7 Results of different speeds.
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