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Abstract: Structured Query Language (SQL) injections are still one of the major reasons that lead to serious
damage such as leakage of personal information. Web Application Firewalls (WAFs) are used to detect SQL
injections, but manual analysis of the detection result is also required because of false positives. However,
since a large amount of SQL injection occurs, it is difficult to manually analyze all the SQL injections de-
tected by the WAF. In this paper, we propose a method to identify the phase of a SQL injection in order
to improve the efficiency of manual analysis. In the proposed method, only the partial SQL query included
in the HTTP request related to the WAF alert is analyzed. The proposed method do not use the internal
information of the attack target system and also do not modify the target system. The attack SQL query is
dynamically analyzed using a emulator. Evaluation results revealed that the proposed method was able to
correctly identify the intention with an accuracy of 78.1% and 73.8% for an artificial dataset and a real-world
dataset respectively. We also show that the proposed method possibly reducing the operation time of manual
analysis by identifying over 50% SQL injection attacks that does not cause any damage.
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Fig. 1 Overview of the proposed method.
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(sqli-query) ::== ([ (base) | (statements) | (items) )

(base) ::= (condition)

(statements) ::== (statement) | [ (statement) | ( ‘;’ (statement) )+

(statement) ::= (non-mod-statement) | (mod-statement)

(mod-statement) ::= (mod-command) ( ( (clause-word) [ (items) [(non-escaped-string)] ] )+ | (items) )
(non-mod-statement) ::= ( (clause-word) [ (items) [(non-escaped-string)] ] ) [ (select-statement) ] | (select-statement)
(select-statement) ::= ‘SELECT’ [ (items) [(non-escaped-string)] | ( (clause-word) [ (items) [(non-escaped-string)] | )*
(items) ::=  (condition) (‘,” (condition))*

(condition) ::= (expression) [{operand) (expression)]

(exzpression) ::= [(object)] ({(num-op) (object))+ | {object)

(object) ::= (function) | (sysfunction) | (parened-statement) | (value) | (end)

(value) := [+ | ‘=" ] ( (non-escaped-string) | (number) | (escaped-string) | ‘*’ | (word) | ‘C (value) )7)
(parened-statement) ::= ‘O ((items) [(statement)] | (statement)) ‘)’

(function) ::= (non-escaped-string) ‘C ((items) [(statement)] | (statements)) ‘)’

(sysfunction) ::= (non-escaped-string) ‘(’ ‘)’

(num-op) == | ||

(clause-word) ::= ‘AND’ | ‘BY’ | ‘FROM’ | ‘GROUP’ | ...

(mod-command) ::= ‘DELETE’ | ‘GRANT’ | ‘INSERT’ | ...

(word) ::= ‘NULL’ | ...

(0p) 5= 120 [ o= = [ e | 50| 0

2 REFEICBITLYES 1) OS]
Fig. 2 Syntax rule of attack SQL queries in the proposed method.

x2 7Tl

Table 2 Query extraction examples.

Wy 1)

it 7 =)

a’ and SLEEP(5)--

a’ UNION SELECT CONCAT(CHAR(116),CHAR(101),CHAR(115),
CHAR(116))--

a’ AND EXTRACTVALUE(1,CONCAT(0x5c73, (SELECT (ELT(1=1,
1))),0x61)) -~

a’ UNION SELECT VERSION()--

a’ UNION SELECT table_name FROM information_schema.tables—-—
a’ UNION SELECT name,password FROM users--

SLEEP(5)
SELECT CONCAT(CHAR(116) ,CHAR(101) ,CHAR(115) ,CHAR(116))

EXTRACTVALUE(1,CONCAT (0x5¢73, (SELECT (ELT(1=1,1))), 0x61))
SELECT VERSION()

SELECT table_name FROM information_schema.tables
SELECT name,password FROM users

THREPET 2 HBCEBEAHE I T anZ e, =
F—FE LT kAR L B

T AT LEHIUS 7 = — R12H L BEIE, “VERSION()”
BEDYAT LERY IS T A BB REER G ENT
W52 &, DBMSIZF7 4V N CHEET AT —TIUADT
TR ADITONDE LW AR, 20720, TR
T—=TNNDT 7 ADFWEER L TT — T NNDT 7
YAV HLYE L, 7)) NIZ “VERSION()” %2 &D v A
T LIEHRE USRS 5 BERRELEDSE I N TV B A1
VAT LIEHRISE LCHICE S,

DB WIS 7 = — RZH LWL, 2—FeT7 7)) 7r—
avIlL o TERENT 2T =T NADT 7 2 ADTh
LV AERD, 2R T T r—2avictioT
PERL & 72T — 7 VIZWEBIRGE DBMS ICIZFE LR w 7z
o, KA DBMS TOFEATHIIZ T — 7 VDAL L 7
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WEDILS =T A, LA - T, WHIKE DBMS
TOEMEL, TT—Fo0OFELE VT —TUNT 2
Y AFTH7 ) THLHI LML, DBNAEIUGE LT
MW 5.

2%, 7x1) FEATREIC DBMS O LT %8 & 35
HILETHE T = — ADEBHNVEHTE S,

o T—TNVIT—OfHE (FELRVT—7LEEEL

IR ET AT T —)

o FOMBDIT T — DA

o T—TIUADT 7t ADLM

o VAT AMABDA M

NS IHIIREED DBMS ECHEATLAZBIZES N AT
HAEHNLZD, WESLD Y AT L DONEBIERE LT &
¥, BT AEIENTE L.

L7227 =) 2 FEATHEZR SQL L& T 5720, FEAT
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Table 3 Identification rules.

W7 £ —X T—TNLT—HEE | TOMET | T-TNVT I AHE | AT LA

Mg P52 i FILE i3 i3

. pila i H ;

T AT AEERIE m m s =

DB A% H - - -

=4 Rl
Table 4 Identification examples.
7 1) A T CATE
LI —FE | TI—HE | T ARE | HEKEE

SLEEP (5) i3 i3 i i3 B EER e
SELECT CONCAT (CHAR(116),CHAR(101), I fii3 13 i3 e EERISEES
CHAR(115) ,CHAR(116))
EXTRACTVALUE (1,CONCAT (0x5¢73, (SELECT i H 13 i3 kAT
(ELT(1=1,1))),0x61))
1,CONCAT(0x5¢73, (SELECT (ELT(1=1,1))), il fii3 i i3 [[EBEIER ISk
0x61)
SELECT VERSION() il i3 i3 ZE] VAT LEHIS
SELECT table_name FROM Fi3 i3 f i3 AT L E I
information_schema.tables
SELECT name,password FROM users H fii3 i3 i3 DB A%

FFICLZEIR T2 ) OBIER 4T . BRI, B
EHTIC & o TRIROANE R ER G 2 Brv 727 =) Ol %47
VW, 72 OFiEIC “SELECT” % «” 2N 52 & T
FEATRER SQL L5, 22 TSQL 7 =) OFEATICH
WEDIEA YA M= VRIS T — 5 X—=ZADBINEIT-
T WHHIRED DBMS TH 5.

WIHIREE DBMS 122 W TSRO ¥ A2 7 4 THIH
ENTw% DBMS L[E UfEEO DBMS # 1 Dl ET %
TEERMELTWS, HEORL MO DBMS % FH
LCWwaia, BEI LW DBMS 2 22 HE L
TRETFELZHEPT LI L LR 5H, #HE® DBMS % H)
M3 254 THIRAEREE 2 v 7 FHifi % £ ¢ DBMS ®
P L ICDBMS 24 Y A b=V L7272 1T DZEDIRAED
DB # 1 29 oHET L CHELD, EA - EHoa
AMEEL W EEZONL. Kl TIRHYIKE DBMS
34 =72V —=ATIELFH SN TV % MariaDB % Fl] H
LCHEHLA. DBMS OFHICL Y SQL 7 1Y) ORELR
HAEINTOLHEEFETRLEZH. BHITHILTHETH
HLEEZD.

INLDEHRED LICHB T - A5 @ T 57200
V=V %RIIIRT. E3DOEMIIHTITESRVEGE
12, 7 )RR S NESORE S £12, B
O7IT)ERMBLTCHRET S, INIZE-T, EXWIC
BEOLIT—%5&RILTITI =Xy b=V DOHhICKE
BORUG L 72 WA S5 L) 2 BBIZORIET 5
CENTREL 2 5.

2 TH SN2 ) OB TOMRIFI 2K 4
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WZRT. 12HE 220HOHITIE, £h 2 SLEEP %%
& CONCAT B ZFETLTBY, 7—T VT 7 EARPT
T EHFEE L VI E SIS L T E 5.
3OHDOBNILT — A vt —TVDHh|Z7 ) OFEATRERD
GENDL LA LIZBEBLERZ->TEY), 2O %
FITTHELT—DFEL, Z O TIERINAT & 4
L. ZOWE, BT 457 2) O EZEE LT Tk
AT . T 2HZ k072 D4 ODHOH & % o
TBY, WOTEFTTHIET, EL IEiyrkEes iy
ENs. 5 2HOFITIE VERSION B %2 ETLTHBY,
VAT LB GEINAEZ L, TI=DRELTHWENS
EDPDL VAT AERIUGE LI TE A, 6 DHOBITI,
MySQL 277 # )V b TEET % information_schema 7 —
TS, T—F R=AFET ST — 7 IVOXH % B
THL7INEoTBY, T—TUANDT 7L ANSEET
LIl YAT AERIUS LK TE 5. TOHOHIT
Z, =7 7)) r— a3 VHIHE L users T— 7
ODHBEZRET L7 ) Lo THEY, HELWBIKE
DBMS THEATTHZ ETTF—7UHIFIE L W2 & ZR§
IT—=5ET 5 05, DBAERSEEHTE 5.

SH

RETFEOBIKEE IO WTEHE 247 - 72, ZFH@ICH W
ToF—%ty ME, WEEHOBRE T2 BB L THEk L
TANLTF—=%+ty be, EREDONI 710y 700K L
TERET - by PO 2QRETH L.
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Table 5 Results for the artificial dataset.

— IEf# 7~V -

E GRS — T p — #t
MEggtEs: | v A7 AEHINA: | DB WAEIUS

[ EEHRIsES 9,381 3,678 8 | 13,067
VAT AHHI 1,104 23,707 31 | 24,842
DB W% it 596 259 7,042 | 7,897
BT 3,581 1,511 502 | 5,594
ARl 14,662 29,155 7,583 | 51,400
TR (2fF) 78.1%

51 AIL7—%+tv b
EBETRAET L SQL A ¥ Yy Y a v CIRIETE
RT = RIRY DD D720, LRI HIRET
FEONEE % RIS 57201 AN LT =% £y b &1E
WL7z, =%ty FOERIZIEA -T2V — 2D SQL
1T 7y a YIEEERAY — )V Th % sqlmap *1 & H
Wiz, FEERBREIICHE L 72 Web ¥ — N1k L C sqlmap %
FATL, AEIN T B EBRORET: % IR L
TSQLA » V=7 arzUELL. £72, sqlmap (34
Tva K o THEXS G D Web 4 — /30 55T 5 1F
WOMEBEAERCTEL0, Bebt 7y arzfBEtT s
CLTHET - AORBHEFRLRL SQLA vV s
YERAER L. BARMICIE, BEMEERT 1 —X TR
AR T A BRSO AEDAEZIT) L) IEE L.
AT LGRS 7 1 — X7 ) WEE KT A PRI N —
Y a VIEHR, DBMS O —WEH, 7—FX—RA - 77
V&, F—=INORA NG, T—TIVORAF—<EHE Zh
FNPET S LR EL. DBRERE 7 1 —X1247)
W ERT A EDT — ¥ R—Z « T — TV EI8E
LTHELZIIET 5 Lo fRE L7,

5.2 EREF—%&Ztv b
FRBETHEL TV ALRIINT 2WE T = — XD
EOFL L, THORMFAANDOEMEH S 22T 5729
ERy T BEONT T4 v s 5 SQLA vV s
varvENELTTF—5 Yy M EER L. BHGSRIEK
FO1FHATEHR SN T WS 420D Web H— /3T
N, FEBIET - XS TWLEEDTHEL. VT T4
7 % WUE L 72 HIIE 2019 4F 3 /7 28 HA 5 2021 4F 02
24 HOR 24EMTH D, SQL A » V=7 ¥ a v DA
i, OWASP Core Rule Set™?®D SQL 1 > ¥ =27 v a v H
BRIV — Va2 Wz, BAML7ZSQLA v P =7 a sy
Sl L7z 22289 fho s s =) # FEREE T -5 L v b
EL7. FOhPS Sy F LY L7z 1,500 £
L CHBETOHMIC L AEMT NV ERDFET = —X
DfF G547\, BET = — X ORBIRE RN 72,

*I http://sqlmap.org/
*2 https://coreruleset.org/
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Table 6 Precision and recall for each intention type.

WY« — AOMHE | #MEE | HHE | FM
[ EERIE 71.8% | 64.0% | 67.7%
¥ AT LIERIAS 95.4% | 81.3% | 87.8%
DB W4 89.2% | 92.9% | 91.0%

5.3 FHE#ER

ANLTF—=%+ty ML TIREFEEZET LRz
R5IRT. HFWET = — XOMFHIZOWTIEL <Al
ENTHAETHTRLE, £5 12585 & 2K 51,400 1
DI H 40,130 fFEIEL S W7 = — X &FRBI L, EffE
349 78.1% 72 5 72, kD 10.9%12H 725 5,594 1Dk
AT E o TWALEE, A7y 107 ) OEIC
SQL 7 1) AT T 2B T — 05384 L 72 D TH
5. L7zso>T, 7)) iHOREIL89.1% L & 5.

WET 2 — AT L OBBIEEDOMHRD =D, K5 O
BN KB T « — XL THEIE L@ &3, I,
FEZR 6 IR T. BMAELIE, Y%7 — XL LTk
L7 =5 Bk T 2 1B T — Y OB E&TH L. FHH
HLlE, B 72— R LTHEINSNENE T — ¥ Bt
TLIEMT— Y HOEETHL. £ 625, DBNEIE
7 2 — XD B LA L BHESZ TN 89.2%,
92.9% & L HICYFEVRE L o TWAI L0 5.
UL o T, FRICERGHEEIZOLHS DB NE DR
OISR ITHBORE L 2MZ LI LN TELLEEZD
ns.

RIZ, EETNVAFEOERET— 5 £y NI LT
FFEEAERALIEREERT, EBRET—5 1y bk
P UTREFELZHEH LR ER 8 IIRT. EFT X
VDD 1,500 HIZOWTHMA LR, ERET—%
oy MK L TEALEREZNEIURLTWA,
EfRT NS [ZFOM] &7 o TWAKEIZOWTIE, 7—
¥ R—=ADNER T X DWERL WG O — D
T7ANIIEZRARETI)BE R Lol RIFFEICE
FABET 2 —AHTEILLVHENGTNTVDS.
ERIT NV EDTFT—% £y ML T 1,500 fF0 ) 5
1,107 2 EL CAITE, 2RO EMREIF 71.9% &\ ) f
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Table 7 Results for the real-world dataset with label.

A 5 ERE 20 -
Megg kMg | ¥ A7 AEHIE | DB NAETS | 201l
[ [EEEIERI=E23 612 184 0 0 796
VAT LIEEIEG 3 490 0 0 493
DB N 24 2 5 0 248
AT 107 66 0 7 180
el 746 742 5 7 | 1,500
B (&) 73.8%

KR8 LFEEHT— &ty MY Dkl
Table 8 Results for the real-world dataset.

W7 = — X EAIIEES

[ EEGRIEAS 11,885
VAT LERIAE 7,319
DB WNZ 384
AN ] 2,701
Gt 22,289

Rrhotz, &7F—51y ML T, 20 53.3%12
BH7H 11,885 hAWaFH LR L > TBY, RNTI AT
LIERIBUSAEARD 32.8% 12725 7,319 1, DB NAIUS
WEARD 1792725 384 F L W & e o7z, F 72,
RO 121%12H 725 2, TIS FFIZOW T, BT —7%
EIZE VBB TE LR DT

5.4 Z&

F5 ETIRLEIIZ, ALF—%+1y MIBW
TIREED 10.9%I123 725 5,504 fEOLE, EIgiET— ¥
Y MIBWTIRERD 121%12H 725 2,701 O E)S
AR E o7z, NLF =%ty MZBWTH#HIAT &
olzbDDH)BLBLZ 5ENITIFFCHbLNL Z & &
ELTWALFHIBIHGECTHOLNTICEE Y ) 126 F
NTw7zh, FMELThavidy (Y Oz &) 276 %
NTWDZ L TRHUENATE RV LI X - TRRIIARTT
Lo Tz, R ORBHNATT & 7 o 72EICOWTIE,
Lo 5E LTV 2 Wi E O DBMS TO AR T & A
RYHDPEINTVLILILE T T -t ol
EDERELTEZOND., FRICHEIHMEELE 7 = — XD
BHEBAT & %o 1% O, WISTEESE 1T
BEOHIZSQL O LTI — %25 &RITIEEZEML
THEPNGEINTWEDEEZLNS,

F72, K5 ICX D LMEIHHATORIE L ¥ X T L TFHRIN
BHOWELZB > Tl L TLE > TWBEEDLZ V. I
&, YATLAEBEPSIERENETIHAELE, VAT A
HEREBUSET 5 HEIHERERTE TRV LR, MM
EDOHIZH DBMS DY AT LT —7IWVICT 72 AT A
BEPEINTWLIEPERE LTHITLNE. D1,
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W7 7)) r—2 3 Y ORRRER TR ICE T A HRALE L
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IBEIZOWT S FAFOEH TARTLETIIHILT & V.
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