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Abstract: In recent years, lightweight block ciphers, which can be utilized in small circuit size, low latency, and low power, have
attracted attention. In addition, NIST takes a Lightweight Cryptography (LWC) which decides the next-generation standard of
lightweight cipher. The lightweight cipher Sparkle is one of the finalists in LWC. On the other hand, it is important to verify the
tamper resistance against side-channel attacks. Therefore, this study evaluates the tamper resistance of a lightweight cipher Sparkle.
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Figure 5 Power consumption waveform for experiments.
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Figure 6 Differential power waveform with correct key.
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Figure 7 Differential power waveform with random incorrect

key.
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