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Improving the efficiency of failure analysis environment for
embedded systems

TAKEHIKO NAGANO''  TAKUO KOGUCHI! NOBUKAZU YOSHIOKAT?
YASUYUKI TAHARA™  AKIHIKO OHSUGA'?

Abstract: Embedded systems work with a combination of hardware and software. Therefore, the occurrence of a failure depends
on the timing, and the reproducibility is low. As a result, there is a problem that it takes time to obtain the information necessary
for failure analysis. In addition, the entire system will be analyzed. Therefore, there is a problem that it takes time to analyze the
trace result. Therefore, we propose a failure analysis environment consisting of three functions to solve the above problem. They
have the following three functions.l) The proposed environment has a long-time trace function to reliably acquire analysis
information of failures with low reproducibility.2) Bottleneck analysis function that aims to improve the analysis efficiency of trace
results, 3) Function that facilitates understanding of analysis information

This failure analysis environment has been applied to six products in sequence from the development of the digital television HR-
01 series. And above environment is still being applied to some product development. Also, as an example, the trace capacity was
increased from 10MB to 190GB, and the failure analysis time was reduced by 94.8%. We report these results.
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F3IO b L — A {F I C LKST 25115, RIC@7
& 2 45 B AL BR T proc/[pid)/ A F ot 8 (4] 203
cmdline fF4) 72 EEFEA L, pid & 7 u 2L ERHUGATHT
27 ANERIT D, WIC@F 0 ASFHREG LB I
/proc/interrupts {H# & BTG L, FIVALTE S L FIVALL TR
XA T 7 7 ANVER 1T 5. RBICDV AT La—
IVIE RSP ClE,  /asm/unistd.h [EAZBE L, AT
A= VEEL VAT Aa— VA EIS T 7 7 A4
ZHAL, TT5. UEOWRBIZL Y, B0
WEISTD.

R USRI D%, TRQer 7> 5 B L7z LKST
FL—2FEREADER 6 1R LI EREHATEEIT S .

PSS
OHDPWNCY 3

| ERRES I
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X 6 R H L
F9, OO b L —ACFEAFT, TRQer DILERIZA
HTRFZINTWD LKST 1%, L0 LKST RO #

T Armadillo IR EHET v h~—2 T 7 ) OBEFEETT
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AT % . BARBYIZIE, LKSTL A X2 b OIERAFE 212
RY 10 fH D TRQer A v —YTHAHEND. 10H%E—>
DML —ALIHET DI EIT S .

# 2 TRQer IZRFFL 72 b L — AfER

# TRQer ID N

1 A LKST event ID

2 1 %137 A—4 EAT 16bit
3 2 137 A—% AL 16bit
4 3 %2 /%7 A—H4 EAT 16bit
5 4 %2 /3T A — X AL 16bit
6 5 %3 /%7 A—4 EAT 16bit
7 6 %3 /37 A — X AL 16bit
8 7 %4 %7 A—4 BT 16bit
9 8 %4 /37 A — X AL 16bit
10 9 A R NI ARG

RIS, MEEINTES ML —AXLE LITTOWmViAR, @
ARV DYy FUTHEY, KA MNIEDETAE
179, Tak AEEHA XY NORE, @7 nk AU0
ZALBICER L, ERBGAHE TRS LT nE A EHE
HAnWT7aetX ID BIZT—7VEED, TakAnFET
AREE « S IIRBEITER L7 A BRI R & A b8 TIRET
D, [AERICEI VAT A X DA, @FID IALZEHALE
BB L, ARG CIUS L7E v AR E#RE VT
BN IABBEZHZT —TNVELEY, EI0IAHIEERL &%
TR, BNV IAENT X A7 e hbETRIFT 2. 72,
VAT A=A RN NOBPE, ©®Y AT L a— LEHAL
HIZES L, RABELHE TG LV AT A2 — L ID
WCTF—TNVEED, VAT Aa— LOFRITILG L v AT A
I VAR EFLERT D, TNHOREE, 2 TORL—X
BT T DHETITY, ALY =7 r—<y MZH
by THAT 5.

5. BRIk & FTm
51 RESME FL—RHEE

42 THRELEZEHE N L — 22 25 50 FE MM % 3
9% 72%, ApacheBench % I\ T, #EEH 5 EEART 5T %t
LAM Z 00T, PERE & e 2 WE Uiz, FETE B 1%
CPU Offi 1% & Apache Bench (2 L 27 A FEITREH 2 H
Wiz
5.1.1 FHlIRE

RAFA T A7 I (Atmark Techo L Armadillot-300) & &
faf & ANER AN B 5- 2 5 PC (OS:Linux) Z#2—HA /L xy U —
TR L, MAFR T AT I T, web B —/N (thttp) %8}
fE& 4, PC 75 Apache; Bench ZfEfH L, #liAFA Y AT A
LD web = NCKEDT 7B AERIT, AMES5Z5.
R L7a~> R4 0% “ab —n 30000 5 77 &AM

1 Apache 1T Apache Software Foundation O ¥X&%pSt%E & 72 1L g4 C 9
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URL” C& 5. CPU Offi H#1X, Snap Gear #1:® Greg Ungerer
K28 0SS TAB L TW5 cpu.c Z M. cpu.c Id/proc/stat
LUFICd % CPU OBMERDL B, v AT LKFH], = — P IF
M% xRN T oY -1 Thb.
512 FHERER

F9, CPUMEARIZ L 5 AMOFHERFE L, LTE 312
R~

# 3 CPU Affa Il R

CPU fEH = PN System
LKST f& 92.00% 36.80%
LKST A G 92.45% 42.32%
LKST 774V Ftés 95.02% 34.47%
TRELREE 92.23% 56.94%

Apache Bench (2 £ 2 AR E W2 HORERIZ CPU L
TITEND, PERTIETH D LKST O b L—RfEREZ 7 7
A ZFEERT D FIED CPUAM D R b A<, 3.02% LA L
TW5. FiucxtL, BRI FL—2Z2 A0V 5546 0.23%
O ERE, ZN CPU AMICHERH TRV, LiL,
CPUEAERD S H, OS A CPU A LR TH D A
FTLAOHEBEERD L, ERef] b L—22%, LKST &L D%
BTN 20.14% EF L TWD . BERIIAE AN A R L—2A
ERAMNT A —FNED 2 —AREBICEEL TS
O ThD. (ERFEDT AT AOEANMEWVERIL, A
FEYMNS T FANCHERZ T HEE, 2—HFF o FoF
—Er7a s T APNEBECHEL TWAEDTHD.

AT b b— AR DR RIZ DWW TR D, LFLREE
Te— b7 % LR, ML—RF—%% 190GB, %47
WEMHCHY 105 REMRRE O RLsR A MERR R 7-. £/, FEBED
M & LT, 1000 BPREEED R L— AFEREZHWTAEY
— U = DR AT DRI E DR R & 7o 7=,

5.2 fRHTRREY AAHEE

43 THRE LMK VAL E T A M 5720,
DTVHR-01 (2 CHAE LT, K 3R H A ~ Hil AL s
Offfrz@ L CEMI L7z, TORRELUTE 4177

ZZTRTEY, ERICEMEL TWEZ 27813194 &
27278, OProfile |2 CRasEH £ RFLIFL T CPU & 54 LT
We X A7 % BAL 10 TRV AR, T E1T o 7=, ZiZ
XV, V=Ra—FOFzv 7 THHEL 248 TAT v
MNH 12 H 8 FAT v 7IREE THIRT 5 2 &3k, fi#
WreapH 2% 1/20 £ TS T2 & 23 H k.

# 4 KROIABOFER
AL 2T K HEAT v T
ek 194 2,486,836
[pES 10 128,180
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53 WX

4.4 THRE L HALHHERES, DTVHR-01 &, L —2
a2 7 a[ ik — v Cé B TimeDoctor[8] % VW VFEA L 7=, %
OFEFRBIZ LT 7 2 AR

XA HAFEAE TIIX 6 IR LTZiE Y, @7 rEAb) b
Z M, @EIV ALK, @ AT Lha—VEREIT>T
W5, FNFENOEWEERIIN 7 0O~@IcHhEn5.
B 7001, Ly hFrt20dv iz d TASK & LT
A LTA Ly BT R4 EIGFIT TERARLTNAS.
@QIFBIVIABZDBHAE - & THISR E LTHA LT 4 EIC
EN Y IABLTRE ST TER LTS, @1 LKST A X
VO —F T THY, FIZIEOTRRTHVAT A
—NARY NOREZA IV TNDND. QIFVAT L=
— VDB E R T % AGENT ICV AT Lha—)LE LTHA
ATV FIZFERLTWS., VAT LAa—LERITLES
A4 & —fEICBBN LK T E TORFMAHIET L2 &
NTED, 2oL, Fr—AfRE2ERALBL TS
UBRENHE LT WAL HZ LA TE .

IDLE(0x0)

AIN[2]_(pid:79)

syscall_enter
syscall_exit ) - B .‘.7," " '

i~

l“ .‘ .. ..
@TaskOxS0(AIN[2])
@Task0x53(DTM[21))

| N
B 7 A s R
54 RELE-EERATREOHSHARERABRLEER

PR U-BRENE, 4o DTV B% (BA - BN - d6K)
WE DFEHTIREE 72 E (5 B3 H LAPNICHL Y 5 DR ok 72
Mo Tz fEE) 60 HRICE AT 5 Z & A kT,

WIZ, ED I B A < LBLHIHIREE 2 Gl ETIERICE
WTED XS e THIEME RN H o TenieF 577, EEE
OXHRTEE, 6.09 HEMET 2 Z & AR, EHEHE:
fEETIE b L— A R OiEHT O A 25T, 7.5 B3R 21K 0 A
HR O L= RS - fET O 1.41 B~EHET D 2 & A3k
2. = TRDIABDOT-HD 041 BT THED ML=,

#* 5 THEIEAME R

BiEED iR
xR 8 H MNo-2BUfG - fiE#dT 7.5 A, BRZS -
TAK0S5H
DES 191 H 0IAAZ 041 B, b-rEUE - R
Br1iH, BA%E 72005 H
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WAZ Z 3 BB BT & 1 R MLA S 58 6 B (BD-CAM,
TrRuA RERER, Kh7TaYo s 2R E) 24 ok
FEOENTREERIETE (5 FE R SIS Y F SRR sk 70
Mol-lEE) \ZHEHAL, 20595 18 th TR AMHIE LI,
I T, ABEMITRENED X O REEICATH -T2
MESHT Uiz, ZOMREELITIZRT.

EP. RAELEEEOBEAETNEE 6 2 HWCHPT
5. O OEEOBEMENEL, 7 A MEZBWTIRIE
TTIVOEEL L THREENTELDOTH T,

# 6 BEPEE/LERT

# P 2= BAAEA L f& T 44 e
77 17 94.44%
2 f 1 5.56%

WICEBICREDORIR & e o> - FfTa# 7 2H0W T
5. Z2OZITHI2ITHHHRIZ0S, KT A Lo
Ty N7 AL TCTREEEECTHoT. Fi, #37
TVICBNTYH, BENBEELLET 7Y LSO, o7
TIVBFRRERTH - 7.

# 7 FERR &R

# | BEE R & T 5 JEop

1 | 0s 5 27.78%
2 KZ AN 7 38.88%
3 | 7FY 3 16.66%
4 | IR 1 5.56%
5 | V—nFz—r 1 5.56%
6 | 7T—% 1 5.56%

UEOFERE Y, KEEEMITREE, FRERAEMER &
LB INC S D L5 REFICXH L TESHTHDLZ M
ootz Fiz, TNOHDOELIL 0S R KT AN,
R RVEVSTET Y UANOEANMICEENDEEETH -
7o, AREEMHTBREEN AR TR o T — A, SHHEH
HOMHTY —n=e, A=V 71U A NOE#HRETHRRL
EFTHY, REEZME D ATOFHEEE TN FTHET
HoT-.

6. BHYIZ

AWFFETIL, FIALS AT MMIBIT A EEMATERE I
WTRET L, Armadillo 2 W72 3RBREREE R OF, H S5 A
At E LR BRRIC B TEM 21T - 72, LR
WCHT=->TiE, TNETEIC DTV KT A B A T2k
RENHIFBRLOBFICBWT, BERIKICERZEL 5
X COWTEEEZ DL, MRPMERBEI RE, ZTOB
BICEB LB et Lz, Zhvebiiczhb s
iRk 5 72 6D O OENT IR 1 AL HERE, OFWEM b L —
AKERE, OFZHMERED & 72 DAL CREEMAT D 2hE ik
ERERE AR FF L, Armadillo 2 AW 723 BRERSE &, DTVHR-
01 CTEIHMIL, ZEDHMIALRT 6 KT OEFFICHA L,
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T OB E R EKT.

BE, ZhoORBITYARFORENL —MAE LIFA L
T5.08 b L—H|LLKST M SHFED Linux b L—AD
FEHE & 72 > T D Ftrace \I2B1T L7z, F 72 OProfile % Perf
WBATL, BT NV—T7NOREEMERT & O Tl A%
BT TnD.
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