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Proposal of a secure and highly reliable Edge
system that integrates DRAM / NVMM and FPGA
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Abstract: Currently, FPGAs are expected to be applied in edge computing systems as low power consumption and
high-performance hardware accelerators.  Since edge computers are close to users, they are expected to handle
information related to privacy, but information security has not been fully discussed. ~ Therefore, in this research, we
have created a system that integrates data responsiveness and security by encrypting data aggregated in edge
computing with a low power consumption, high-performance FPGA and storing it in non-volatile memory. suggest.
We also evaluated the encryption performance of FPGA and found that it is possible to encrypt at higher speed and

lower power consumption than processors with the same level of power consumption.
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LK CPUAMICTEMBL, WTFNL Y AT ADAL—T temp = (*state)[1][2];
R _ s (*state)[1][2] = (*state)[3][2];
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. . . . int8_t i;
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- . - . = 3 11 A=Tm ~ Tmp ;
5. AES WESALITAIL, $AIFT 52 L ThOT /AR Tm = (*state)[i][2] A (*state)[i][3] ; Tm = xtime(Tm); (*state)[i
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%72, AES-ECB Ol BAL RIS = 2 Ea—T 1 v 712 ! subByteststate)
WLTWA. ZhbickY, AES-ECB WSk R &M+ _S%h(iftRogSGtatﬁ); {

if (round == Nr]

HHDE L. AES ODa— FORRFIZK 7I1Z-LE. 2 break;
D3 — RTIL, AES-ECB ¥ —%t > 7 v 7 L7, AES MixColumns(state);
W BLALEL 21T > T\ 5. SubBytes BT — & K5 51b AddRoundKey(round, state, RoundKey);
BE%. ShiftRows BIEUIAIZT 7 9% . MixColumns BA%KIZ AddRoundKey(Nr, state, RoundKey):
AES JREEATHIO~ b VU v 7 A% IRET B4, Cipher 134 }
A O, T—X 0T 5. ¥— AN LT, SubBytes B
BT — 4 AN, ~ N w7 2%ty b5, 21T, X7 AES D= — |

(©2021 Information Processing Society of Japan 6
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53 FPGA & CPU OF|H

TR T, & CPU AffD A L—F v kLK CPU &
DA —T > b L2, THRBROF R LY, & CPU
ATDANL—T"y FBMENZ ERbhroTnE, ZDZ L
No, B EEY 2a— VEEATHILERS D EEX . K
BT FPGA T RALEY 2 — OV T T FA _X— 57
—H B L L TIRIFET DV AT AR RETDH. AL
T a—F ¢ 7 —/ 3% Raspberry Pi 3B & PYNQ-Z1 &
L7z, AENTE X 27 208 % FPGA TOKEILIZ LY %
B 2 HiEawRE - EEL, T 5. T Ea—
DOV Y —A%EHR 3T, EROZRHEX 8 IR L.

OS Memory Hardware
Ubuntu 18.04 1GB Raspberry Pi 3B
Ubuntu 18.04 512MB PYNQ 71

K3 arEa—FDYJ—2A

Pub
Robot JSON ROS

8 FEEROFKE

5.4 FHil

FHEIZ BV TIE, ROS Y AT A% LTT —4 % topic &
L CPERL L, publish 3%, &iZ,7— % % ROS (24 L CTH 5
1t 3 —/N1Z subscribe °%. FPGA & CPU 7 A 952 &
WLV, A—F7 =2 & TR EOBEE, /-, KD
FPGA & CPU DIHEE N EAELET 5.
5.5 FHRER
(1) EES{LREE

KT — & BEORE S E 2 X 9 12759, FPGA O Skl
BE1Z 250.15(KB/s), Raspberry Pi3B ¢ CPU i3 471.92(KB/s)H»
Mmolo. Y, BERE, RK, RNIR 4R

Raspberry Pi 3B FPGA

FHIfE(KB/s) 250.15 471.92
FEHE(R 75 3.95 5.34

e/ IME( KB/s) 242.93 460.27

e KA ( KB/s) 255.15 480.15

4 WS EE DR R
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600
= Raspberry pi 3B
500 471.92 TR EFPGA  480.15
= 400
2
&
" 300
bl
=
e 200
=

100

RAIE(KB/s)

FE{E(KB/s) &/ME(KB/s)

9 W 5L DR

F4 L9 DRI D, FPGA DR SL#E 1T Raspberry
Pi3B (TIHRT 18 f5H N2 L ¥ b a7z,

600
—Raspberry Pi 3B
—FPGA
500
e
2
<]
2 400
i
# 300
pe
S~
o
= 200
100

FHI1E (KB/s) #/IME ( KB/s) RARAE ( KB/s)

10 %7 — & BOR S L E

RIZ, Raspberry Pi 3B & FPGA 22O\ T, #2557 —4
BT U2 ORE S L E DO EL OV TR 1012 FE & DTz,
#EdL &V, RaspberryPi3B & Fu# L C, FPGA ¥ AT A DI
FACHE N 1.8 FHVZ ¥ bhotz. Fi, EERFEAED
5 FPGA ¥ AT ADKE AL E DO EBN 1.35 fFRE N2 &
Doz, ZOZ EMB, CPU L& FPGA DT — & #inik
I/ OBETH B2, AFY ab—ic& LTREBERD D
ZERDLDoT EHOEXDOHIBIENRAZ vF T L, ¥
AT AOEMRFAIIRELS 2D, EL, BESRETD
HBELH DN, FPGA DREDHEE T Raspberry Pi 3B LV
LENTWDZ ENbroTz. ZOZ LD, FPGA
Raspberry Pi 3B LV B BALICHEH L TWAH EEZE X Hivd.
(WY EE-&-walodie

Raspberry Pi 3B & FPGA DRGSR DINTE S & Lt
B L7 B A 11 R L. X 12 OFEEN S, FPGA & A
T AR ELT DL ZITHET BN 34 FTHY D
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WZ ENRb2 D, [FIRC, FPGA BNKEDT — 4 %R 5L
HLTWDHE, HEEOENX Raspberry Pi 3B LV
380% MK < 72 %. FPGA IHEWEE I TRKEOT —¥ &5
L TEDRENDD D, 29 LEERICHHIET 52
LWRTEDEEZLND.

35000

=—raspberry pi J(W *s)

"FPGA J(W - s5)

30000

25000

)

()

20000

(W

15000

10000

5000

1 2 4 8 16 32 64 128 256 512 10242048
Datasize (KB)

X 11 FPGA & Raspberry Pi 3B DilE % /)

6. FLHLEEBOBE

KL TIE, ROS ~N— 2D FPGA/NVMM % #A LT-@&iE
BTy VI VYT OREEToT. Fi2, TO—HT
HHMAEROZEMEER L I2ARKT — X &= v VTR
FTDYAT LAERE L. LTI, FPGA VD41
T w R BAIRIE T 2 k% 52k - Bl 21T o 7. Bl
FEHLTIE, FPGA ® 51X CPU L 0 B 5L oMEREA R T
5. WEEHOERI DS, FPGA OFIXHEBE MR &
WAy T,

LSBOBEE LT, VAT LOMSALEE L ED, HED
FPGA @ FIC (Flow-in-Cloud) [23][24]% i~ T, v A7 L%
FITTHZ L EEZD. FIC (Flow-in-Cloud) (&~/LF 77
v NEEHRLTERO FPGA MZHEBE VT IO
FPGA 3 AT Ah. D FPGA % L CEHES U T LY
VITBHZEIWLEY,FPGADY Y —2% XY ILFIAT 5
TENTEDL. £, VAT AICEAR Y b SLAM ZBEIN9
HIEEEZOND. FLT, TOVAT AT 4 —TT—
=T EBEBMTHIEEBILND.

BiEE
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T R LET.

BE IR

[1] Society5.0 : https://www8.cao.go.jp/cstp/societyS 0/

[2] Y.Mao, C. You, J. Zhang, K. Huang and K. B. Letaief, "A Survey
on Mobile Edge Computing: The Communication Perspective,"
in [EEE Communications Surveys & Tutorials, vol. 19, no. 4, pp.
2322-2358, Fourthquarter 2017, doi:
10.1109/COMST.2017.2745201.

(©2021 Information Processing Society of Japan

Vol.2021-0S-153 No.6
2021/7/20

[3] W. Shi,J. Cao, Q. Zhang,Y. Liand L. Xu, "Edge
Computing: Vision and Challenges," in IEEE Internet of Things
Journal, vol.  3,no. 5,pp. 637-646, Oct. 2016, doi: 10.
1109/JI0T. 2016. 2579198.

[4] T. Taleb,K. Samdanis,B. Mada, H. Flinck, S. Dutta
and D.  Sabella, "On Multi-Access Edge Computing: A Survey
of the Emerging 5G Network Edge Cloud Architecture and
Orchestration," in /[EEE Communications Surveys & Tutorials,
vol. 19,no. 3,pp. 1657-1681, thirdquarter 2017, doi: 10.
1109/COMST. 2017. 2705720.

[5] Teppei Ito, Reiji Yoshida, Yoshito Tobe, Midori Sugaya,
Supportive Voice-Casting Robots using Bio-Estimated Emotion
for Rehabilitation, The 15th International Conference on
Intelligent Environments 2019, June 24-27, 2019, Rabat,
Morocco

[6] Suzuki, Muhammad Nur Adilin Mohd Anuardi, Peeraya Sripian,
Nobuto Matsuhira, Midori Sugaya, Multi-user Robot Impression
with a Virtual Agent and Features Modification According to
Real-time Emotion from Physiological Signals, The 29th IEEE
International Conference on Robot & Human Interactive
Communication (RO-MAN 2020), Virtual Conference,
Aug. 3lst—Sep. 4th,2020.

[7]1 Peeraya Sripian, Yuya Kurono, Reiji Yoshida, Midori Sugaya,
“Study of Empathy on Robot Expression Based on Emotion
Estimated from Facial Expression and Biological Signals”,
Proceedings of 2019 28th IEEE International Conference on
Robot and Human Interactive Communication (RO-MAN 2019),
Le Meridien, Windsor Place, New Deli, India, Oct, 14th-18th,
2019.

[8] #aAR=E, MIFERK, BAZLED, IR & DM ZEEEER
IZ & D IEAEHEE £ 7 L ORESE L 2 OFF, BioX,CNR HF5E
K BioX MEviar, AT 420214 38 2H

[9] Koki Higashi, Yoichi Ishiwata, Takeshi Ohkawa and Midori
Sugaya, fogcached-ros: Hybrid main memory KVS server, Asia
Pacific Conference on Robot IoT System Development and
Platform (APRIS2020), 202011, online

[10] “memcached” http://memcached. org/ (R 2020-08-04)

[11] Kouki Ozawa, Takahiro Hirofuchi, Ryousei Takano, Midori
Sugaya, “fogcached: DRAM-NVM Hybrid Memory-Based KVS
Server for Edge Computing”, Edge Computing — EDGE 2020 —
4th International Conference, Lecture Notes in Computer Science
12407, Springer, 2020, pp. 50-62

[12] Lum,. S.. UtilizingRobotOperatingSystem(ROS)inRobotVision
and Control . National Technical Reports Library U. S
Department of Commerce. 2015.

[13] “ROS”, https://www. ros. org/ (ZH& 2020-08-04)

[14] Amazon Web Services: “Amazon EC2 F1 Instance”, https:/aws.
amazon. com/j p/ec2/instance-types/fl/.

[15] Y. Nitta,S. Tamura,H. YugenandH. Takase,"ZytleBot:
FPGA Integrated Development Platform for ROS Based
Autonomous Mobile Robot," 2019 International Conference on
Field-Programmable Technology (ICFPT), Tianjin, China, 2019,
pp- 445-448, doi: 10. 1109/ICFPT47387. 2019. 00089.

[16] S. K. R,S. RRM. A. M,P. K. M. SandR. M,
"Design of High Speed AES System for Efficient Data
Encryption and Decryption System using FPGA," 2018
International ~ Conference  on  Electrical,  Electronics,
Communication, Computer, and Optimization Techniques
(ICEECCOT), Msyuru, India, 2018, pp.  1279-1282, doi: 10.
1109/ICEECCOT43722. 2018. 9001535.

[17] K.  Kumar, K. R. Ramkumar and A. Kaur, "A Design
Implementation and Comparative Analysis of Advanced
Encryption Standard (AES) Algorithm on FPGA," 2020 8th
International Conference on Reliability, Infocom Technologies



Vol.2021-0S-153 No.6
IPSJ SIG Technical Report 2021/7/20

and Optimization (Trends and Future Directions) (ICRITO),

Noida, India, 2020, pp. 182-185, doi: 10. 1109/ICRITO48877.

2020. 9198033.

https://ieeexplore. ieee. org/document/5416065

Takeshi Ohkawa, Kazushi Yamashina, Hitomi Kimura,

Kanemitsu Ootsu, Takashi Yokota: FPGA components for

integrating FPGAs into robot systems, IEICE Transactions on

Information and Systems. E101. D. 363-375. 10.

1587/transinf. 2017RCP0011. (2018)

Yuhei Sugata, Takeshi Ohkawa,Kanemitsu Ootsu Takashi

Yokota: Acceleration of publish/subscribe messaging in ROS-

compliant FPGA component, Proc.  of the 8th International

Symposium on Highly Efficient Accelerators and Reconfigurable

Technologies. ACM, 2017.

[21]“Intel®OptaneTMPersistentMemory”. https://www. intel. co
m/content/www/us/en/architecture-and-technology/optane-dc-
persistent-memory. html (Z& 2020-08-04)

[22] 2014 FEEHRE X 2 U T« FEBEFRDFAA https:/www.
ipa. go. jp/security/fy26/reports/isec-survey/index. html

(23] BLHPFAfE, (LA SERE, KU, “~ /LT FPGA ¥ AT Al
B DA OFER, [F2EBCH, vol. 120, no. 36,
RECONF2020-16, pp.  85-90, 2020 4% 5 H.

[24] Kazusa Musha, Tomohiro Kudoh and Hideharu Amano, “Deep
Learning on High Performance FPGA Switching Boards: Flow-
in-Cloud”, Proc.  of the International Simposium on Applied
Reconfigurable Computing (ARC), 2018.

[18

[t

—
—
O

—

[20

[t

(©2021 Information Processing Society of Japan 9



