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Misuse of IV in CFB mode
and Computational complexity reduction phenomenon
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Abstract: When using CFB mode, NIST SP800-38A has requested that iv be unpredictable. Violation of this
requirement will drastically reduce the amount of computation required to reach the expected ciphertext
due to its Deterministic Nature. Therefore, the expected ciphertext can be output within a realistic time. We
assumed some test cases in a violated state and calculated the amount of calculation. Then, since the
experiment was carried out based on the test case, the result is reported. In addition, since it was possible
to formulate the amount of calculation by paying attention to the number of consecutive occurrences of a
specific byte string (each byte is composed of the same integer) appearing in the stream, the formula is
reported. As a defense method, we propose a method to prevent the amount of calculation from being

reduced based on the requirements of NIST SP800-38A and experimental results.
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#!/usr/bin/env python

from Crypto.Cipher import AES

from Crypto.Random import get_random_bytes
import time

def test():
Challenge = bytearray((5,5,5,5,5,5,5,5])
Credentials = bytearray((7,7,7,7,7,7,7,7])
print("test25\n");
simulate_deterministic_nature(Challenge,Credentials)

def simulate_deterministic_nature(Challenge,Credentials):
iv = bytearray((7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7])
key = bytearray(16)
enc = bytearray(8)
enc[0]=1
stream = bytearray(16)
=0
start_time=time.time()
while(enc != Credentials):
key = get_random_bytes(16)
cipher = AES.new(key,AES.MODE_CFB, iv)
enc=cipher.encrypt(Challenge)
stream = bytes(Challenge~enc for (Challenge,enc) in zip(Challenge,enc))
jFt
finish_time=time.time()
Exection_time=finish_time-start_time
print("Number of times: "tstr(j)+"[PlainText] "+Challenge.hex()+" [key]
"tkey.hex()+" [CipherText] "tenc.hex()+" [stream]"+stream.hex() +"\n")
print("Attack_Success_Exection_time(sec): "+str(Exection_time)+"\n")

test()
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[ (2 [3) [4] [5] [6] [7) [8] [9] [10] [11] [12] [13] [14] [15] [16] [1] [2 3 [4) [5] [6] [7] [8] [ [ [8 [ [6 [6 [0 8
COVOREEREL LTS wer | [ A A ddAdd A dAdAdAdddd 4 EEEEEEEEREEEEEEEEERERERER
T T 11 TITITUIT1T
keyl (5> TAESDIEBESTS AES ) S R B
U tititrirint
1/54 MO BI30<=x<=2550256H 5 5 [ T T T T T T T T T I ITTITTITTITI1 Ll RV R A
2565 DINEET2HMH TE 1 (56M)BDI0BET2H S R tititirint
L S )EDETIYE L L840 KR SR B
11/ FEOEE (2) EINPUTO 1/NA RB (5) DXORERS A A A A e A A A A S s A e A A A S A (¢ S Al dl Al d A 0 A B
205TVERLTEBS Loy R B A A
TURTy bOLNA FEICTEANS Vil U I R )
Lo o0 O R A
ROAESADANIES &S\ BE/A METD R Ty FOUNA FEDTEANS e 2 EEEEEEEEEEEEREREERESCERS 1— = 1—1— c et j Tt
1 tirir it
keyl%fE> TAESDIEETTS AES VLl tititint
Ll tititit
F—LAESADAMMEARE L LFILA, 1/\1 NEOHERER2 L55 [ T T T T I ITITTITTITITI] P R A A
T R tititlt
1\ FEOHE (2) LINPUTO2AT B (5) OXORERS U Ll R
A5 TVERLTE BB R B T I e > 5ot Lt LT
79Ty bO2NA RBICTEARS Ll Lrerit
i U
L L R O
ROAESADANIHS &S\ B#/A MCT b Ty hO2/A FEDTEANS i3 REEEEEREEEEREEEREREEE R = e
L Ttitit
keyl (5> TAESDIBESTS AES Ll )
L Ttitit
F—LAESADANENRELFL A, 1/5 FEOHBRBE2L %3 [ T T T T T T T I T T TITTITTITTITI1 Ll R
1 L Ttitit
131 FEOHE (2) LINPUTO3/NA LB (5) OXORERB ! Ll tit it
%05 TIVERILTE BB v Ty = ====4 0§13
Ll L1t
L Lt
) L1t
- 14t
) Tt
L Tt
) Tt
L Tl
) Tt
- Tt
l i1
{ 11
l i1
{ <1
l 1
{ T
{ 1
l 1
{ T
1

14 FEDHE (2) LINPUTOS/S1 hE (5) DXOREERS DD DD DD DD DD DD DD DDDD DD
2205TivERILTE BB
TU Ty bO5AA FEICTZANS

>
2

ROAESADANIHE &5, B/A MIT Ty hOS/A FEDOTEANS RIEG EEEREEEEERNEENEEEEEEES

1
1
1

keylZfE > TAESDLEETTS AES

F—LAESADANBNRESL AL S, 154 FEOHBIRERLAS (A T T TTTTITTITITITITITIN

e cec el e e |t |leccececlcce | cecececlece |l ceecl ceceeced
EOECEIQENEGENEY T S e B ORI

111 FEOHE (2) KINPUTOE/A ~E (5) OXOREES e e T T T
205TVERALTE BB
7 RTy bO6/SA FEICTEANS

S5 oo

x
]

B e e e e e e e e e e e e e e e e e e e e e e e e e e e

ROAESADANIHE &5, B/A MT b Ty bO6/A FEDTEANS RIET EEEEEREEREEEEEEE

1
1
1

D e e e e el o

keylZfE> TAESDIEETTS AES

e e el e e |t el e | et el cee | ecceccececlece | cecceceect el cceeced

F—LAESAD ABEARESLEIL A, 151 FEOHBIER2L 5% [T T T T T T T T T T
T

e T

INA FEDHE (2) LINPUTO7/AA RE (5) OXORERS 2D DD DD D DD DD DIDDDD DD
2205 TiVERILTE BB
TIRTY FOTNA FEICTEANS

x
S

D e e e e e e e e e e e e e e e e e e e e e e C e e e e e e e e e

ROAESADANICAS &5, B/ MITY Ty bOT/ A FEOTRANS ke s HENEEENEENEEEEEEEES

1
+
1

R e R et ok ok SR

keylZfE> TAESDILEETTS AES

el e e e el e | el e e | ceccecececee | eccceecl] cee | el cee | cececceel ceoe | ececed
1
1
{
1
{
1
1

F—LAESADABEARETL AL A, 151 EOHEIRERYL 53 [ T T TTTTTTITITITITITIT]
T

e S

11 FEOHE (2) LINPUTDBAA LB (5) DXORZEB P EI s DID eI
2205TivERILTE BB
TU N7y bO8NA hEICTZANS

S

x
]
{

T C TheylOfERIFET

3 4 —22-25 A bMY—ANTOUNMEZ ML

IV 7)7}7}7)7}7)7}7)7)777)777)777)7 )‘/f }\ 5” 7)7)7}7)7}7}7)7}7)7}7)7)7}7)7}7 i)§
WBHEIEET 5L 5,5,5,5,5,5,5,5 8 AESANANI I TV 3,
WHTFRL RS 7,7,7,7,7,7,7,7 ZD7=0, FHEREIZ 2561(9-8)=25671 ¥ 723,
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v AN DAEEERI TR BRI HAFPREREX | EEICH SN RE | B FERORTER | HEXHAETHOPCTD AN Y = AHRTHA I F—
Gtam) %1 JRA FATIRER (FD)
17,7,7,7,7,7,7,7,7,7,7,7,7,7,7,8 5,5,5,5,5,5,5,5 | 2568 461168601842738 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(14623560.43387 4E)
217,7,7,7,7,7,7,7,7,7,7,7,7,7,8,7 5,5,5,5,5,5,5,5 | 25678 461168601842738 7 7,7,7,7,7,7,7,7 %2 %2 %2 %2 2
(14623560.43387 4E)
317,7,7,7,7,7,7,7,7,7,7,7,7,8,7,7 5,5,5,5,5,5,5,5 | 25678 461168601842738 7 7,7,7,7,7,7,7,7 %2 %2 %2 %2 2
(14623560.43387 4E)
417,7,7,7,7,7,7,7,7,7,7,7,8,7,7,7 5,5,5,5,5,5,5,5 | 2568 461168601842738 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(14623560.43387 4E)
5\7,7,7,7,7,7,7,7,7,7,7,8,7,7,7,7 5,5,5,5,5,5,5,5 | 2568 461168601842738 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(14623560.43387 4E)
6|7,7,7,7,7,7,7,7,7,7,8,7,7,7,7,7 5,5,5,5,5,5,5,5 | 25678 461168601842738 7 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(14623560.43387 4E)
717,7,7,1,7,7,7,7,7,8,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 25678 461168601842738 7 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(14623560.43387 4E)
817,7,7,7,7,7,7,7,8,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 25618 461168601842738 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(14623560.43387 4E)
917,7,7,7,7,7,7,8,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 25618 461168601842738 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(14623560.43387 4E)
1017,7,7,7,7,7,8,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 2568 461168601842738 7 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(14623560.43387 4E)
1117,7,7,7,7,8,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 2567 1801439850948 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(57123.28294 4¢)
1217,7,7,7,8,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 25616 7036874417 7,7,7,7,7,7,7,7 %2 %2 %2 %2 2
(223.13782 )
1317,7,7,8,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 25615 27487790 # 7,7,7,7,7,7,7,7 %2 %2 %2 %2 2
(318.14572 H)
1417,7,8,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 2564 107374 7,7,7,7,7,7,7,7 0707070707070707 %] 6286620645 158882.943431854 7 £c9c8602047270888a9da4dcdf53a226
(29.82616 I fi) (44.13415 K f8)
1517,8,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 2563 4198 7,7,7,7,7,7,7,7 0707070707070707 %] 19189263 490.681556940079 5a4759c4c86755a6ae3dc98d01824654
(6.99050 %3) (8.17802 %)
16 |8,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 25612 1.6384 7 7,7,7,7,7,7,7,7 0707070707070707 ] 14244 0.369987726211548 £ d0b0c9f67771cf33179bec3a5bd7a530
#£1-1 7 —R 1 DOEERETH #£12 r—21DEBHKER

X1 M D IREC KB ET R, 1L — 7B 7= h ORERERE 2.5/(10°5)sec TaEHE,

X2 EBREME S, HEBCERE L SHIW L, 25674 (107374 %), 29.82616 Il ) X TOFEERZEIT o7z, 25675 DA EIT72 % ¥ B LIRS EERAHE T L7z,
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I\Y% AL AT IR WAELV B IF ] WO PSS | ERCH SRS e FEORTEL | WEXHNETDOPCTOD A MY —ap eI X —
Gtam) %1 JRA FATIRER (FD)
1717,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 8,5,5,5,5,5,5,5 | 25617 1801439850948 & 7,10,7,7,7,7,7,7 | %2 %2 %2 %2 %2
(57123.28294 )
1817,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,8,5,5,5,5,5,5 | 25677 1801439850948 7,10,7,7,7,7,7,7 | %2 %2 %2 %2 %2
(57123.28294 4¢)
1917,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,8,5,5,5,5,5 | 25616 7036874417 f 7,7,10,7,7,7,7,7 | %2 %2 %2 %2 %2
(223.13782 1F)
20\7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,8,5,5,5,5 | 25675 27487790 #(318.14572 | 7,7,7,10,7,7,7,7 | %2 %2 %2 %2 %2
H)
21\7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,8,5,5,5 | 25674 107374 %5(29.82616 ¥ | 7,7,7,7,10,7,7,7 | '070707070a070707 K 2124140252 | 54189.3640060425 bed194e1e03f06e6548635d515be26fb
i) (15.05260 [fE)
2217,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,8,5,5 | 25673 419 #(6.99050 43) 7,7,7,7,7,10,7,7  |'07070707070a0707 p#)] 6089656 | 157.309051036835 £ ae36fa38b8e166351ae9e5ca93d8c61b
(2.62181 %3)
2317,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,8,5 | 25672 1.6384 f 7,7,7,7,7,7,10,7  |'0707070707070a07 b#] 3645 | 0.23145318031311 £ 480ef84eace9dc1576211812e0e8291
2417,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,8 | 2561 0.0064 % 7,7,7,7,7,7,7,10  |'070707070707070a b#] 242 | 0.0165338516235352 ) abc900alee39d5df401a89cf8calce96
25\7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 5,5,5,5,5,5,5,5 | 2561 0.0064 7,7,7,7,7,7,7,7 0707070707070707 s 238 | 0.0258557796478272 %% 5490d3e530c786¢6fb6as5f349e799a1d
F£2-1 7 —22 OEEBEE 22 F—22 DEBRER
v INIRSS PAY3se LiNii| TS | ERcH I hiEE pi'e FEEORTE | BEXHETOPCTO A MY =L CERINF—
%1 PR FATIRER (FD)
26 0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0 0,0,0,0,0,0,0,0 | 256~1 0.0064 0,0,0,0,0,0,0,0 0000000000000000 RY 174 | 0.0108475685119629 d6f58f29ea2151d7e58b4f8575717610
27\7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 7,7,7,7,7,7,7,7 | 256+1 0.0064 7,7,7,7,7,7,7,7 0707070707070707 sh 343 | 0.0230238437652588 2f69ce495fdc210e60355¢17ed611446
28 99,99,99,99,99,99,99,99,99,99,99, | 99,99,99,99,99,9 | 25671 0.0064 99,99,99,99,99,99,9 | 6363636363636363 Hsh 97 | 0.00709891319274902 2086dc66d9682f241eb346f061a541e5
99,99,99,99,99 9,99,99 9,99
29 | '255,255,255,255,255,255,255,255 | 255,255,255,255 | 25671 0.0064 255,255,255,255,25 | fEFFACAFEFee b 774 | 0.0368108749389648 5 8e90054aaf188f57¢9h9018226513362
,255,255,255,255,255,255,255,255 | ,255,255,255,25 5,255,255,255
5
#£3-1 & —2Z3DOFEERFH 32 &7 —2Z3DFEEHRER
(© 2021 Information Processing Society of Japan 8
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v AL BRI TR DA SIS O PSS | ERICH SRS | B ERORTEE | 5N EFTOPCTO A MY —LHRTHH SN F—
G ®1 PRAS FATRER (B)
301 1,2,3,4,5,6,7,8,8,8,8,8,8,8,8,8 5,6,7,8,9,10,11, | 25678 461168601842738 £ 8,8,8,8,8,8,8,8 %2 %2 %2 %2 %2
0 (14623560.43387 4E)
31| 1,2,3,4,5,6,7,7,7,7,7,7,7,7,7,7 5,6,7,8,9,10,0,0 | 2567 1801439850948 ¥ 7,7,7,7,7,7,7,7 %2 %2 %2 %2 %2
(57123.28294 4E)
321 1,2,3,4,5,6,6,6,6,6,6,6,6,6,6,6 5,6,7,8,9,0,0,0 | 25676 7036874417 # 6,6,6,6,6,6,6,6 %2 %2 %2 %2 %2
(223.13782 4F)
33| 1,2,3,4,5,5,5,5,5,5,5,5,5,5,5,5 5,6,7,8,0,0,0,0 | 25675 27487790 #(318.14572 | 5,5,5,5,5,5,5,5 %2 %2 %2 %2 %2
H)
3411,2,3,4,4,4,4,4,44 444444 5,6,7,0,0,0,0,0 | 25674 107374 #(29.82616 I | 4,4,4,4,4,4.4 4 0404040404040404 %] 23525415427 | 586084.764806032 F dc41349201d3e12e46630036ca047133
)] (162.80132 M)
3511,2,3,3,3,3,3,3,3,3,3,3,3,3,3,3 5,6,0,0,0,0,0,0 | 25673 419 #(6.99050 47) 3,3,3,3,3,3,3,3 0303030303030303 ] 36722825 | 953.409956932068 ¥ 84ae702a84115abda5e775cc82aa9916
(15.89016 47)
36 1,2,2,2,2,2,2,2,2,2.2.2.22 22 5,0,0,0,0,0,0,0 | 25672 1.6384 ¥ 2,2,2,2,2,2,2,2 0202020202020202 D] 266 | 0.0088193416595459 dd09c41a90f7141f4fe65631d8fbe03b

Fa-1 r—R4DOEBRH

#£5 ZAMY—LANTREECBE—FMHELNTVWBE I ZRTH

F42 r—R4DEBRER

test case F— AES ND AT ECB £— FTOESHN WAL FHLTWEZCFBE—RF DX MY —A 11 FHOHK
7,7,8,7,7,7,7,7,7,7,7,7,7,7,7,7 02a4f67682fd0e7eal8ba5a6e0alae6e 2
7,8,7,7,7,7,7,7,1,7,7,7,7,7,,7 02bac0898d9243dd052de66aac55140a 2
Nol4 £c9c8602047270888a9da4dcdf53a226
8,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 0292352f10d800dcc0f38d37bf7£66f6 2
7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 02ff5babd7776cd6fb5£909244c17bd6 2
7,8,7,7,7,7,7,7,7,7,7,7,7,7,7,7 02421f641bfd8d9472a4029451a3c047 2
Nol5  |5a4759c4c86755a6ae3dc98d018a4654 |8,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 0240f84220a42a697eabe5dfdbf8bb32 2
7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 02addec5c80d3030f315b5830b7e587b 2
8,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 026a2f5566e8alfbed095a52f0721981 2
Nol6 d0b0c9f67771cf33179bec3a5bd7a530
7,7,7,7,7,,7,7,7,7,7,7,7,7,7,7 02f9345fa589ca75ccfa765889467a68 2
7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7 02e74bea55fa00f4e7477a808a73c972 2
7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,10 0233a5214452222243db90d38bf43bb7 2
No21 bed194e1e03f06e6548635d515be26fb
7,7,7,7,7,7,7,7,7,7,7,7,7,7,10,7 0271f8533e9e8e32bdald77dc6e636aa 2
7,7,7,7,7,7,7,7,7,7,7,7,7,10,7,7 0228671dff397ccfo6cchbadf13a732f 2
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test case F*—

AES "D AT FX

ECB E— FOREH A

WAL FHELTWAECEFBE-F QR MY —A134 FHOEK

No22 ae36fa38b8el66351ae9e5ca93d8c61b

7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7

023c¢3720ebb6ae8ef575d9b89bbes8ca

7,7,7,7,7,7,7,7,7,7,7,7,,7,7,10

02856f64dd519726cd11cac3f7eabeee

7,7,7,7,7,7,7,7,7,7,7,7,7,7,10,7

02ce2992602{35c0dc84ef5619d1018d

No23 480ef84eace9dc1576£211812e0e8291

7,7,7,7,7,7,7,7,7,7,7,,7,7,7,7

024a8790ffaf08acc92163bf9f532585

7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,10

02697f741ab7c92fdb4750df6208bd53

No24 abc900alee39d5df401a89cf8calce96

7,7,7,7,7,7,7,7,7,7,7,7,7,7,7,7

02292101625f024a7a84ef46b194e1d8

No35 84ae702a84115abda5e775cc82aa9916

1,2,3,3,3,3,3,3,3,3,3,3,3,3,3,3

06ca08e9f0f197202fe69034{458H099

2,3,3,3,3,3,3,3,3,3,3,3,3,3,3,3

05fed4836f54e3cf2bd54bcd97b7h957

3,3,3,3,3,3,3,3,3,3,3,3,3,3,3,3

03d2126c44d2e2bddb3e0d772c52cbe5

No36 dd09c41a90£7141f4fe65631d8fbe03b

1,2,2,2,2,2,2,2,2,2,2,2.22.22

07af5h88al3ac6ca499016c92af415a5

2,2,2,2,2,2,2,2,2,2222222

02fd62310644b7bbc8af2be7d5a8668b

F1-2, 822, £32, RA420ERIVBHIX N -F—%2WECBE— FTOREXHILEZ{T 5 7=,

ECBE—FTHHENBEZD 14 FHOBHE N L2 FRELTW/ZCFBE—F DA MY —A 134 NHOKDHEPIC—T 2 Z LR TE =,
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