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A comparison of malware detection accuracy in cases of
dynamic analysis system with/without network connection

Abstract: It is important to create a dataset that is effective for malware detection because the accuracy
of malware detection based on the behavior of malware using machine learning depends on the dataset used.
Therefore, first of all, it is necessary to clarify the information that characterizes malware. Most malware
communicates with the outside, so there is a possiblility that executing samples with/without network con-
nection affect the accuracy of malware detection. In this paper, based on the execution logs of malware
samples on Alkanet with/without network connection, we focused on threads as information that character-
izes malware, and detected malware by generating features based on thread information. As a result, it was

shown that the accuracy tends to decrease due to network connection.
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