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ԾతBGPϦϯΫͷྨͱݕख๏ͷݕ౼

ࡔ ل໌ 1 ૬ా ਔ1

֓ཁɿԾత BGPϦϯΫࡏݱͷΠϯλʔωοτʹ͓͍ͯ͗ͮΒ͍ෆਖ਼ܦ࿏ͷҰछͰ͋Δ͕, ͦͷجຊ

తͳੑ࣭ʹ͍ͭͯͷٞະͩෆेͰ͋Δ. ຊڀݚͰԾత BGPϦϯΫΛͦͷܗଶ͝ͱʹྨ͠, ͦ

ͷجຊతͳੑ࣭Λੳ͢Δ. ·ͨ͜Εʹ͍ͯͮج۩ମతͳݕख๏ʹ͍ͭͯٞ͢Δ. ຊੳ͔Β, Ծ

త BGPϦϯΫඇৗʹଟ༷ͳܗଶͰ࣮ݱՄͰ͋Γ, ͦͷӨൣڹғಈػ, Մੑ༷ʑͰ͋Δ͜ͱݕ

͕Θ͔ͬͨ. Өൣڹғͷେ͖͍ෆਖ਼ܦ࿏ࠂͦͷݕ͞Ε͘͢, ASಉ࢜ͷྗڠͳ͠ʹݕՄͰ͋

Δ͜ͱ͕ࣔ͞Εͨ. ·ͨൺֱత୯७ͳܗଶͷԾత BGPϦϯΫͷݕ͕ॏཁͰ͋Γ, ্ྲྀͷ AS͕ݕʹ

.Ճ͢Δ͜ͱ͕ॏཁͰ͋Δ͜ͱ͕Θ͔ͬͨࢀ ෳࡶͳܗଶͷԾత BGPϦϯΫΑΓݕͮ͠Β͍ͷͱ

ͳΔ͕, Ͳͷ༷ʹݕൣғΛͯ͛Ώ͖͔͘ʹ͍ͭͯٞͨ͠.

Classification of virtual BGP links and consideration of
their detection methods

1. ͡Ίʹ

ͷΠϯλʔωοτࡏݱ Autonomous SystemʢASʣ͕

૬ޓʹଓ͞ΕΔ͜ͱͰܗ͞Ε͓ͯΓɼ͜ΕΒ͕ܦ࿏

ใΛ͢ަʹ͍ޓΔ͜ͱͰσʔλͷ౸ୡੑ͕࣮͞ݱΕ͍ͯ

ΔɽBorder Gateway ProtocolʢBGPʣASؒͰܦ࿏ใ

Λަ͢ΔͨΊͷσϑΝΫτελϯμʔτͰ͋Γɼࡏݱͷ

ΠϯλʔωοτͷଓੑΛఏ͢ڙΔʹ͋ͨΓॏཁͳׂΛ

୲͍ͬͯΔɽҰํͰ BGPͷ੬ऑੑΑ͘ΒΕ͍ͯΔͱ

͜ΖͰ͋ΓɼࡏݱͰͦͷରԠෆेͰ͋Δ [1], [2], [3]ɽ

ɼຊདྷͷଓੑ͕͠ࢄ֦͕ࠂ࿏ܦʹ͓͍ͯෆਖ਼ͳࠓ

ଛͳΘΕΔͱ͍ͬͨࣄଶ͕ੈք֤Ͱ͍͖ͯىΔ [4], [5]ɽ

ͦͷΑ͏ͳෆਖ਼ͳܦ࿏ͷରࡦͱͯ͠ɼResource Public

Key InfrastructureʢRPKIʣ[6] ɼߋʹ৴པੑΛߴΊΔ

BGPsec[7] ͕ଘ͢ࡏΔ͕ɼ͜ΕΒΛ༻͍͙ͯ͜ͱͷ

Ͱ͖ͳ͍ෆਖ਼ͳܦ࿏͕ࠂଘ͢ࡏΔ͜ͱ͕֬ೝ͞Ε͍ͯ

Δ [8], [9]ɽ

Ծతͳ BGPϦϯΫτϯωϧ্ʹܗ͞ΕΔ

ଓ͞Ε͍ͯͳ͍ ASؒͷ BGPηογϣϯͰ͋Δ͕ɼ͜Ε

ਖ਼ʹͦͷΑ͏ͳෆਖ਼ܦ࿏ͱͳΔɽ͜Ε·ͰԾత BGP

ϦϯΫͷӨൣڹғݕख๏ʹ͍͔ؔͯͭ͘͠ͷੳ͕ଘ

Δ͕͢ࡏ [8], [10], [11]ɼԾత BGPϦϯΫͷجຊతͳੑ

࣭ʹؔ͢Δੳෆेͳ෦ଟ͍ɽ

1 ౦ژେֶେֶӃڀݚܥֶՊ

ຊڀݚͰԾత BGPϦϯΫΛϞσϧԽ্ͨ͠Ͱಛ

͝ͱʹྨɾੳΛ͍ߦɼΑΓෳࡶͳܗଶʹ͍ͭͯऔΓ

ѻ͏ɽ·ͨ͜ΕΒੳʹݕ͍ͨͮجख๏ΛఏҊ͠ɼͦͷ

Λ༩͑Δɽຊߟɾܰྔੑʹ͍ͭͯධՁͱੑݱ࣮ݕ

ͰԾతڀݚ BGPϦϯΫΛܗ͢Δಈػ sibling AS

ʹྀ͍ͭͯ͠ߟɼΠϯλʔωοτʹ͓͚ΔԾత BGP

ϦϯΫʹؔ͢Δ૯߹తͳݟΛ༩͑Δɽ

2. ܠͷഎڀݚ

2.1 Ծత BGPϦϯΫ

௨ৗͷ BGPηογϣϯཧతͳϦϯΫͷ্ʹுΒΕ

Δ͕ɼτϯωϧʹΑΓཧతͳϦϯΫΛΘͳ͍ɼԾత

ͳϦϯΫΛߏங͢Δ͕ࣄՄͰ͋Δɽ͢ͳΘͪଓ͞

Ε͍ͯͳ͍ೋͭͷAS͕ɼBGPϨΠϠͰଓ͞ΕΔ͜ͱ

ʹͳΔɽ

͜ͷΑ͏ͳ BGPϦϯΫ·͞ʹෆਖ਼ͳܦ࿏Ͱ͋Γɼܦ

࿏ϋΠδϟοΫͱݺΕΔܸ߈ʹ૬͢ΔͷͰ͋Δɽ͠

͔͠ BGPϨΠϠཧϨΠϠ͔Βಠཱ͍ͯ͠ΔͨΊɼ͜

Εਖ਼ͳϦϯΫͷΑ͏ʹৼ͏ɽ

ԾతͳBGPϦϯΫͷɼ·ͣͦͷରࡦͷ͠͞

ʹ͋Δ [3]ɽԾతͳ BGPϦϯΫ BGPϨΠϠ͔Βͯݟ

શ͘ਖ਼͍͠ͷͰ͋Δɽ͢ͳΘͪ BGPϨΠϠͷΈͰ͜

ΕΛશʹࢭɾݕ͢Δ͕ࣄͰ͖ͳ͍ɽRPKIBGPsec

ͳͲͷٕज़͕શʹ༗ޮͱͳͬͨ߹Ͱ͋ͬͯɼԾత
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ϦϯΫʹΑΔෆਖ਼ܦ࿏Λ͙͜ͱͰ͖ͳ͍ɽ͞ࠂΕͨ

ͦͷΑ͏ͳܦ࿏͕ཧతϦϯΫʹΑΔͷͰ͋Δ͔ɼ֎

෦͔Β֬ೝ͢Δ͕ࣄͰ͖ͳ͍͔ΒͰ͋Δɽ

·ͨ TracerouteͳͲͷσʔλϓϨʔϯͰͷπʔϧτ

ϥϑΟοΫͷܦ࿏ΛௐΔ͜ͱ͕ՄͰ͋Δ͕ɼຊख๏Ͱ

τϥϑΟοΫࣗମΛτϯωϦϯάͰ͖ΔͨΊɼ͜ͷΑ͏

ͳπʔϧͰݕ͢Δ͜ͱͰ͖ͳ͍ɽଟ͘ͷछྨͷϋΠ

δϟοΫΛݕՄͳπʔϧ [12]Ͱ͋ͬͯɼԾతϦϯ

ΫΛݕ͢ΔʹࢸΒͳ͍ɽ

ผͷͱ࣮ͯ͠͠ݱ͋͢͞Δɽೋͭͷ AS͕ڠ

ྗͯ͠τϯωϧΛுΔ͚ͩͰ࣮ݱՄͰ͋Γɼཧతڑ

͕Ε͍ͯΔͲͷೋͭͷ ASͰ͋ͬͯ͜ΕΛுΔ͜ͱ͕

ՄͰ͋ΔɽҎ߱ͷੳͰ͔ΔΑ͏ʹ͜ͷ࣮͠ݱ͢͞

ඇৗʹຊ࣭తͳͰ͋Γɼ؆୯ͳख๏ͱ͍ίετʹ

Αͬͯ RPKIͳͲͷηΩϡϦςΟΛճආͯ͠ߦΘΕΔɼӨ

͢Δ͜ͱ͕ॏཁͱͳΔɽݕΛࠂ࿏ܦͷେ͖͍ෆਖ਼ڹ

2.2 ؔ࿈ڀݚ

2.2.1 Өڹɾݕख๏

͜Ε·Ͱड़ͨΑ͏ʹ͜ͷෆਖ਼ܦ࿏Λະવʹ͢ࢭΔ͜

ͱ͍ͨ͠ΊɼطଘڀݚͰͦͷӨڹͷେ͖͞ݕख

๏ʹؔ͢Δ͕ূݕऔΓ্͛ΒΕ͍ͯΔɽ

LiΒ [10]Ծతͳ BGPϦϯΫʹΑΔෆਖ਼ͳܦ࿏ࠂ

ͷӨڹʹ͍ͭͯɼASͷେ͖͞ʢΧελϚʔͷͷଟ͞ʣͰ

ྨ͍ͯͯ͠͠ূݕΔɽLiΒʹΑΕɼ࠷େͰ 89%ͷ

AS͕ӨڹΛड͚Δɽ

ख๏ʹ͍ͭͯɼYoussefΒͷఏҊݕ [11] LiΒͷఏ

Ҋ [8]ͳͲ͕͋ΔɽLiΒͷఏҊ [8]Ͱɼޙड़͢Δ network

flow watermarking[13] ͱݺΕΔٕज़Λར༻ͯ͠ɼτϥ

ϑΟοΫ͕τϯωϧ͞Ε͍ͯΔ͔Λ͢ূݕΔɽ

͜ΕΒͷূݕͰ֤Ծత BGPϦϯΫͷݕํ๏ʹͭ

͍͍ͯٞͯ͠Δ͕ɼԾతͳ BGPϦϯΫͷҰൠతͳੑ

࣭ʹ͍ͭͯेͳ͕ٞߦΘΕ͍ͯͳ͍ɽҰޱʹԾత

BGPϦϯΫͱͯͬݴ༷ʑͳλΠϓΛ͑ߟΔ͜ͱ͕Մ

Ͱ͋ΓɼͦΕͧΕͷঢ়گʹ͓͍ͯͦͷӨڹಈٴػͼޮ

తͳݕํ๏มΘͬͯ͘Δͱ͑ߟΒΕΔɽ্هͷطଘख

๏Ͱඇৗʹ୯७ͳτϯωϧͷܗͷΈྀ͕͞ߟΕ͍ͯΔ

͕ɼΑΓෳࡶͳܗΛ͑ߟΔ͜ͱՄͰ͋Δɽ·ͨطଘख

๏Ͱݕީิͷൣғ͕ඇৗʹ͘ɼޮతͳݕख๏Ͱ

͋Δͱ͍ͮݴΒ͍ɽݕީิͷൣғΛڱΊΑΓޮతͳ

ΔͨΊʹɼԾత͢ݱΛ࣮ݕ BGPϦϯΫͷదͳ

ྨɾੳ͕ॏཁͱͳΔɽӨڹΛਖ਼͘͠ධՁ͢ΔͨΊʹɼ

BGPϨΠϠͷΈͰͳ͘τϥϑΟοΫʹྀ͍ͭͯ͢ߟΔ

ඞཁ͕͋Δɽ·ܸͨ߈ख๏ͱͯ͠Ծత BGPϦϯΫΛଊ

͑Δ߹ɼऀܸ߈ଆͷࡁܦతͳಈػͦͷ࣮͠ݱ͢͞Λ

༗ޮͳΔ͜ͱॏཁͰ͋Γɼ͔ͦ͜Βਖ਼ຯͷඃྀ͢ߟ

Ͱ͜Ε·ͰٞڀݚՄͱͳΔɽຊ͕ࣄΔ͑ߟख๏Λݕ

͞ΕΔ͜ͱ͕গͳ͔ͬͨ͜ͷΑ͏ͳʹ͠ٴݴɼԾత

BGPϦϯΫΛͦΕͧΕͷܗଶʹΑͬͯϞσϧԽͦ͠ͷੑ

࣭Λੳ͢Δɽ·ͨͦΕʹ͍ͦͯͮجͷӨڹͷେ͖͞ɼ࣮

۩ͷ͢͠͞ʹ͍ͭͯධՁ͠ɼݕͼٴػ͢͞ɼಈ͠ݱ

ମతͳݕख๏Λ͑ߟΔɽ

2.2.2 Network Flow Watermarking

Network flow watermarkingʢNFWʣ௨৴ͷܦ࿏Λݕ

ূ͢ΔͨΊͷٕज़Ͱ͋ΔɽτϥϑΟοΫʹwatermarkͱݺ

ΕΔใΛؚ·ͤΔ͜ͱͰಛΛͤͨ࣋ɼ͜ΕΛ؍ଌ͢

Δ͜ͱͰͦͷ௨աΛఆՄͱ͢ΔͷͰ͋Δɽจݙ [13]

ʹΑΔͱɼNFWͦͷख๏ʹΑͬͯओʹ࢛ͭͷํ͕ࣜଘ

ΔɽΤϯίʔμ͜ΕΒͷํࣜʹΑͬͯτϥϑΟοΫ͢ࡏ

ʹ watermarkΛຒΊࠐΈɼσίʔμ؍ଌͨ͠τϥϑΟο

Ϋ͔Β͜ΕΒใΛಡΈऔΔ͜ͱͰɼτϥϑΟοΫ͕ͦͷ

Λ௨աͨ͜͠ͱΛ֬ೝՄͱͳΔɽຊڀݚʹ͓͍ͯ

ख๏ͱͯ͠ݕ NFWΛར༻͢Δ͕ɼͲͷΑ͏ͳ NFWΛ

༻͍Δ͔ɼٴͼͦͷ۩ମతख๏ʹؔͯ͠͠ٴݴͳ͍ɽ

3. ྨɾੳ

3.1 ϞσϧԽ

ҎԼͰԾత BGPϦϯΫͷྨɾੳͷͨΊͷϞσ

ϧԽʹ͍ͭͯࣔ͢ɽASؒͷଓʹҎԼͷೋछྨ͕͋Δɽ

τϥϯδοτ

AS͕Πϯλʔωοτଓ͢ΔͨΊʹɼτϥϑΟοΫ

ྔʹରͯ͠ྉۚΛࢧ͏Α͏ͳɼΑΓେ͖ͳ ASͱͷଓɽ

্ྲྀ ASΛϓϩόΠμɼԼྲྀ ASΛΧελϚʔͱݺͿɽ

ϐΞϦϯά

ASಉ͕࢜߹ҙͯ͠ແྉͰτϥϑΟοΫΛަ͢Δଓɽ

֤ ASΛϐΞͱݺͿɽ

Αͬͯ ASɼϓϩόΠμܦ༝ͷτϥϑΟοΫ͕૿Ճ͢

ΔͱΑΓଟ͘ͷίετ͕ൃੜ͠ɼΧελϚʔܦ༝ͷτϥ

ϑΟοΫ͕૿Ճ͢ΔͱΑΓଟ͘ͷརӹΛಘΔɽ͢ͳΘͪɼ

Ұൠʹ ASΧελϚʔܦ༝ͷܦ࿏Λ࠷Έɼ࣍ʹϐΞ

࿏Λબ͢Δɽͦ͜Ͱɼܦ༝ͷܦϓϩόΠμʹޙ࠷༝ɼܦ

ͷ࣍ Gao-Rexford Ϟσϧ [14]Λ༻͍Δ͜ͱ͕Ͱ͖Δɽ

Gao-Rexford Ϟσϧ

( 1 ) AS͕ࣗࣗͷؒతͳΧελϚʔʹͳΒͳ͍ɽ

( 2 ) AS͕ a͔Β bͷܦ࿏Λ͢ࠂΔͷɼa͔ b͕ࣗ

ͷΧελϚʔͰ͋Δ߹ʹݶΔɽ

( 3 ) ASϕετύεͱͯ͠ɼΧελϚʔ͔Βͷܦ࿏Λ࠷

Έɼ࣍ʹϐΞ͔Βͷܦ࿏ɼޙ࠷ʹϓϩόΠμ͔Β

ͷܦ࿏Λબ͢Δɽ

ผͷϙݸͷΠϯλʔωοτʹ͓͚ΔBGP֤ASͷࡍ࣮

Ϧγʔʹ͍ͯͮجಈ͢࡞Δ͕ɼଟ͘ͷ AS Gao-Rexford

ͷϙϦγʔʹ͍ͯͮجಈ͠࡞ [15]ɼ͜Εʹ͍ͨͮج ASϨ

ϕϧͷϞσϧԽʹΑͬͯੳ͕ߦΘΕ͍ͯΔ [16]ɽΑͬͯ

ຊੳͰGao-RexfordϞσϧΛ࠾༻͠ɼϕετύεͷબ

खॱΛҎԼͷΑ͏ʹఆΊΔɽ
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ਤ 1 Ұຊͷτϯωϧ্ͷԾతτϥϯδοτ

Fig. 1 Virtual transit on one tunnel.

ϕετύεબखॱ

( 1 ) ΧελϚʔܦ༝ͷܦ࿏Λ࠷༏ઌ͠ɼ࣍ʹϐΞܦ༝ɼ࠷

࿏Λબ͢Δɽܦ༝ͷܦϓϩόΠμʹޙ

( 2 ) AS PATH ࿏Λબ͢Δɽܦ͍࠷͕

( 3 ) AS൪߸͕࠷ए͍ AS͔Βͷܦ࿏Λબ͢Δɽ

Valley-freeߏ

Gao-Rexfordͷ͔݅ΒɼΠϯλʔωοτʹ͓͚Δܦ࿏

ͼτϥϑΟοΫٴࠂ Valley-freeͱݺΕΔੑ࣭ʹै

͏ɽܦ࿏ࠂ্ྲྀܦ༝ͰԼྲྀʹൖ͢Δ͜ͱ͋Δ͕ɼ

ԼྲྀΛܦ༝্ͯ͠ྲྀൖ͢Δ͜ͱͳ͍ɽ͜ͷੑ࣭Λ

Valley-freeͱݺͼɼGao-Rexford݅ͷݩͰܦ࿏ࠂͱ

τϥϑΟοΫ͜ͷੑ࣭ʹै͏ɽಛʹଓ͞Ε͍ͯͳ

͍ೋͭͷ ASʹͨ͠߹ɼ͜ͷ ASؒͷ௨৴ඞͣͲ

ͪΒ͔ͷ ASͷϓϩόΠμΛ௨ա͢Δɽ͜ΕΒੑ࣭Ծ

త BGPϦϯΫͷτϯωϧͷܗํ๏ٴͼτϥϑΟοΫͷ

ྲྀΕʹಛΛ༩͑ɼҎ߱Ͱͷྨɾੳٴͼ࣍ষʹ͓͚Δ

ख๏ͰͷٞͰॏཁͳׂΛՌͨ͢ɽݕ

3.2 ෆਖ਼ܦ࿏ࠂͷछྨʹΑΔྨ

௨ৗͷ ASؒͷଓͱಉ༷ʹɼτϯωϦϯάʹΑΔԾ

తͳଓτϥϯδοτͱϐΞϦϯάͷೋछྨΛ͑ߟΔ͜

ͱ͕Ͱ͖Δɽଟ͘ͷ ASʹ͢ࠂΔ΄Ͳܦ࿏Λࠐ͍ٵΉ֬

ߴ·Δ͕ɼͦͷΑ͏ͳ͕ࠂແ݅ʹߦΘΕͨ߹ɼ

͜ΕϧʔτϦʔΫͱͯ͠֎෦͔Β؍ଌՄͰ͋ΔͨΊɼ

௨ৗͷଓͰ͋ΔτϥϯδοτͱϐΞϦϯάͷΈΛ͑ߟΔɽ

3.2.1 τϥϯδοτܕ

ਤ 1τϯωϦϯάʹΑΔτϥϯδοτΛද͢ɽ͜͜Ͱ

֤ϊʔυ ASΛද͠ɼAS൪߸ͱڞʹඳ͔ΕΔɽϊʔυ

ಉ࢜Λ͙ܨփ৭ͷΤοδ ASؒͷଓΛද͠ɼ༗Το

δ ASؒͷτϥϯδοτଓΛɼແΤοδϐΞϦϯ

άଓΛද͢ɽτϥϯδοτଓͰҹଆ͕ϓϩόΠμ

ASʹɼٯଆ͕ΧελϚʔ ASʹରԠ͢Δɽ੨৭ͷҹ

௨ৗͷܦ࿏ࠂͰ͋Γɼҹ্ͷจྻࣈ AS PATHΛද

͢ɽ৭ͷҹෆਖ਼ܦ࿏ࠂΛද͢ɽAS m ͱ AS n ͕

Δ͢ྗڠ ASͰ͋Γɼm͕ԾతϓϩόΠμɼn͕Ծత

ΧελϚʔͰ͋ΔɽAS aɼbɼcٴͼ AS a’ɼb’ɼc’ͦΕ

ͧΕmٴͼ nͷϓϩόΠμɼϐΞɼΧελϚʔͰ͋Δɽm

ԾతϓϩόΠμͱͯ͠τϯωϦϯάʹΑΔ n͔Βͷܦ

࿏Λଓ͢Δશͯͷ ASʹ͠ࠂɼଓ͢Δશͯͷ AS͔

Βͷܦ࿏Λ nʹ͢ࠂΔɽnԾతΧελϚʔͱͯ͠τ

ϯωϦϯάʹΑΔ m͔Βͷܦ࿏ΛΧελϚʔʹͷΈࠂ

͠ɼΧελϚʔ͔Βͷܦ࿏ͷΈΛ mʹ͢ࠂΔɽ

Өൣڹғɾಈػ

τϥϯδοτܕͰϓϩόΠμܦ༝Ͱ্ྲྀܦ࿏ࠂ

ՄͰ͋Δɽ͕ࣄΉࠐ͍ٵ࿏ΛܦΔͨΊɼଟ͘ͷ͢ࢄ֦͕

ΑͬͯͦͷӨڹͷେ͖͞Λ͑ߟΔͱेͳಈ͕͋ػΔɽҰ

ํͰࡁܦతͳಈػΛ͑ߟΔ߹ɼೋͭͷ ASͷҐஔ͕ؔ

ॏཁͱͳΔɽຊϞσϧͰࣔ͢Α͏ʹɼϓϩόΠμɾϐΞ

ͷࠂΧελϚʔͷܦ࿏Ͱͳ͍ݶΓଛӹͱͳΔɽΑͬͯ

ԾతϓϩόΠμʹͱͬͯɼτϯωϧτϥϑΟοΫ͕Χε

λϚʔܦ༝Ͱ͋Δ߹ʹݶΓརӹ͕͋ΓɼͦΕҎ֎Ͱඅ

༻͕ൃੜ͢Δɽ͜ΕҰຊͷτϯωϧʹΑΔԾతϦϯΫ

ͷ߹Ͱɼn͕ mͷؒతͳΧελϚʔͰ͋ΔΑ͏ͳ

ঢ়ݶʹگΒΕΔɽ͜ͷ߹ m্ྲྀ͔Βࠐ͍ٵΜͩτϥ

ϑΟοΫΛτϯωϧͱͯ͠ΧελϚʔʹૹग़͢ΔͨΊɼܦ

ɼԾతϦ࣌ͷܗతͳརӹൃੜ͍ͯ͠Δɽ͜ͷΑ͏ͳࡁ

ϯΫଟ͘ͷܦ࿏Λࠐ͍ٵΈ͔ͭࡁܦతͳརӹൃੜ͢Δ

ͨΊɼ͜ͷܗʹΑΓ͍ڧಈػΛͪ࣋͘͢ɼैͬͯ͜ͷ

ॏཁͰ͋ΔɽݕͷԾతϦϯΫͷܗ

Մੑݕ

ԾతτϥϯδοτͰෆਖ਼ܦ࿏ࠂΠϯλʔωοτ

શମʹ͕ΓಘΔͨΊɼͦͷӨൣڹғ͕େ͖͍ҰํͰΑΓ

͍͢͠ͷͱͳΔɽଟ͘ͷݕ AS͕͜ͷܦ࿏ࠂΛड

͚औΓɼಛʹ্ྲྀͷ AS͕ͦͷใΛऔಘՄͱͳΔ͕ɼ

ͦͷΑ͏ͳใ༷ʑͳํ๏Ͱެ։͞Ε͍ͯΔɽTier1ͳ

Ͳͷେ͖ͳ AS༷ʑͳ৫Πϯλʔωοτͷܦ࿏ใ

τϥϑΟοΫใΛఏ͍ͯ͠ڙΔ͜ͱଟ͘ɼྫ͑

RIPE RIS[17]Route Views[18]ͳͲ͔Β͜ͷܦ࿏ใΛ

औಘՄͰ͋ΔɽΑͬͯͲͷ ASͰ͋ͬͯ͜ͷܦ࿏ͷଘ

ΛΔ͜ͱ͕ՄͱͳΔɽಛʹτϯωϧ͞Ε͍ͯΔࡏ AS

͜ͷΑ͏ͳܦ࿏ࠂΛड͚औΔ߹ɼࣗΛ௨ա͢Δτ

ϯωϧτϥϑΟοΫͱൺֱ͢Δ͜ͱͰɼͦͷ ASͷΈͰԾ

తτϥϯδοτΛݕ͢Δ͜ͱ͕ՄͱͳΔɽ

3.2.2 ϐΞϦϯάܕ

ਤ 1ʹ͓͍ͯɼm͔Βग़Δ৭ͷҹ͕ cʹͷΈ৳ͼΔ

ঢ়͕گԾతϐΞϦϯάʹ૬͢Δɽm ͱ n ͍ޓʹԾ

తϐΞͰ͋ΔͨΊɼ͍ޓʹΧελϚʔ͔ΒͷࠂͷΈΛɼ

ΧελϚʔͷΈʹ͢ࠂΔɽ

Өൣڹғɾಈػ

ϐΞϦϯάܕͰෆਖ਼ܦ࿏ΧελϚʔʹ͔͠͞ࠂΕ

ͳ͍ͨΊɼೋͭͷ ASͷҐஔ͕ؔͲͷΑ͏ͳ߹Ͱ͋ͬ

ͯརӹͱͳΔɽΑͬͯࡁܦతͳಈػΑΓ͘ڧͳΔɽҰ

ํͰෆਖ਼ܦ࿏ࠂԼྲྀʹ͔֦͠͠ࢄͳ͍ͨΊɼͦͷӨڹ
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ਤ 2 Ծత BGP ϦϯΫͷܗલޙͰτϥϑΟοΫ͕มԽ͠ͳ͍

ঢ়گ

Fig. 2 The traffic does not change after the virtual BGP link

between near ASes.

ൣғτϥϯδοτܕͱൺֱ͍ͯͩ͠Ϳখ͍͞ɽ·ͨͦͷ

Өڹదʹஅ͢ΔͨΊʹɼ࣮ࡍʹͲͷΑ͏ͳτϥ

ϑΟοΫͷมԽ͕ൃੜ͢Δͷ͔Λྀͨ͠ߟਖ਼ຯͷӨڹΛߟ

͑Δඞཁ͕͋Δɽ

ྫͱͯ͠ೋͭͷ AS mͱ n͕ɼڞ௨ͷϓϩόΠμΛܦ༝

ͨ͠τϯωϧʹΑͬͯԾతϐΞϦϯάΛܗ͢Δɼਤ 2

ͷΑ͏ͳঢ়گΛ͑ߟΔɽෆਖ਼ܦ࿏Λड͚औΔҎલͷ c2ͷ

c1Ѽͷϕετύε͕ npmc1ͩͬͨ߹ɼԾతϐΞϦϯ

άʹΑΓෆਖ਼ܦ࿏ nmc1Λड͚औΔͱɼ͜ΕΛϕετύε

ͱͯ͠બ͢Δɽ͢Δͱ c2Ծతͳ BGPϦϯΫΛଘࡏ

͢Δͱͯ͠௨৴͢ΔͨΊ᱐͞ΕΔ͜ͱʹͳΔ͕ɼ࣮ࡍͷ

τϥϑΟοΫͦͷલޙͰมΘΒͳ͍ɽݩʑ npmc1͕ϕ

ετύεͰͳ͍߹ɼAS PATHͷ͕ࠩখ͍͞ͷͰӨڹ

࠷খ͍͞ܗʹͳΔͱ͑ߟΒΕΔɽ͢ͳΘͪ͜ͷͷΑ͏

ͳԾతϐΞϦϯάϩʔΧϧͳੑ࣭͕͋ΔͨΊɼΑΓݕ

ͮ͠Β͍ҰํͰɼਖ਼ຯͷӨڹখ͍͞ɽ

Մੑݕ

ϐΞϦϯάܕͰෆਖ਼ͳܦ࿏ࠂϓϩόΠμʹ͞ࠂ

Εͳ͍ͨΊɼ͜ͷܦ࿏ใΠϯλʔωοτʹ֦͘ࢄ

͠ͳ͍ɽΑͬͯԼྲྀͷ AS͕͜Εʹؾ͘ඞཁ͕͋Δɽτ

ϯωϧ্͕ྲྀΛܦ༝ͯ͠ுΒΕ͍ͯΔ߹ɼෆਖ਼ͳܦ࿏

Λड͚औͬͨԼྲྀࠂ ASτϯωϧτϥϑΟοΫΛӡͿ্

ྲྀ ASͱ͢ྗڠΔ͜ͱͰݕͰ͖ΔՄੑ͕͋Δɽ

3.3 Ծత BGPϦϯΫͷܗܗଶʹΑΔྨ

3.3.1 ҰຊͷτϯωϧʹΑΔԾత BGPϦϯΫ

ԾతBGPϦϯΫͷ࠷γϯϓϧͳܗͱͯ͠ɼҰຊͷτ

ϯωϧʹΑΔͷ͕͑ߟΒΕΔɽԾత BGPϦϯΫΛܗ

͢Δೋͭͷ ASɼࣗͷॴ࣋͢ΔϓϦϑΟοΫεͷ͏

ͪҰ෦Λ͜ͷτϯωϧͷͨΊʹ༻͠ɼ͜ ͷ্ͰBGPηο

γϣϯΛҡ࣋͢Δɽ͢ͳΘͪτϯωϧτϥϑΟοΫͷૹ৴

ͱૹ৴ઌͷΞυϨεɼԾతݩ BGPϦϯΫΛܗ͢Δ

ೋͭͷ ASͷͷͱͳΔɽ·ͨ 3.1અͰࣔͨ͠ Valley-free

ͷߏ͔ΒɼτϯωϧτϥϑΟοΫೋͭͷ ASͷ͏ͪͲ

ͪΒ͔ͷϓϩόΠμଆΛඞͣ௨ա͢Δɽ͜ΕΒੑ࣭Λར༻

͢ΔࣄͰΑΓޮతͳݕख๏Λ͑ߟΔ͜ͱ͕Ͱ͖ɼ࣍ষ

Ͱͦͷ۩ମతखॱΛݕ౼͢Δɽ

3.3.2 ෳຊͷτϯωϧʹΑΔԾత BGPϦϯΫ

Ҏ্ͷͭࡾ AS͕ͯ͠ྗڠෳຊͷτϯωϧΛ͗ܨɼͦ

ͷ্ͰҰͭͷԾత BGPϦϯΫΛܗ͢Δ͜ͱ͕ՄͰ

͋Δɽ͜ΕҰຊͷτϯωϧʹΑΔԾత BGPϦϯΫΛɼ

ͱׂͯͨ͠͠Α͏ͳͷͱͳΔɽܧASΛதྗڠͳΔߋ

͜ͷΑ͏ͳํࣜΛ࠾༻͢Δ͜ͱͰɼҰຊͷτϯωϧͷ߹

ͱൺֱͯ͠ɼΑΓԾత BGPϦϯΫΛݕ͞ΕͮΒ͍

ͷʹ͢Δ͜ͱ͕ՄͱͳΔɽ͜ͷํࣜͰτϯωϧͷதܧ

AS͕ଘ͢ࡏΔͨΊɼτϯωϧτϥϑΟοΫͷૹ৴ऀΞυ

Ϩεٴͼૹ৴ઌΞυϨεɼԾత BGPϦϯΫΛܗ͢

ΔೋͭͷASͷͭ࣋ IPΞυϨεͰ͋ΔͱݶΒͳ͍ɽΑͬ

ͯͦͷΑ͏ͳΞυϨεΛରͱͨ͠ݕख๏Ͱ͜ͷํࣜ

ͷԾత BGPϦϯΫΛݕͰ͖ͳ͍ɽ

·ͨෳຊͷτϯωϧΛܦ༝͢ΔͨΊɼԾత BGPϦ

ϯΫͱͯ͠ͷτϯωϧτϥϑΟοΫValley-freeͷ੍Λ

ड͚ͳ͍ɽΑͬͯValley-freeΛఆ্ͨ͠ྲྀͰͷݕΛճ

ආ͢Δ͜ͱ͕ՄͱͳΔɽ

͜͜Ͱɼsibling ASʹ͍ͭͯ͑ߟΔඞཁ͕͋Δɽsibling

ASͱɼผͷ AS൪߸Ͱ͋ͬͯಉ͡৫ʹΑͬͯӡӦ

͞Ε͍ͯΔ ASͷ͜ͱͰ͋Δɽྫ͑ GoogleʢAS15169ʣ

ʹର͠ YouTubeʢAS36561ʣ͕͋Δ͕ɼ͜ΕརศੑͳͲ

Λͯ͑ߟผͷ ASͱͯ͠ӡӦ͞Ε͍ͯΔɽ͜ͷΑ͏ͳߏ

͘͠ͳ͘ɼΉ͠Ζେ͖͍ ISPෳͷ AS൪߸Λॴ༗

͍ͯ͠Δ͜ͱଟ͍ɽ͜ͷΑ͏ͳঢ়گͰɼ͋Δ৫͕ೋ

ͭҎ߱ͷ AS൪߸Λ͏·͘ར༻͢Δ͜ͱͰɼ؆୯ʹԾ

త BGPϦϯΫΛݕ͞ΕͮΒ͘͢Δ͜ͱ͕ՄͱͳΔɽ

ͱ͜ΖͰͦͷΑ͏ͳঢ়گΛఆ͢ΔͱɼΑΓෳࡶͳߏ

Λ͍͘ΒͰ͑ߟΔ͜ͱ͕ՄͰ͋Δ͕ɼͦͷΑ͏ͳͷ

͢Δݕͨ·͋ΔҙຯવͰ͋ΓɼࣄͰ͖ͳ͍ݕ͕

ඞཁͳ͍͜ͱ͕Θ͔Δɽಉ͡৫ͷ ASͷΈʹΑΔԾ

తϦϯΫͰ͋ͬͯɼBGPϨΠϠ͔ΒݟΕΓෆਖ਼

ͳϦϯΫͱͳΓಘΔɽଓ͞Ε͍ͯͳ͍ʹೋͭͷ AS

͕ɼ BGPϨΠϠ͔Βͯݟ ͦ͏Ͱ͋ΔΑ͏ͳܦ࿏ࠂΛ

ͰτϯωϧτϥگΒͰ͋Δɽ͔ͦ͠͠ͷΑ͏ͳঢ়͔͏ߦ

ϑΟοΫΛӡͿ ASͱͯ͠֎෦ͷ AS͕ࠐ͖ר·ΕΔ͜ͱ

ͳ͘ɼྗڠ ASಉ࢜ͷΈͷΓͱΓͱͳΔɽ͢ͳΘͪ͜

ΕΒ AS͕݁߹ͨ͠ΑΓେ͖ͳ ASͷΑ͏ʹ͑ݟɼτϯω

ϧτϥϑΟοΫ෦ωοτϫʔΫͰͷΓͱΓͱಉٛͰ

͋ΔɽΑͬͯ͜ΕΛ֎෦ͷ AS͕ݕ͢ΔࣄવෆՄ

Ͱ͋Γɼݕ͢Δඞཁͳ͍ͱ͑ߟΒΕΔɽΑΓෳࡶͳߏ

ͱͯ͠ɼߋʹෳͷ AS͕ෳͷτϯωϧʹΑͬͯԾ

త BGPϦϯΫΛܗͨ͠߹Ͱ͋ͬͯɼྗڠ ASʹΑ

ΔΫϥελʔͷΑ͏ͳߏ͕τϯωϧτϥϑΟοΫΛࣗ༝
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Ͱ͖ͳ͍ɽࣄ͢ΔݕͰ͖ΔͨΊɼޚ੍ʹ

Ή͠ΖԾత BGPϦϯΫͷຊ࣭తͳɼͨͩτϯ

ωϧΛ༻͍Δͱ͍͏؆୯ͳख๏ʹΑͬͯɼطଘͷηΩϡϦ

ςΟͰ͋Δ RPKIͳͲΛճආͯ͠ෆਖ਼ࠂΛ࣮ߦՄͰ͋

Δͱ͍͏Ͱ͋Δͱ͑ߟΒΕΔɽΑͬͯԾత BGPϦϯ

Ϋͷݕରͱͯ͠ɼෳ͗͢ࡶΔͷΛ͑ߟΔඞཁͳ

͍ͱ͍͏͜ͱ͕͔ΔɽಛʹҰຊͷτϯωϧʹΑΔԾత

BGPϦϯΫΛݕ͢Δ͜ͱ͕ॏཁͰ͋ΔɽຊڀݚͰݕ

ରͱͯ͠ൺֱత୯७ͳܗΛ·ͣఆ͠ɼஈ֊తʹݕ

ରͷൣғΛ͛Δ͜ͱΛ͑ߟΔɽ

4. ख๏ݕ

4.1 खॱͷఏҊݕ

4.1.1 ݅ɾൣғ

ͷԾతنରͱͯ͠ɼ৽ݕ BGPϦϯΫͷΈΛߟ

͑Δ͜ͱʹ͢ΔɽࡏݱͷΠϯλʔωοτʹ͓͍ͯطʹԾ

త BGPϦϯΫ͕ଘ͍ͯ͠ࡏΔՄੑेʹ͋Δ͕ɼߟ

͑ΒΕΔީิͷେͰ͋ΓɼͦͷશͯΛ͢ূݕΔࣄ

తͰͳ͍ɽԾత࣮ݱ BGPϦϯΫΛܗ͠ಘΔ 2ASͷ

ީิɼ؍ଌ͞ΕΔશͯͷܦ࿏ࠂͷ AS PATHʹؚ·Ε

Δɼશͯͷ࿈ଓͨ͠ 2ASͰ͋Δɽͦͯͦ͠ΕΒީิ͕Ͳ

ͷτϥϑΟοΫΛͲͷΑ͏ʹτϯωϧ͍ͯ͠Δ͔ݶఆͰ

͖ͳ͍ɽԾతϦϯΫ͕֎෦͔Βͯݟશ͘ͳ͘ػ͠

͍ͯΔঢ়گͰɼશʹ௨ৗͷϦϯΫͱಉ༷ʹѻΘΕɼ͜

ΕΛٙ͏ख͕͔Γ͕ଘ͠ࡏͳ͍ɽΑͬͯطଘͷԾతϦϯ

ΫΛݕ͢ΔͨΊʹɼཏతͳ͕ূݕඞཁͱͳͬͯ͠·

͏ɽͦ͜ͰݕରͷൣғΛ৽نϦϯΫʹݶఆ͢ΔࣄͰɼ

తͳൣғʹઃఆՄͰ͋Δɽ͜ΕΒީิΛ࣮ݱΛิީূݕ

AS PATHʹؚΉܦ࿏ࠂΛड͚औͬͨͱ͖ɼASϕετ

ύεͱͯ͠࠾༻͢ΔͷͷΈΛ͢ূݕΕྑ͍ɽͳͥͳΒ

ͲͷΑ͏ͳෆਖ਼ܦ࿏Ͱ͋ͬͯɼͦΕΛར༻͢Δ AS͕Ұ

ͭଘ͠ࡏͳ͚ΕඃΛड͚Δ ASવଘͣͤࡏɼ࣮

࣭తʹͳΜͷҙຯͨ࣋ͳ͘ͳΔ͔ΒͰ͋Δɽ

Ҏ্ͷΑ͏ͳಛੑΛ౿·͑ͯɼݕख๏ͷࣜܗͱͯ͠

֤ AS͕ड͚औͬͨܦ࿏ࠂʹର͠ɼͦΕͧΕ࣮͢ߦΔΑ

͏ͳͷͱ͢Δɽͦͷํ͕ͦΕͧΕͷঢ়گʹର͠ར༻͠

͍͢ͷͱͳΓɼదԠతʹݕՄͰ͋Δͱ͑ߟΒΕΔɽ

ʹ੩తʹݩ࿏τϥϑΟοΫσʔλΛܦଌ͞Εͨଟ͘ͷ؍

ղੳ͢Δख๏Ͱɼઌʹड़ͨΑ͏ʹཏతͳͷͱͳͬ

ͯ͠·͏ɽ

4.1.2 ۩ମతखॱ

τϯωϧͷݕʹɼ2ষͰհͨ͠ network flow wa-

termarking Λར༻͢Δɽ֤ AS ख๏ͱ͠ݕΔ͢ߦ࣮͕

ͯɼҎԼͷΑ͏ͳखॱΛ͑ߟΔ͜ͱ͕Ͱ͖Δɽ

( 1 ) AS৽نϦϯΫ mnΛؚΉܦ࿏Λड͚औΔɽ

( 2 ) ͜ΕΛϕετύεͱͯ͠࠾༻͢Δ߹ɼ͜ ͷϓϦϑΟο

ΫεѼʹwatermarkΛೖΕͨτϥϑΟοΫΛૹ৴͢Δɽ

( 3 ) ࣗΛ௨ա͢ΔରτϥϑΟοΫͷ watermarkΛ֬

ೝ͢Δʢwatermark self-checkʣɽ

( 4 ) mͱ nͷपล ASͱ͠ྗڠɼରτϥϑΟοΫͷ wa-

termarkΛ֬ೝ͢Δɽ

watermark self-checkͰɼ͕ࣗτϯωϧͱͯ͠ར༻

͞Εɼͦ ͷ্ͰԾతBGPϦϯΫ͕ܗ͞Ε͍ͯΔ͔Λ

ఆՄͰ͋Δɽ͜ͷஈ֊Ͱݕ͞ΕಘΔԾత BGPϦϯ

ΫओʹτϥϯδοτܕͰ͋Γɼ্ྲྀΛܦ༝͖ͯͨ͠ܦ࿏

ʹΒΕΔɽ͜ͷํ๏ෳτϯωϧ͑ߟओͳରͱ͕ࠂ

ΑΔԾతϦϯΫʹ༗ޮͰ͋Γɼ͕ࣗෆਖ਼ͳτϯωϧ

τϥϑΟοΫͷૹ৴ʹؾ͔ͳ͍͏ͪʹՃ୲͍ͯ͠ͳ͍͔

Λ֬ೝ͢ΔҰൠతͳํ๏ͱͳΔɽwatermark self-checkͰ

֤AS͕ଞͷASͱ͢ྗڠΔඞཁͳ͘ɼࣗ ͷ߹ʹΑͬ

ΔɽΑͬͯ͑ݴՄͳͨΊɼΑΓ൚༻తͰ͋Δͱ͕ূݕͯ

·ͣ self-checkΛ͍ߦɼͦͷޙଞͷ ASͱݕͯ͠ྗڠ

͢ΔΑ͏ͳखॱΛऔΔɽ

Δ͢ྗڠ ASͷީิͱͯ͠ɼm·ͨ nͷपล ASΛ

ΔɽԾత͑ߟ BGPϦϯΫͰ͋ΔͳΒྡ͢Δ ASͷ

͍ͣΕ͔τϯωϧ͞Ε͍ͯΔ͜ͱʹͳΔͨΊɼsibling AS

ʹΑΔԾత BGPϦϯΫͰͳ͍ݶΓɼશͯͷྡ ASͱ

͢Δ͜ͱ͕ՄͰ͋Δɽ͔͠͠ଟݕΔ͜ͱͰඞͣ͢ྗڠ

͘ͷ ASͱଓ͍ͯ͠Δ ASҰൠతͰ͋Γɼશͯͷྡ

ASͱ͢ྗڠΔʹେ͖ͳίετ͕ඞཁͱͳΔɽҰํͰ AS

ͷଓܗଶʹภΓ͕͋ΓɼϓϩόΠμͷϐΞٴͼΧ

ελϚʔͷͱൺͯগͳ͍ͨΊɼϓϩόΠμ ASͱ༏ઌ

తʹ͢ྗڠΔ͜ͱͰίετΛݮͰ͖ΔՄੑ͕͋Δɽ3.1

અͰड़ͨΑ͏ʹτϥϑΟοΫValley-freeʹै্ͬͯྲྀ

ΛྲྀΕ͘͢ɼϓϩόΠμͱͷ͕ྗڠॏཁͰ͋Δͱͨ͑ݴ

ΊɼॳΊϓϩόΠμଆͷ ASͱ͠ྗڠɼ࣍ʹϐΞɼΧε

λϚʔͱൣғΛ͍ͯ͛͘͜ͱͰίετΛ͑ͭͭݕՄ

ੑΛ্͍͛ͯ͘͜ͱ͕ՄͰ͋ΔɽҎ্ͷΑ͏ͳΈ

ʹΑͬͯஈ֊తͳݕ͕ՄͰ͋Γɼ֤ ASͷଓঢ়گ

ϦιʔεʹԠͯ͡ॊೈʹରԠՄͳͷͱͳΔɽίετͷ

۩ମతͳධՁ 4.2અͰٞ͢Δɽ

watermarkΛࣗͰ͢ূݕΔ߹Ͱ͋ͬͯଞͷ ASͱ

ݕΔ߹Ͱ͋ͬͯɼͲͷτϥϑΟοΫΛ͢ূݕͯ͠ྗڠ

ূରͱ͢Δ͔ॏཁͱͳΔɽISPʹେྔͷτϥϑΟο

Ϋ͕ྲྀΕ͍ͯΔͨΊɼͦͷશͯΛূݕରͱ͢Δࣄޮ

తͰͳ͍ɽ͜ͷରτϥϑΟοΫʹରͯ͠ɼஈ֊తͳ

ద༻Λ͑ߟΔ͜ͱ͕ՄͰ͋ΔɽҎԼͰ AS mʹଐ͢Δ

ΞυϨε͔ΒɼAS nʹଐ͢ΔΞυϨεͷτϥϑΟοΫΛ

ʢmɼnʣͱॻ͘ɽ·ͣҰຊͷτϯωϧʹΑΔԾత BGP

ϦϯΫͰɼτϯωϧτϥϑΟοΫʢmɼnʣ·ͨʢnɼ

mʣͰ͋ΔͨΊɼ͜ͷΑ͏ͳτϥϑΟοΫͷ watermarkΛ

ݕΕྑ͍ɽෳͷτϯωϧʹΑΔԾతϦϯΫΛ͢ূݕ

͍ͨ͠߹ɼ·ͣʢmɼ*ʣɼʢnɼ*ʣɼʢ*ɼmʣɼʢ*ɼnʣ͕

ީิͱͳΔɽͨͩ͠*ҙͷ AS൪߸Ͱ͋Δɽ͜ͷ֦ு

ʹΑͬͯm·ͨ nΛͱ͢Δτϯωϧ·ͰݕՄͱͳ

Δɽߋʹ sibling ASʹΑΔτϯωϧΛݕ͢ΔͨΊʹɼ
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ਤ 3 Ճ͢Δࢀݕ Tier2 AS ͕ Tier2 AS ͱ Tier3 AS ؒͷτϯ

ωϧ্ʹଘ͢ࡏΔ֬ʢTier2 AS ͔Β Tier3 AS ͷϕετ

ύεʣ

Fig. 3 Probability that Tier2 ASes that join the detection ex-

ist on the tunnel between Tier2 ASes and Tier3 ASes

(best paths from Tier2 ASes to Tier3 ASes).

ʢsmɼ*ʣɼʢsnɼ*ʣɼʢ*ɼsmʣɼʢ*ɼsnʣ·Ͱରͱ͢Δඞ

ཁ͕͋Δɽͨͩ͠ smٴͼ sn mٴͼ nͷ sibling ASͰ

͋Δɽ͜ͷΑ͏ʹূݕରτϥϑΟοΫʹ͍ͭͯɼঢ়گ

ʹԠ͡ஈ֊తͳద༻͕ՄͰ͋Δɽ

4.2 ੑʹؔ͢ΔධՁٴͼߟ

4.2.1 ߟͼٴʹ͍ͭͯͷධՁݕ

্ͷΑ͏ͳݕखॱʹΑͬͯͲͷఔԾత BGPϦϯ

Ϋ͕ݕՄͰ͋Δ͔͢ূݕΔඞཁ͕͋Δ͕ɼ͜Ε·Ͱͷ

ੳʹΑΓͦͷݕԾత BGPϦϯΫͷܗ ASͷ

ଓؔٴͼঢ়گʹΑͬͯ෯͘มΘΔͱ͑ߟΒΕΔɽͦ

͜ͰຊڀݚͰΑΓҰൠతͳٞΛͨ͏ߦΊʹɼ·ͣ AS

ͷଓ͔ؔΒτϯωϧ্ʹ AS͕ͲͷΑ͏ʹଘ͢ࡏΔ͔

Λ͠ূݕɼ͜Εʹ͍ͦͯͮجΕͧΕͷঢ়گʹ͓͚ΔԾత

ϦϯΫͷݕΛ͑ߟΔɽ

ҎԼͰASΛΧελϚʔͷʹΑͬͯྨ͠ɼจݙ [19]

ͱಉ༷ʹΧελϚʔͷ͕ 250ΑΓଟ͍ͷΛ Tier1ɼ25

ΑΓଟ͘ 250 ҎԼͷͷΛ Tier2ɼ1 Ҏ্ 25 ҎԼͷͷ

Λ Tier3ɼ0ͷʢ͢ͳΘͪΧελϚʔΛͨ࣋ͳ͍ʣͷΛ

Stub ͱݺͿɽ·ͨ Tier1 AS શͯݕखॱΛ࣮ߦՄ

Ͱ͋Δͱ͠ɼͦͷ্Ͱ Tier2Ϩϕϧͷ AS͕Ͳͷఔݕ

ݕ͕มԽ͢Δ͔ΛݕՃ͢Δ͔ʹΑͬͯͲͷఔࢀʹ

ূ͢ΔɽଌఆγϛϡϨʔγϣϯʹΑ͍ͬͯߦɼCAIDA

AS-relationship[20]ͷ 2019 7݄ͷσʔλΛ༻͍ͨɽ

ਤ 3 Tier2 ASͱ Tier3 AS͕ҰຊͷτϯωϧΛுͬ

ͨ߹ʹɼͦͷτϯωϧ্ʹݕखॱΛ࣮ߦՄͳ Tier2

AS͕Ͳͷఔͷׂ߹Ͱଘ͢ࡏΔ͔Λɼͦͷ Tier2 ASͷ

ͱτϯωϧͷ AS PATHͷ͞ຖʹࣔͨ͠ͷͰ͋Δɽ

ਤ 3͔Β AS PATH͕͍τϯωϧ΄Ͳݕ͕͍͜ߴ

ͱ͕Θ͔ΔɽಛʹAS PATH͕ 4Ҏ্ͷ߹ɼTier2 AS͕

Ұݕ͠ͳ͍ঢ়گɼ͢ͳΘͪ Tier1 ASͷΈ͕ݕ͢Δ

ঢ়گͰ͋ͬͯ 9ׂఔݕՄͰ͋Γɼ600ఔͷ Tier2

AS͕ݕʹࢀՃ͢Δ͜ͱͰɼ΄ͱΜͲݕՄͰ͋Δͱ

͍͏͜ͱ͕Θ͔Δɽτϯωϧͷ AS PATH͍΄Ͳτϯ

ωϧτϥϑΟοΫΛӡͿ ASଟ͘ͳΓɼ·ͨඃ AS

ΑΓ͍ RTTΛ͡ײ͘͢ͳΔͨΊɼ͍ AS PATHʹ

ΑΔτϯωϧͷݕ͕ 9ׂҎ্͋ΔࣄɼԾత BGP

ϦϯΫͷඃͷܰݮʹେ͖ͳҙຯΛͭ࣋ɽ

AS PATHͷ͕͘͞ͳΔͱݕԼ͕Γɼಛʹ

͞ 2ͷ߹ɼ͢ͳΘͪೋͭͷ AS͕Ұͭͷ ASΛհͯ͠τ

ϯωϧΛுΔ߹ɼݕେ͖͘Լ͕Δɽ͜Ε͜ͷτ

ϯωϧΛݕՄͳ AS͕ͦͷ ASҰͭͷΈͱͳΔ͔ΒͰ

͋Δɽ͜ͷΑ͏ͳ͍ʢAS PATH্ͷʣڑͰͷτϯω

ϧݕͮ͠Β͘ɼ࠷େͰ 7ׂఔͱͳΔɽ

Ҏ্ͰಘΒΕͨτϯωϧ্ͷ ASͷଘ֬ࡏ͔Βɼ༷ʑ

ͳܗɾঢ়گͷԾతϦϯΫʹରͯ͠ݕखॱ͕Ͳͷఔ༗

ޮͰ͋Δ͔Λٞ͢Δ͜ͱ͕Ͱ͖Δɽ

ྫ͑ Tier2 ASͱ Tier3 AS͕Ұຊͷτϯωϧͷ্Ͱ

ԾతτϥϯδοτΛܗ͠ɼ৽نͷϓϦϑΟοΫεΛෆ

ਖ਼ʹ͢ࠂΔ߹ɼͦͷݕͦͷ··ਤ 3Ͱ͑ߟΔ͜

ͱ͕Ͱ͖Δɽ৽نϓϦϑΟοΫεͦΕ·Ͱ͞ࠂΕ͍ͯ

ͳ͔ͬͨͨΊɼ͜ͷࠂඞͣ࠾༻͞ΕɼΑͬͯͦͷܦ࿏

ඞͣϕετύεͱͯ͠બ͞ΕΔɽΑͬͯ͜ͷܦ࿏Π

ϯλʔωοτશମʹඞͣ౸ୡ͠ɼશͯͷ AS͕ԾతϦϯ

Ϋͷ͕ূݕՄͰ͋Δɽ͜ΕΒ AS͕Ͳͷఔ watermark

self-checkΛ࣮͢ߦΔ͔ʹΑͬͯͲͷఔݕՄͰ͋Δ

͔ɼ·͞ʹਤ 3ͱରԠ͢Δͱ͑ݴΔɽ

ASಉ࢜ͷྗڠʹΑΔݕͷ߹Ͱ͋ͬͯɼ͜ ΕΒଘࡏ

֬Λج४ʹ͑ߟΔ͜ͱ͕Ͱ͖Δɽྫ͑࠷γϯϓϧͳ

ͱͯ͠ܗ sibling ASͳͲ͕ଘ͠ࡏͳ͍ɼTier2 ASͱ Tier3

ASؒͷҰຊͷτϯωϧ্ͷԾతϐΞϦϯάͷݕΛ

Λड͚औͬࠂ࿏ܦ͢ΔͨΊʹෆਖ਼ݕΔɽ͜ΕΛ͑ߟ

ͨ AS͕ɼτϯωϧ্ͷ ASͱͯ͠ྗڠ watermarkͷূݕ

Λ͏ߦඞཁ͕͋ΔɽΑ࣮ͬͯࡍʹͲͷఔྗڠՄͳ AS

͕τϯωϧ্ʹଘ͢ࡏΔ͔͕ͦͷݕΛܾఆ͠ɼ͜Ε

·͞ʹਤ 3Ͱࣔ͞ΕΔͷͱͳΔɽ

Ծత BGPϦϯΫ͕ෳຊͷτϯωϧͷ্ʹܗ͞Ε

͍ͯͨ߹ɼݕҰຊͷτϯωϧʹ͓͚Δଘ֬ࡏΛ

߹ͯ͑͠ߟΕྑ͍ɽྫ͑ೋຊͷτϯωϧʹΑͬͯܗ

͞ΕΔԾత BGPϦϯΫʹ͍ͭͯɼͦΕͧΕͷτϯ

ωϧͷݕΛ r1ɼr2 ͱ͢Ε 1− (1− r1)(1− r2)ͱͳ

Δɽ࣮ͨͩ͠ࡍʹೋͭͷτϯωϧಠཱͱΈͳͤΔͱ

ΒΕΔɽೋ͑ߟมԽ͢ΔͱݕΒͳ͍ͨΊɼͦͷݶ

ͭͷτϯωϧ͋ΔASΛதܧͱ͓ͯ͠Γɼͦ ͷASͷप

ลAS͕྆ํͷτϯωϧʹڞ௨ؚͯ͠·ΕΔՄੑ͕͋Δɽ

4.2.2 ɾܰྔੑͷධՁੑݱ࣮

ຊݕख๏ͰͦΕͧΕͷ AS ͕৽نϦϯΫΛԾత
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ਤ 4 ྡ AS ͷ͝ͱʹྨ͞Εͨ Tier2 AS ͷ

Fig. 4 Histograms of Tier2 ASes classified by the number of

their neighbor ASes.

BGPϦϯΫͷީิͱͯ͠ݕखॱΛ࣮͢ߦΔɽͦͯ͠ݕ

Λ্͛ΔͨΊʹΑΓଟ͘ͷ AS͕͠ྗڠɼΑΓ͍

ൣғͰ network flow watermarkingΛ࣮͢ߦΔඞཁ͕͋Δ

ͨΊɼ͜Ε͕Ͳͷఔͷ࣮ੑݱΛ͔ͭ࣋ɼٴͼΑΓܰྔʹ

ΔͨΊͷख๏ʹ͍ͭͯٞ͢Δඞཁ͕͋Δɽ͢ݱ࣮

·ͣ network flow watermarkingʢNFWʣࣗମͷੑ࣭ʹ

ख๏ͰݕΔɽຊ͑ߟ͍ͯͭ ASϕετύεͱͯ͠࠾

༻͢Δܦ࿏ʹର͠ɼ௨ৗͷτϥϑΟοΫʹ watermarkΛೖ

ΕࠐΜͰݕΛͨ͏ߦΊɼASؒͷ௨৴ؒ࣌ඞཁύέο

τʹͳΒͳ͍ɽจݙ [13]Ͱ NFWͷ֤ํ๏ͷܭ

௨ͷΈͷதͰͷదͳڞඞཁϦιʔεͳͲͷɼྔࢉ

ൺֱ͕ෆेͰ͋Δͱ͍͏ࢦఠ͋Δ͕ɼඞཁύέοτ

 1500ҎԼͷͷ͕ଟ͘ɼܰྔͳͷͰඦఔͷख

๏͋ΔɽNFWͰҰൠʹૹ৴ऀͱΤϯίʔμ͕ಉҰͰ

͋Δඞཁͳ͍͕ɼຊݕख๏Ͱૹ৴ AS͕ watermark

ΛΤϯίʔυ͢ΔɽΑͬͯૹ৴ ASࣄલʹΤϯίʔυ͠

͓͖ͯɼࣗͷλΠϛϯάͰ͜ΕΛૹ৴͢Εྑ͍ͨΊɼ

Τϯίʔυؒ࣌ʹͳΒͳ͍ɽ·ͨຊख๏Ͱτϯω

ϧͷதܧ AS͕͜ΕΛσίʔυ͢Δ͕ɼ͜ΕࣗମϦΞϧ

λΠϜͰ͋Δඞཁͳ͍ɽதܧ AS௨աͨ͠ύέοτͷ

ใʢύέοτͷ௨աִؒͳͲʣΛه͓͖ͯ͠ɼ͋ͱͰ

͜ΕΛղੳ͢Εྑ͍ɽΑͬͯσίʔυؒ࣌ͱͳΒ

ͳ͍ɽ

ಘΔ͠ߦखॱΛ࣮ݕʹ࣍ ASͷʹ͍ͭͯ͑ߟΔɽ͋

Δ ASͱྡ͢Δ ASΛͦͷଓܗଶ͝ͱʹྨ͠ɼͲͷ

ఔͷ AS͕ݕʹࢀՃ͢Δ͖͔Λٞ͢Δɽਤ 4લ

અͰ༻ͨ͠ͷͱಉ༷ͷσʔληοτʹ͓͍ͯɼTier2

ASΛͦͷϓϩόΠμɼϐΞɼΧελϚʔٴͼϓϩόΠμ

ͷϓϩόΠμͷ͝ͱʹྨͨ͠දͰ͋Δɽਤ͔

Β 9ׂҎ্ͷ Tier2 AS 10ະຬͷϓϩόΠμ ASͱ͔͠

ଓ͍ͯ͠ͳ͍͜ͱ͕Θ͔ΔɽҰํͰϐΞʹؔͯ͠ɼ4

ׂఔͷ Tier2 AS 10ະຬͷϐΞͱ͔͠ଓ͍ͯ͠ͳ͍

͕ɼ2.5ׂఔ 100Ҏ্ͷϐΞͱଓ͍ͯ͠Δ͜ͱ͕Θ

͔ΔɽΧελϚʔʹ͍ͭͯɼ20ະຬͷΧελϚʔͱ͠

͔ଓ͠ͳ͍ Tier2 AS΄ͱΜͲͳ͘ɼൺֱతଟ͘ͷΧ

ελϚʔΛ͕͋ͭ࣋Γɼ100Ҏ্ͷΧελϚʔΛͭ࣋

ͷ 2ׂఔଘ͢ࡏΔ͜ͱ͕Θ͔Δɽ͜ͷΑ͏ʹ Tier2

ASϓϩόΠμ ASΑΓϐΞ ASٴͼΧελϚʔ ASͱ

ଟ͘ଓ͍ͯ͠Δ͜ͱ͕Θ͔Δɽ

Ҏ্ͷ݁Ռ͔ΒݕࢀՃ͢Δ ASͷൣғΛݶఆ͠ɼΑΓ

ޮతͳݕ͕ՄͰ͋Δɽ͜Ε·Ͱٞͨ͠Α͏ʹ؆୯

ͳԾత BGPϦϯΫͷݕʹ͓͍ͯϓϩόΠμ ASͷ

ରʹରͯ͠ݕՃ͕ॏཁͰ͋ΔͨΊɼ͜ͷΑ͏ͳࢀݕ

ൺֱతগͳ͍ ASͱͷྗڠͰेͰ͋Δ͜ͱ͕Θ͔Δɽ

Ұͭͷʹ࣍ AS͕ͲͷఔݕखॱΛ࣮͢ߦΔඞཁ͕͋

Δ͔ʹ͍ͭͯ͑ߟΔɽূݕϦϯΫͷީิͱͯ͠શͯͷطଘ

ϦϯΫΛ͑ߟΔ߹ɼຊੳͰ༻ͨ͠σʔληοτͰ

Stub ASҎ֎ͷAS 10000ఔ͋ΔͨΊɼඇ Stub ASಉ

ͦͷީิͯ͑ߟͷϦϯΫΛ࢜ 10000C2 = 5 × 107 ͱ

ͳΔɽຊख๏Ͱ৽نϦϯΫͷΈΛ͓ͯ͑ߟΓɼIsolario

Project[21], [22]ʹΑΔͱ 1ʹ؍ଌ͞ΕΔ৽نϦϯΫ

200ఔͰ͋ΔɽASಉ࢜ͷྗڠʹ্͓͍ͯͰࣔͨ͠Α

͏ʹɼϓϩόΠμଆͱͷΈͳΒͦͷ࠷େͰ 10ఔͰ

͋Δɽ

ՄͰ͋Γɼwatermarkߦखॱฒྻ࣮ݕʹࡍ࣮ͨ·

ΛೖΕͨҰ࿈ͷτϥϑΟοΫʹର͠ɼ͜ΕΛࣗͱશͯͷ

AS͕֬ೝ͢Εྑ͍ɽ͢ͳΘͪྗڠ 10ఔͷASͱྗڠ

͢Δͱͯ͠ɼwatermarkΛઃఆͨ͠Ұ࿈ͷτϥϑΟοΫΛ

ૹ৴͠ɼ͜ΕΛࣗͰ͠ূݕɼྗڠ AS͢ূݕΕྑ͍ɽ

Մߦ࣮ʹ࣌ϦϯΫʹରͯ͠ಉنखॱෳͷ৽ݕͨ·

Ͱ͋Δɽ

ଟ͘ͷʹ࣍ AS͕ݕखॱΛ࣮ͨ͠ߦ߹ͷɼ৽نϦϯ

Ϋपลͷෛՙʹ͍ͭͯ͑ߟΔɽݕखॱΛ࣮͢ߦΔ͜ͱͰ

watermarkͷೖͬͨূݕτϥϑΟοΫ͕ൃੜ͢ΔͨΊɼଟ

͘ͷ AS͕ಉݕʹ࣌खॱΛ࣮͢ߦΔͱɼͦͷѼઌ ASͱ

ٵ࿏͕ܦΑͬͯʹࠂ࿏ܦͷن࿏Ͱෛՙ্͕ঢ͢Δɽ৽ܦ

ڍΕτϥϑΟοΫྔ͕૿Ճ͢Δ͜ͱࣗମຊདྷͷ·ࠐ͍

ಈͰ͋ΔͨΊɼଟগͷෛՙͷ্ঢࣗવͳྖҬͰ͋ΔͱΈ

ͳͤΔ͕ɼಉ࣌ଟൃతͳݕखॱͷ࣮͕ͨͬ͋ߦ߹ͦ

ΕΛ͑ΔෛՙͱͳΓಘΔɽΑͬͯෛՙΛܰ͢ݮΔͨΊʹ

ɼݕखॱΛ࣮͢ߦΔλΠϛϯά͕ूத͠ͳ͍Α͏ʹ͢

Δ͔ɼ࣮͢ߦΔ ASͷΛݮΒ͢͜ͱ͕͑ߟΒΕΔɽ

τϥϯδοτܕͷෆਖ਼ܦ࿏ࠂͷ߹ɼଟ͘ͷ AS্͕

ྲྀΛܦ༝ͯ͜͠ΕΛड͚औΓϕετύεͱͯ͠࠾༻͢ΔՄ

ੑ͕͋ΔɽͦͷΑ͏ͳड͚औΓํΛ͢Δ ASɼෆਖ਼ܦ

࿏ͷ AS PATH͕ൺֱత͘ͳΔΑ͏ͳड͚औΓํΛ͢Δ

ASඞͣ͠ݕखॱΛ࣮͢ߦΔඞཁͳ͍ɽՄͳݶ

ΓASؒͷྗڠͷඞཁͳ ʢ͘watermark self-checkͰʣݕ

͍ͨ͠߹ɼଟ͘ͷ AS͕ watermarkΛೖΕͨτϥϑΟο

ΫΛૹ৴͢Δඞཁ͕͋Δ͕ɼASؒͷྗڠΛेೝΊΔ্

ͰͦͷΑ͏ͳ ASͷ͕ଟ͍ඞཁͳ͍ɽྫ͑ AS

Tier1ܦ༝ͰԼ͖ͬͯͨࠂʹରͯ͠ݕखॱΛ࣮͠ߦ
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ͳ͍ͱ͢Δ͜ͱ͕Ͱ͖Δɽ͋Δ͍ຊݕखॱͷஈ֊తͳ

ੑ࣭͔ΒɼܰྔͳखॱͷΈΛ࣮͢ߦΔͱ͍͏͜ͱՄͰ

͋ΔɽҰํͰͷ্ྲྀ·ͨԼྲྀͷ ASɼશͯͷݕ

खॱΛ࣮͢ߦΔ͜ͱ͕·͍͠ͱ͑ݴΔɽ͜ͷΑ͏ʹ

ͷ্ྲྀ·ͨԼྲྀͷAS͕ेʹݕखॱΛ࣮͢ߦΔ߹ɼ

ͦͷਤ 4Ͱࣔ͞ΕΔΑ͏ͳൣғʹݶఆ͞ΕΔɽݕख

ॱʹ͓͚Δྗڠ ASͷʹ͍ͭͯͷٞͱಉ༷ʹɼҰຊͷ

τϯωϧͷ߹ͰϓϩόΠμଆ AS͕ݕखॱʹࢀՃ͢

ΕेͰ͋ΓɼͦͷϐΞଆ·ͨΧελϚʔଆͱൺ

ͯेݶఆతͰ͋ΔɽΑͬͯͦͷΑ͏ͳԾతϦϯΫͷ

Ͱෛՙे͑ΒΕΔɽݕ

5. ͓ΘΓʹ

ຊจͰ RPKIͳͲͷٕज़ʹΑ͙ͬͯ͜ͱͷͰ͖

ͳ͍ BGP্ͷͱͯ͠Ծత BGPϦϯΫΛऔΓ্͛ɼ

͜ΕΛͦͷಛʹΑͬͯྨ͠ɼ͜Ε·Ͱ͕ٞෆेͰ

༷͋ͬͨʑͳੑ࣭ʹ͍ͭͯੳͨ͠ɽԾత BGPϦϯΫ

༷ʑͳܗɾঢ়گͰ࣮ݱՄͰ͋ΓɼͦͷӨൣڹғಈػɼ

ΕΒੳ͜ʹߋՄੑ༷ʑͰ͋Δ͜ͱ͕Θ͔ͬͨɽݕ

ɾܰྔੑੑݱ࣮ݕɼͦͷ͑ߟख๏Λݕ͍ͯͮجʹ

ʹ͍ͭͯධՁٴͼߟΛ༩͑ͨɽຊख๏ஈ֊తʹͦͷݕ

ൣғΛ͛Δ͜ͱ͕ՄͰ͋Γɼॊೈͳӡ༻͕Մͱͳ

ΔɽӨൣڹғ͕େ͖͍Ծత BGPϦϯΫΑΓݕ͠

͘͢ɼASಉ࢜ͷྗڠͳ͠ʹݕՄͳͷ͋Δ͜ͱ͕

Θ͔ͬͨɽ·ͨൺֱత୯७ͳܗଶͷݕ͕ॏཁͰ͋Γɼ্

ྲྀ ASͷݕࢀՃ͕ॏཁͰ͋Δ͜ͱΛࣔͨ͠ɽෳࡶͳܗଶ

ͷԾతϦϯΫΑΓݕͮ͠Β͍ͷͱͳΔ͕ɼͲͷΑ

Δ͖͔ʹ͍ͭͯࣔͨ͠ɽ͛ൣғΛݕʹ͏
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