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Ransomware Using Decoy Files

Abstract: Ransomware has become a major threat in recent years. According to the IPA’s “10 Major
Security Threats” , the ransomware threat has been ranked from 2016 to 2021. This indicates that ran-
somware has been recognized as a major threat. Even under these circumstances, there are cases where
patches cannot be adapted and backups cannot be made frequently for various reasons. In such a case, it
is very difficult to take effective countermeasures against ransomware. Therefore, in this study, we focused
on file operation of ransomware. We implement a system that detects encryption and protects files by using
decoy files, and identifies and stops ransomware from manipulating files. In addition, we run and evaluate

A Study on Detection and Process Identification of Encrypting

several ransomware and benign software to confirm the effectiveness of our system.
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Fig. 1 Image of the proposed system
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Fig. 2 Relevance of the program
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Fig. 4 The main loop of the monitoring program
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Fig. 6 Image of a process analysis program
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4.4 Process Monitor

Process Monitor (& Microsoft 2342t 3 % Windows D
EEIREEAMTR 5 Y — N TH % [13]. Process Monitor
WX 7 4 VRIERED D D, 2% AV TRERIFHRZ B
BLTWS., AYRATLTIE, 77A4LV7 71X IEHROE
BICIEH $ % 72, Show File System Activity ZB%1t
L, Operation is WriteFile Include, Operation is ReadFile
Include 27 4 VR LTHAL TS, $RHUST 214
#%, Process Name, PID, Operation, Path @ 4 -DIZHIJE
LTW53.

5. IREE

ARETIE, BB R T LOEMELMHRT 272012 14 18
DB LY 27 BRI TEIEX R, BE - BE -
FEIEOAARRZMEAET 5. £z, RS ZAT AIIIEEARE
RRTGR—BPERFET D, Lo THAETIZEFER]
HEZZ T X —Z DN, 2T LDEMEICTEL b %%
TR EELEYE, TOHELHRTE. THLWKRES
02zs Ao THRAIXh et 2 2lHIICK T 283
ZEDBEND, WL oD TR TS AREHEXBRIET 3.

BEY R T LADMAEICMZ, GitHub L TRABXH TV
% R-Locker[7] ZEIfEX ¥, 14FDT Y H LT = 7ITHL
TOREMERIHERL, KT 5.

5.1 #REERIR

ARG TS E 2 7 v Ay = 7O E Ny &2
H2R 1ITRT. BELICEHT 2 a2 a—XORER
R21IRTEBHITHS. SEIOMFETIET A 774
NERETLE 70X LUITTRER7 + VX R %
KIDMDICRET 5. B 7+ L XDAHNF E LT
5H, Z4UZ Unicode JHIZZ # VX « 7 7 A LEHIR LT
BRUCHIDICESE XN E £ 52T 2720 THE. 7a47>
AND 7 7 A4 NH1E!100000decoyfilename.txt, 1100001de-
coyfilename.txt, 1100002decoyfilename.txt ... & LT\ 3.
F72, —HDF ¥ LY = 713 Net Framework 3.5 (2.0 8
FU3.0%280) 2AEL LTWVWA7®, "'Windows DISEE
DEMMELE 73 »oHEMT L.

5.2 WRELAE

AT RF L%S A O Windows 10 _ETEEX Y, 14
DIV LUz T7EZNEN1DTOFEITL, R AT L
WK BENEZIL DR AR 2GRS 5. F, KRR T LD
EBRNMECELS M ET B RIXA—RTHBTaA{ 77 41D
FA ZDWRER 4 ITRT LI KEE L 2D
XU CENEEILO R R 2R T 5. 734 7 7 A LON
L, 5.3 MO TAHFERDIERD OFRET 5. £ 4 TIEEM
1~5 FTEHARL TWBEH, FEONRTTaAf 774 1%
N= KUY EAWTERLESGSEZ TENEE T, 4



BIRUEF MRS
IPSJ SIG Technical Report

R 1 HWEONY > 2fE
Table 1 hash value

TEEE Ny ¥ afl

Cerber 8b6bc16fd137c09a08b02bbelbb7d670
Clop a04eb443870896fbe9a0b6468c4844f7
Dharma ba67dd5ab7d6061704f2903573cec303
GandCrab 49eb4afe5b817ed56eact504¢80106d1
Jigsaw 2773e3dc59472296¢cb0024ba7715a64e
Katyusha 7t87db33980c0099739de40d1b 725500
Keypass 6999¢944d1c98b2739d015448c99a291
Lockbit a7637dfb6b9408fe020d9333d0ade6dc
Phobos eb9ffeaf7acb0c326e452fa30bb71a36
TeslaCrypt | 209a288c68207d57e0ce6e60ebf60729
Thanos be60e389a0108b2871dff12dfbb542ac
Vipasana 2aea3b217e6a3d08ef684594192cafc8
Wannacry 84c82835a5d21bbcf75a61706d8ab549
Zerolocker bd0a3c308a6d3372817a474b7c653097

® 2 MEERE
Table 2 Verification environment
KX b 7R b
OS Ubuntu 18.0.4LTS Windows 10 home
CPU | Intel® Core™ i5-9400 | {RAH7wmt v 8
RAM 16GiB 8GiB
Strage 256GiB 100GiB

£ 3 Bz X
Table 3 Folders to monitor

FR)L | XA
C:\Users\ % USERNAME%)\Desktop\!\
C:\Users\ %USERNAME%\Downloads\!\
C:\Users\ % USERNAME%\Favorites\!\
C:\Users\%USERNAME%\OneDrive\!\
C:\Users\ % USERNAME%\Pictures\!\
C:\Users\ % USERNAME%\Documents\!\
C:\Users\%USERNAME%\Videos\!\
C:\Users\ % USERNAME%\Public\!\
C:\Windows\!\

C:\Users\!\

C:\Program Files\!\

C:\Program Files (x86)\!\

C:\\

Q[N || |W (N[~ |O

Ju—
[en]

—_
[

—_
[\

2, S 3, &4, S&F5 & LT 10 D H7g 5 50
DY EWEERITS. S5, SEORMET 0 I 625 4
LY = THEHOTORWIRETEIEX ¥, FRBRAIREIED
ZIEDEEZ S0 HEEE T 5. MERCHEHAT2RET v
7 L1& Cristal Disk Mark, OneDrive, Windows Diffender
TNV A% v ¥, Windows 10 K Z 4 7H#1L, 7Zip TH 3.

5.3 FlERER
AEITIE, 1 7ANKDTDDT 7 4 VENRZRET
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R4 1I7AVEDIHDT 7 A E
Table 4 Number of files per folder

P AR M1 2 M 3 a4 | &5
1 KiB 0 0 0 0 0
9 MiB 100 80 50 40 0
10 MiB 0 0 0 0 0
65 MiB 0 18 0 9 0
260 MiB 0 2 0 1 0
2 KiB 9900 9900 9950 9950 | 10000
oy 10000 10000 10000 10000 | 10000
WAR  092GiB  2.43GiB  0.47GiB  1.23GiB  20MiB
£ 5 BEEHIRO7 74P 4 X
Table 5 File size to be encrypted
A PUE S Iy
Cerber 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
Clop 1 KiB, 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
Dharma 1 KiB, 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB

GandCrab 1 KiB, 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
Jigsaw 2 KiB, 9 MiB

Katyusha 1 KiB, 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
Keypass 1 KiB, 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
Lockbit 1 KiB, 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
Phobos 1 KiB, 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
TeslaCrypt | 2 KiB, 9 MiB, 10 MiB, 65 MiB
Thanos 2 KiB, 9 MiB, 10 MiB, 65 MiB
Vipasana 1 KiB, 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
Wannacry 2 KiB, 9 MiB, 10 MiB, 65 MiB, 260 MiB
Zerolocker 2 KiB, 9 MiB, 10 MiB
xR 6 FMHROER
Table 6 Definition of results
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Table 7 Results from No.1 to No.5
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Table 8 Results from No.1’ to No.5’
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Table 9 Results of false positives
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Table 10 Resources used before detection (maximum value)

CPU fif=R
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Table 11 Resources used after detection (maximum value)

AT PN CPU % | XV =
BERT 4 25.7 % 29.8 MB
Process Monitor 16.8 % 7.9MB
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Table 12 Resources used by R-Locker (maximum value)
RAE CPU fEH=® | X €V {EHE
AR 54.8% 73.8 MB
SIS 64.2 % 87.6MB

5.5 R-Locker D#&EHR
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