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Abstract: In recent years, IoT malware has been increasing along with the widespread use of IoT devices.
Analyzing the behavior of malware is one of the most important topics. In particular, we focused on elu-
cidating the analysis evasion process of malware. The Arm architecture used in IoT devices has different
characteristics from the x86 architecture used in general computers. However, most of the existing researches
dealing with analysis evasion process target the x86 architecture. Therefore, it is necessary to study the
analysis evasion process for malware targeting the Arm architecture. The virtual machine detection is one
of the analysis evasion processes discovered so far. In this paper, we propose a new method for detecting
virtual machines. The method focuses on the difference in clock resolution between real and virtual machines,
and targets the Raspberry Pi as a typical machine that uses the Arm architecture. We have implemented
a virtual machine detection program based on the proposed method and confirmed its effectiveness through
experimental results.
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1: timestamps + |]

2: for i =0,---,9,999,999 do

3:  timestampsli] = clock_gettime()

4: end for

5: diffs + [

6: OFFSET <« 5,000,000

7. for i = 0,---,999,999 do

8:  diffs[i] = timestamps[i+1+OFFSET]—timestamps[i+
OFFSET)

9: end for

10: return diffs
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1: finished < false

2: timestamps < [|

3: diffFreq < {}

4: repeat

5: for i =0,---,10 do

6: timestamps[i| = clock_gettime()

7:  end for

8: fori=0,---,9do

9: diff = timestamps[i + 1] — timestamps][i]
10: diffFreq|diff] = diffFreq|diff] + 1
11:  end for

12: if the most frequent interval can be determined to be one

then

13: finished < true
14: end if

15: until not finished

16: max < 0

17: for iter of diffFreq do

18:  sum < dif fFreq(iter] + dif f Freq[iter + 1]

19: if sum > max then

20: mar = sum

21: resolution = dif f Freqliter + 1] — dif f Freg[iter]
22: end if

23: end for

24: return resolution
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