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Fingerprinting Attack for plural Webpages accesses on Tor

by using similarity of Webpages
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Abstract: Tor is a low-latency anonymity network. Tor will hide IP address when communicating so that
the destination server will not be discovered. On the other hand, Website Fingerprinting attack that pose
security threats to the Tor network. In the past, the attack method was aimed at the situation where the
user only visited one website. When visiting multiple websites at the same time, then Website Fingerprinting
Unable to Decision the website succesfuly. In this paper, we try to find the factors that affect accuracy
while user visiting multiple websites at the same time.
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o EZEDHRYIDNT v N ERBEDNT Yy hENTN 15
i H OELXIRFE (Fingerprint] (3 2 i)

o BERD/NT v b DRAZHH] (Fingerprint] 13 1 {#)
EXED 220Ny b2 120fME LT, T5IT%
D ERAFDIHNT K0, il ~ O K32 A5 DIl 2 % Gt
H U725 D (Fingerprint] (3 9 {#)

EZEDNATY NORHIEBED STy FEDODS L
DEAENNT Y FOE, RO RED/ST Y 10 D
D BDXRAE/NT Y b DO (Fingerprint | 13 4 )

6. EBER

ARETIZ, EROMREZRT. FIRIZHEED Web _—
UNT IR AT BN, NI T4 v IHhDOEEERET ST
DIZHIHRIZAAS U7z 24 @D [Fingerprint] % & LT
k-NN 7L 3Y) AL THAEUSHEZRET 5 FEL2ETT
5. F 7z, zero time separate ¥ negative time separate D
ZBITBEmML MR ERT.

HHOREX 2 FifEN ®H 5. Decision & Find TH 5.

e Decision: I XRTDTF—RIZEWTHEHDOEIKZFHH
THZeThD. IELMRETHEEITX X 1127
5. —H, miEDERETHL, X, 30X khd. T
R DED Ty M, EZEDIETIT & > TR
5.1k, N7y hNOIEMTHD. nldT —XEET
5. RA(1) O@EDIZEHET L, FREFIXR3IIHS.
FEHLE LT, Web R—T D Web ¥ b IZ[ARX, Web
R—=UD Web ¥ MIRBRDZREDEMENEDLD L,
[Find] O#ERIZIINTHS. ERIZE B &, HHD
AT T 7« v 7 ORGP RN & 2R,

P:%E:& (2)
i=1

FERIERAITRL TS, HHOE#HIEI N 71 v 2
DFERIZBIFRA 2.
e Find: 24 fl® [Fignerprint] % FFH$ 5 k-NN jkiz
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& 3 Web ¥ h& Web R—YNREIZL S [Decision] DFFER

Table 3 Decision’s Probability of verious Website or content.

positive  zero
HY A b, NAEEEL | 99.0% 99.0%  99.0%
BY A b, BRAR 99.0 %  99.0%  99.0%
YA b, WAL | 99.0% 99.0%  99.0%

negative

&4 Web ¥ & Web X—=YNAFIZLD [Find| DREE (TP)
Table 4 Find’s (TP) of verious Website or content.

Z€ero negative
FYA b, AEEEL | 49.3%  70.9%
By A N, BRAR 72.9% 84.3%
BY A b, AAELL | 456.3%  68.4%

®5 Web #1 h& Web X—YNAEIZELS [Find] Ok EHR
(FP+FN)
Table 5 Find’s (FP+FN) of verious Website or content.

Z€ero negative
FY4 b, AREL | 204% 1.6%
B2Y b, BN 27.5%  2.5%
BY A b, ABELL | 23.0%  4.6%

L AEHONERRET S22 THS. BHEZELL
FiEd oy, 2, 13112x5%. —J, RERERoGs
V2, Z; 1% 01272 5. TP(True positive) %3159 2 &
E, Y X FIZ0 IS, EREEX4ITRT.

1
P=;Z;&+K (3)
FP + FN(False positive 7D False negative) (&, $iH
DRENRDIZRBZ L %2RT. BEHOAMBEZIEL S
B 20, Y, i3 1i2s. KT sE, Y, 13012
%%, FP + FN %G1 $ 51, Z; 13—FI2 0127225,
EHRIIRSITRLTWS.

7. EE

W6 EDEBRARIZL S L, FFHIER Web R—U A
T 7 AT BIGEIT, Web R— Y DFTE Web Y1 b D2
BiIzkD, BHORKRERIIBIAHEN DL LMo T-.
WD Web R—=UMEL Web ¥4 MZFFET 5 & &, 5
HORERIX 49.3%127 5. —F, 2 DD Web R—Y Dk
JE Web ¥ DR 2GE5DBHORERIE, 729%TH
5. Web ¥ MDA UITEER, HAZRHCBIH QR R
I, SVBENEEZ b ok, ZOREOHEBIZS
Mo, I T, TORKEEZESFT 27201 HER %
Torz. WHEEEDN, Web R—YDHNE & FrE Web Y
1 hEWS 20D%M42EL TEEHORERMET I 5E
RAbh o7z, K6 ITZDOHKETHS. Web 1 b AER
BIFIZNAEDRPUT VD L, EHORELRIX 45.3%ThH 5,
Web ¥ b AR D, NEIEIT VBRI L IZIEF UkEHE
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&6 Web ¥ h& Web R—YNAIZL S [Find] ORER (TP)
Table 6 (TP)verious Website or content.

[l Web %1 b 5 Web ¥ b 5 Web %1 b
N EEADL LAY AP [A N
¥E | 49.3% 72.9% 45.3%

xR 7 BRI XD Web R— Y DREEED LML
Table 7 Probability(TR) of verious location distance

HA TAVH  HEE
K | 49.98%  48.3% 16.3%

R8 Tor7ov¥DN—YaviZkaEHOKER (TR)

Table 8 Probability(TR) of use verious browser’ version.

8.0.9(test)  9.4.10(test)  10.0.8(test)
8.0.9(train) | 99.0% 67.1% 66.6%
9.4.10(train) | 48.2% 99.0% 38.0%
10.0.8(train) | 68.8% 68.7% 99.0%

Lotz o T, BiHDREIX Web ¥ MK A
{, Web R—=YDOHNELTBEILDbMo7.

REFHD Web ' — NDEDGE D BEDHREH DR ERZ
KTHRLUTWD., KX TlE, Web ¥ — NOFFTEEIZ &
D, FRHZEID Web R—=IU AT I AT BGEHIZ, T2
AU Web R—VDRFEREZRT D2EREIT o 72,
ENXHA, KEH, HETHE. #FHRELUT, HHORER
DERHBVDIREETH Y, 16.3%I1245. HAET A
J1 DFERETNFNITIE 49.98% & 48.3%I127 0, 1FIXIH U
Thd. EICLVREORECIZBII 2 ENHLLEX
SNBDY, FERRIZIE, HEUZ Tor / — NiZ 8000 &dH b, it
RogHRicg s iEnTns. B2, IRV —Req s
Vv M/ =R, BIZEEINSGZ D5, Web X—TD
FRERIIENED, 1 7YY M) —F»h5S Web —F
TOHIZHEINEG LEZONS.

TBB(Tor 77 U HDN—= 3 V) IZ k2 REROLL%
BETDLERIZONWT, X7y bFy TF ¥ —IZBWTH
U7 Tor 799D N=Va i, Blis—2e35
Ny Nexy TF ¥y —F 5L Tor 77 0¥
DN—=VavEeFUIZRs. £72, BRB5E1C, HEOD
Web R—=YANT X AF B, 772AUM Web =
DR ERZFNTz, FERIFERS X IITRLTWS, X8
1%, TIdentiry] @ TP (True Positive) DfERTH B, —4H,
Mdentiry] @ TP (True Positive) DFERIZDWNWTHEK 9 IZ
ARLUTWDS, EBROEBIZEWTHHAZI N Tor 7709
WZEFNTENI3 D2DONN—=Yarhdhb. 10.0.8, 9.4.10, 8.0.9
Thd. FREIRESHE, 809 N=YarydD Tor 777
FIZEOF Y T F vy —ULT—X2HEHT—X LT 5H,
Web _—® [Decision] 12 & 2RED KKK (FN+FP)
WREEICHN D, #E, Tor 77 781X 8.0.9 Bk, #HL
Wil MBI Nz B X 5 N5.
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£9 Tor77UHON—Ya iZk3EHORKER (FN+FP)
Table 9 Probability(FP+FN) of use verious browser’ version.

8.0.9(test)  9.4.10(test)  10.0.8(test)
8.0.9(train) 54.6% 55.3% 91.9%
9.4.10(train) | 20.1% 21.3% 25.6%
10.0.8(train) | 23.6% 25.4% 50.6%

8. BHYWIC

SEOFEBIZ L > T, FARFIZEED Web R—=I~NT 2
Y AT BGEIL, Fv N NT—=—02FDNT T4 v I EETNT
NIZHET S Web R=JIZ&>THELTWVWEHDEEH
RREOMEETo7. I5I17, BHORKRTERE LRSS
B ZBHEKIZDOWT, Web %1 b, Web R—=YDHNE, 1
TV b= R EEF Y — N IZFE ORI 20 BHEE, X
S5IZTor 799D N—=VarD42056Rx07E. Ly
U, WEKE L LT 70 %& 80 %FEEDEIRITRE W& 1%
SRRV, Xlkh, HEHOREHEZ ERIE220, &
DEFZLTIEEZHERTILEND L. ZHIXSHOBEE
ER
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