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Abstract: In this paper, we propose a countermeasure against deep learning-based cloning attacks on Phys-
ically Unclonable Function (PUF) by adding intentional errors to the output (response). PUF is a security
primitive to obtain a unique value based on the variation of semiconductor devices. In recent years, however,
the attack methods using machine learning to predict responses of PUF have been reported. In particular,
by using deep learning, an attacker can easily create clones with high prediction accuracy. Therefore, it is
important to prevent deep learning-based cloning attacks. The proposed method adds incorrect information
(intentional errors) to challenge and response pairs to disturb the deep learning. In this paper, we show
that our countermeasure is effective to decrease the prediction accuracy of clones. The experimental results
show that adding a 31-bit intentional error to 5-XOR PUF can successfully distinguish clones from legitimate
PUFs.
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1 Arbiter PUF DO
Fig. 1 Structure of Arbiter PUF.

Arbiter PUF 1

Arbiter PUF 2

Arbiter PUF n

X 2 n-XOR PUF OHk
Fig. 2 Structure of n-XOR PUF.
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Fig. 3 Key sharing scheme suggested in Ref. [18].
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Fig. 4 Delay difference of simulation PUF used for cloning at-
tack in Ref. [18].
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Fig. 5 Assumed authentication system.
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Fig. 6 Delay difference of simulation PUF.
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Fig. 7 Average prediction rate of the clone of §-PUF.

£ 1 §-PUFIIT 527 0— O FHRIIEORKME & f/MiB &
O JEIX 8

Table 1 Maximum and minimum prediction rates and confi-

dence inter vals of the clones of §-PUF.

0 7 15 23 31 42 a7 55 63
2-XOR max | 99.21 99.05 98.94 98.82 98.73 98.59 98.47 98.40 98.32
ave | 99.13  98.97 9877  98.59  98.53  98.28  98.23  98.09  97.99
min | 99.05 98.87 98.66 98.42 9827 98.08 98.05 97.82  97.63
PO ER| 9919 99.03  98.85  98.69  98.69  98.43  98.33 9826  98.16
fEWXI T | 99.08  98.91  98.70 9848  98.37  98.13 9813  97.92  97.81
3-XOR  max | 98.91  98.61 9844 9808 9813  97.55  97.48  97.26  96.63
ave 98.78 98.54 98.25 97.89 97.72 97.38 97.31 96.98 96.85
min | 98.64 98.37 98.04 97.73 9744  97.13  97.14  96.67  96.63
THEO BB | 98.84 9859 9834 97.99  97.88  97.54 9740  97.19  96.95
fEEICH PR | 98.69  98.40 9811  97.75 9749  97.28  97.18  96.80  96.68
4-XOR  max | 98.77 9849  98.36  98.02  97.92 9752  97.24 9644  96.18
ave | 98.52 9828 97.83  97.53  97.26  96.97 9253 9194  86.55
min 98.40 97.98 97.65 55.98 50.92 54.88 53.30 54.09 53.64
FHEMEO  ERR | 9858 98.27  98.00  100.00  100.00  100.00  100.00  100.00  100.00
fEEEXH PR | 9839 97.98 9745 8522 T7.92  80.62  77.83  67.31  66.82
5-XOR  max | 98.34  98.02 97.81 97.27  96.58  96.41  96.38  96.02  59.14
ave | 7490  69.96  69.91  60.33  60.13  59.97 60.02 59.81 51.68
min | 50.99 50.91 50.89 50.62 50.22 50.34 50.37 50.32 50.30
THfto LR | 97.58  91.88 9225 7831  77.90  77.63 7772 T7.35  54.14
fRHXE  THR | 52.23  48.05  47.80 4236 4235 4232 4231 4228  29.23
6-XOR  max | 51.76 51.66 51.35 51.75 51.52 51.33 51.55 51.21 50.46
ave | 51.10 51.07 51.05 50.85 51.02 50.82 50.70 50.64 50.66
min | 50.81 50.80 50.88 50.14 50.50 50.18 50.30 50.00 50.18
PHftio BB 5140 5131 5118 5129 51.30  51.16  51.03  50.99  51.01
fEmXM FH | 50.81  50.84 5091 5040  50.75  50.48  50.37  50.29  50.32

® PUF Tl&, BEEMIZE [18] & MERICERKNZ 7 — %
ATb7u—rOFUEGFITE N LE2 -7,

(c) DIFE

4-XOR PUF B £ 0" 5-XOR PUF 2SZIZ354 5 5. ¥
HAFSE [18] Tld, 4-XOR PUF O L AR ¥ A IZEMH % T
T—xmMZTHOFMEIDRIIET Laro7. LA LASR
DEETIE, F5TI2E-NAEIZT—2500542E Y MO
B2 4-XOR PUF @ 7 1 — > O F I 1E 98% Tdh -
725, AT ¥y FTIE93%, 55 ¥y F Tk 92%, LT 63
oy NTISTRICEF TR T 842 ENTE. BERNR
LT —% 47 €y MMz 72BIZ, FREIIED 50%0E <
TETT 70— 01 DFELT.

5-XOR PUF Tld, BHEMN %G LT — 25 Lk
@?%vﬂﬁ@%@%%ﬁ%otﬁ,amm&15~%
5352 ETHR%T0%F TRTEELIENTET.
2y NOERWRTT - %z 5T L TR
50%F CT 4572 PUF 283 D54 L7, $72, BN Z%
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Fig. 8 Average prediction rate of §%/1-PUF.

F2 §YLPUF
L OMEHIX
Table 2 Maximum and minimum prediction rates and confi-

dence inter vals of the clones of §°/1-PUF.

A 70— Y OB O RKE L IMEB

0 7 15 23 31 42 47 55 63
2-XOR  max | 99.21  99.09  98.85 98.77 9871 9851  98.43  98.44  98.15
ave | 99.13  98.95 98.74  98.62 9852 9832  98.20 98.09  98.03
min | 99.01  98.83 98.67 9845 9839 98.07 97.93 97.76  97.81
PO LR | 9923 99.07  98.82  98.72 9859  98.45  98.42  98.23  98.14
fR#XHE T | 99.03  98.82  98.65 98.43 9829 98.08 97.93  97.63  97.86
3-XOR  max | 98.93  98.69 9835 98.09 97.91 97.60 97.59 97.37  97.19
ave | 98.80 9858  98.20 97.87  97.68 97.44  97.35 97.11  96.96
min | 98.72  98.30 97.65 9744  97.26  97.15  97.04 96.84  96.80
o LR | 98.86  98.69  98.39  98.03  97.87  97.57  97.55  97.27  97.07
fEHKH FH | 98.73 9847  98.01  97.70  97.50 97.31  97.14  96.94  96.85
4XOR  max | 98.56  98.30  98.03  97.62  97.30  96.99  96.82  96.66  96.39
ave | 9846  98.09 9776  97.37  97.14  96.73  96.63  92.29  83.75
min | 9839  97.37 97.11  96.96 96.98 9641 9642 55.68 52.17
Tt LR | 9852 9835  97.99  97.55  97.25  96.91  96.74  100.00  100.00
fR#XHE TR | 98.40  97.84  97.53  97.20  97.04  96.56  96.51  80.38  65.37
5-XOR  max | 98.62 97.95 97.94 97.28 96.85 52.04 53.12 51.64 51.26
ave | 7495 70.15 57.28 70.70 55.31 51.23 51.18 50.94 50.50
min | 51.03 50.65 51.14 50.64 49.20 50.64 50.47 50.21 49.21
Mo EB| 9777 9205 7092 91.99  68.84 5157 51.88 51.34  51.09
fEHKH TFHR | 5214 48.26  43.65  49.41  41.79  50.89 5048  50.55  49.91
6-XOR  max | 51.47 51.89 51.72 51.26 51.70 51.90 51.81 51.51 51.69
ave | 51.18 51.30 51.11 50.92 50.86 50.98 50.94 50.78 51.04
min | 51.03 50.65 51.14 50.64 49.20 50.64 50.47 50.21 49.21
THfEo  ER | 51.89 5161 5148  51.13  51.37 5139 5141  51.20  51.48
fRH#XHE TR | 50.98  50.98  50.74  50.72  50.35  50.57  50.47  50.36  50.60
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L7 =% MR THTHBIIES O hh o,
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§O1LPUF (K 6) 12§45 70— DOFHEIE*X 8
LR 28T, M8 BLUEK 2 L1, THIHIIEIL -PUF
ERKEIC (a)(c) DERIDR S A,

(a) DIHZE

6-XOR PUF 282 1LI23%2% 9 4. 6-XOR PUF (3 EX1
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oz, CIIBBEE AR R s 0 — v BT S
Z kﬁi‘f“% t,cw.

(b) DIBE
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BRI ibf QO%U\J:T“*%T“%U, KT Lahro7z.

1876



BRI F=Ew G Vol.61 No.12 1871-1880 (Dec. 2020)

(c) DiGE

4-XOR PUF B £ " 5-XOR PUF #°ZIZ#44 ¥ 5. 4-
XOR PUF TIIf 59 2 BN LT =50 056 47 € v
FTIE 78— Y OTREEFED 5% ETH - 7225, 55
Yy F T 92%I2, 63 ¥y FTIE86%ICEF THERT SE5
CEHPTEF. -PUF LD L0558y hOERKNE T
T =% MR 72E SITTRRIFELS 0% %A 70— H5 1
OHFFELT. 72, 63y FOERMNGELT —RINA T
EEITIE, FIMBLIIERDS 50%2 7 B 7 10— HS 3 D IZHN
L7z

%72, 5-XOR PUF Clf, BEXMATIT—%A(5LRw
%a@vﬂ&%$i%%f%ot#,l7~%ﬁ%¢a_
LIZEoTH0-TIRICE TR FSEA I ENTE ., BH
M7 =730 €y FOREICTRIIIFED 50% D 7 1a— >
WEOHFAEL. BRMNZTI—% 42y MU BNz 72
& E 2T RTO PUF TFHIEIIED 50% i f4 & %0 o 7.

5. R

51 FvL>2ILRAKRLABIAOKRENDER
}mF%mwf%vvyyvxfyxaﬁ%ﬁivfo
IZBWT, BBEN 7 O— 2 &PV E0RIED KA I

DWTELRT L, FaFy AT LI Lid?)%ﬁ‘béf)EﬁPUF

D CRP ST — F N—AZEFHFEINTWE L L, EREICH

WAL ARYAIZ255 €y hedh, FREEY AT L IXHIME

0 %#HEL, PUF 2LEONTLCALARYARET—%

N—= 2 EBFRENT VB VAR ADNI » FHHEEDS 6 DL

TThUL, ek 346. Aoy ial—var kb

IZIEBRIE ) A R L WD, Ty LYy YL AEY AR

FEICBWTEEE ) A AOEENKE VOIS ) A XD

WELREET S, B 4 X2 L) Arbiter PUF @ L A

R ADIET A (BER: Bit Error Rate) 13 0.03 &
L7z,

(a) DHBE
70—y OF MRS 50%TH 584, 255 € bk

S AE VDL LT TI275 €y OB DL S, 72

721, 6-XOR PUF I Z4RIOMEDH TH D n OB KE

Wiz, o PUF &0 bBEE ) 4 DB A2 25 L A

R 2B % % B, Arbiter PUF @ BER 12 0.03 TH 5

728, 6-XOR PUF O L AR ZAD BER 13 0.1548 £ 72 1),

BB A XDOFBTHELULR) VAR Y ZHL 395 ¥ v b

kb, o7, 12758y bE 395 Y POHHETH A

84 ¥y MATRRICBMER R ET A2 LT, ERMErso—>

EIELLENTE S, $7-, BNNG T —% AND LiF

BT VAR AREERLT-OICHELZRE TS

LEDH Y, 70— % ERG L ERAET 5 THEMATE
2B ST —E AR VAL
(b) DIBE

70— OFMEDFRIIERW 2L I %63y A

© 2020 Information Processing Society of Japan

NTH2%9L 0 T259, 0% ETIEIE—%ETHAE. —
HT, 638y NOERN R LT —%FRT L7201 ILHIE
%63y YD KRELTIUEND B2, FHIKIIE)S
W% THDL7H—NIBWTTFMEELEy D63 L
TTH A HERIL 0.999999999996156 & 7 4. Wz 12, 1EH
mmE 7=V EIFEAEHRNTELRNVEVZ B,
(c) DFBE

BERWGELI— %5852 6T, 7u—YAFERME
MERRE S N B IRW S, E#EE 70— 2 2 1E L <5l
TELRMICYEHTE SR B ENTEL., 728 213 5-XOR
PUF Ci¥, BERMNARTI—% 63y MG LEBED S
n—/@vmmmKiﬁﬁf%59M%f%ot._m%
%,7n—>@vxﬁyx%56yb$t¥ﬁumﬁv

DEROPEENDL LR DL, —F, BE/ A RI2LD
IER#OMT%é%u,Eﬂmmmvzﬁyx%5fy

I8y MEEDRYPEINLZ LIk D. ®
iKJBEybmﬁmmﬁlﬁ—%ﬁﬁﬁé%%,%@%
71 (=6348) & 104 DFMIHEYICHET A LT, FHl
PUF &7 u—r%E L {EHITEHREMDIEE 5

A OFEMTIE, B o PUF @ BER %, 5 L7-EX
%&l?-%%ﬁ/%iﬁﬁtfbi57—Z&E%%F
TETWZ\w, INLEEE LLAEDO TR %R
B % E ORI SR DOFEETH 5.
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Fig. 9 The number of error responses of 6-XOR PUF in the

authentication process simulated by Monte Carlo sim-

ulation.
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Fig. 10 The number of error responses of 3-XOR PUF in the

authentication process simulated by Monte Carlo sim-

ulation.
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Fig. 11 The number of error responses of 5-XOR PUF in the

authentication process simulated by Monte Carlo sim-

ulation.
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fit EZs
Al FRALUERBFZEOFM

sU—Z Y SWERICHH L EBEEONA N—8T
A=FERALIRT. INHDONAI3=)8F A —FF
KT =% 2y b 21 12T 5 PRI R L 22w,
POBENEIT L Tl BV TR IIED L E DT
A—=F L L7z, FRFEIHHLYY Y ORElzR A2
WS, FHLENAN=ISF A= BLXDY Y TlI,
1207 =81y b2FETLOICH 24 7O L
7z. F7z, LUFIC keras 2.2.4 23] TEH L 722 — Fo—#
ZRLHET 5.

#Z2—F WAy FT=TDETI

model = Sequential(),

model.add (Dense (5000, activation=’tanh’, input_shape=(129,)))
model . add (Dropout (0.5))

model.add(Dense (1000, activation=’sigmoid’))
model.add (Dropout(0.2))

model.add (Dense (500, activation=’tanh’))
model . add (Dropout (0.2))

model.add (Dense (200, activation=’sigmoid’))
model.add (Dropout(0.2))

model.add(Dense (100, activation=’sigmoid’))

model.add(Dense (1, activation=’sigmoid’))

model.compile(loss=’mean_squared_error’,

optimizer=Adam(), metrics=[’accuracy’])

#RFBE O S 5 72> T — Ny 7 & Afi

ES = EarlyStopping(monitor=’val_acc’, patience=0, verbose=0)
CP = ModelCheckpoint("model.hdf5", monitor=’val_acc’,
verbose=0, save_best_on1y=True)

history = model.fit(x_train, y_train, batch_size=1000,
epochs=200, verbose=0, validation_data=(x_test, y_test),
callbacks=[ES, CP])

RAL BEEFEBIMHTINA8=F A =%
Table A-1 Hyper parameter used in the deeplearning.

FE AL h1 h2 h3 h4 h5
=y Mg | 5,000 1,000 500 200 100
TG TELRIE tanh | sigmoid | tanh

Dropout 0.5 0.2 0.2

sigmoid
0.2 -

sigmoid

RA2 FEFHIMHLZY >
Table A-2 Machine spec used in the deeplearning.

OS  Windows 10 Pro
CPU  Intel(R) Core(TM) i9-9900K
GPU  Nvidia GeForce RTX 2080 SUPER
74777  keras 2.2.4
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