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How to Perform Physical Auction Protocol
Remotely with Messaging App

DAIKI M1yAHARAL2:®)  TAKAAKI MizUKI® HIDEAKI SONE?

Abstract: Cryptographic protocols using physical tools such as card-based cryptography enable us to
easily achieve cryptographic tasks without the need for mathematical knowledge of algebra. However, all
players participating in such a protocol are required to be in the same place because they use physical
tools. In this paper, we focus on how to perform such a protocol remotely while keeping its property (i.e.,
it can be performed easily) consistent. Precisely, we propose an auction protocol with a messaging app
such as Facebook Messenger, which extends the existing protocol with envelopes. Our idea is to utilize
the read receipts and group chat features loaded in a messaging app. We note that security requirements
between our proposed protocol and the existing protocol are similar; while our proposed protocol requires
a messaging app used in the protocol to have no vulnerability, the existing protocol also requires physical
tools to have no vulnerability.
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Algorithm 1. Message-app-based auction protocol.

for i =1 tom do
(Makevp’i7A7{Sl7"'7Sn})
for : =1 ton do

for j =1 tom do
if j #4 then
(Send, S!,p;, i, (0,0))
fori=0toi=m—1do
(Read, pm—i, A)

if W # 0 then

for j =1tom do
(Tell, A, S;, W and pym—i)
A outputs W and py,—;
Let kK be m — 1
break
for i =1toi=ndo

for j =k toj=mdo

(Read,pj, Sq,)

S; outputs L
forj=1toj=k—1do
if (Verify, S, S;) > 0 then
S; outputs L
fori=1toi=ndo
forj=1toj=k—1do
(Delete, S7, S;)

(1
(2
(3
(4
(5
(6
(7
(8
(9
(1
(1
(1
(1
(1
(1
(1
(1
(1
(1
(2
(2
(2
(2
(2
(2
(2
(2
(2 S; outputs W and py

M v v v O e

(Send, S’Z?l,pi/,Si, (1, @)) where p;» denotes the bid of S;

Let W be the set of sellers S, that performed (Send, Sznfi,pm,i, Se, (1, @)) for some £ € {1,...,n}

if there exists a seller Sy that performed (Send, Sg,pj, Se, (1, (Z))) for some ¢ € {1,...,n} such that j # k then

TERH LD, TORIFEIZEHRTH S, BESREA Y
t—V% (Delete 27 FT) HIRTHNIZERL, BEHD
AFLATIRE D3R B Z & A2,

#EE AP E VWL, AMLDMEfFEICRE EHFEZSNS.
APl 2L CHEZ2 88k TCE2DIEA Y I 1 T S
YDA THD. 72720, BREMEEIEEMEE & ALED
FEBIZRA Y v — V2R T ZRELD L5720, AELIEAR
AEETHBEESIZEBZS. APL 2L CTIREARE2E
U, ZOMRETHIFMZMEIT 5 Z 2135 %O ET
H5.

6. BbHYIC

ARTI, HFHEEEL SV —7F vy MRERET S
Av—V v I7 T OMEEEESRL, TNEHVS A —
Jvary7abhalVERELE. BETE b3, Y
IS 71 b 2V OR (F4bs, RECEOHZ B3
CETRBICFITTED L) 2R LODDERBTEITT
&b, A=V ITTVREDXVIA VT TV EM
WABBDZRRE S 70 AL EHEL TV ZEDBSED
M fstch B,

*  fil 21X, https://developers.facebook.com/docs/messenger-
platform/reference/send-api/.

7. BREMEBEEDLEOOFIvIYRAMID
W

AT, EETEIAv -V I T VO -4
ZEMRNZER U2, 2, 3 BiCERE L EERE Fyva D°
FETET VAL > TEEARTHL L 2RT D
WA ETHDEEEZT-1-OTHD. RAMIFIIELET DAY
=YV 77T Ot ERTEDOTIERL, HizkiE
AAEERTHNETH D720, RIIEERA T 1+ 72
EH7Z56FT IEEZTVARL.,

Facebook OFIFIFIPUIER LW Z EBHER L 2. K
EEEY T 28BN H A 1EFF L LT, FIFAKK 3 [Face-
book & A I a=F 1 IZWTHHALEDER] I8 BH
H22 T4 VAL UL IEEREHLI—NETy7Tu—1N
5, RO ERLEEL L EERRZ2ELT
5, WERENTSE, B USIIBEGEI 7 AIFEILX
NTWET, ] BEIF 5N 5. Facebook Messenger D A ]
MAEE Q0EUEEEbNTWVWDS) TR, KL
ERTEBRET 2 2IFFES A R\Waod, REFFEIEH AR
ER L TWRWEEZEZ SN,

BIEE  AWZEIE JSPS RHMFE JP19J21153 DBk % 32 1
7-H5DTY.

xi
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