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Enhanced Resistance to Evasion Attack of An Attack Detection
Method on Internal Networks using Tensor Data Expansion

SHISHIDO KATSUNARI®'®  MORIKAWA IKUYA! OikAwA TAKANORI! UNNO YUK

Abstract: Machine Learning is often applied to Cyber Security. At the same time, attacks specialized in
Machine Learning have been observed, and then Al security is necessary to run Machine Learning systems
safely. Adversarial examples are inputs to Machine Learning models that an attacker has injected perturba-
tions into original inputs to cause the model to make a mistake. In DICOMO2020, we proposed a method
of crafting adversarial examples against an attack detection method on internal networks. In order to detect
the adversarial examples, we employed Adversarial Training, which is now most effective defense scheme.
However, a probability of classifying adversarial examples as attack is approximately 50%. In this paper we
propose a defense scheme that is keeping accuracy for standard data and able to classify more adversarial
examples as attack than before. Our scheme is based on an Ensemble Learning called stacking using two
different type of data. It contributes to classifying more adversarial examples as attack: the probability is
approximately 90%.
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Fig. 1 An overview of an attack detection method on Internal Networks[2]
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H5H, BEEHITY FRELARVETIVILHER EW (E
HOR(E % BRI LHE T 2BRRAIA D) A, o
AT DBERRINEIFE ., BEEIY Y NRETT VI
BOSTI AT O BB INEAIZIEE 0 2B VDY, HERE(E
WZ bbb, Thb 2 DDETIVIC Stacking % 1
THL, BET—XOEARE LT EMEIIRET 50
BOS I AT DB IR DT L. DE D, Stacking
(&, HOIIA T OB YIREE NI 228\ 2 & &R
LTWwa., —F, BEFILTH S Stacking I E T IV,
BRI DIXBERRIIR D 0.111 FTHES N, HWERD
BT EE IV FREET VR EIZ5N0TW
5. 422 HiTHRANTZ 2 DOKEHED AT L THIRT 5 2
& T, Adversarial Training DA% @A U 72BEEFIE (3] &
DLW AN DREEZ A TWE EEZLNS.
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INFETRARZFEE, FFUFIHT 2T — 2 0ili S
H% TRT DB ANORNERE 572, BHETHHEIND
WA E Y AT L%, FEHBEAET IV EHMRIRD 72
La—YRTF 4 v IZRNL=NLVEHMAEDE TV AT LS
N5, TDH, VATFLD—ETH 5FHFEAET IV
EOBENZIEIMEERZ NS T5Z 2121k, KREREERD
H5. KRORETFIEX, 91ED 2 HEMNZETAS
D56, 1z EFBEFEICEHELTWS. REUELZRZ
LB A 2 OS5 8, L—IN— AT 2 ITHE
BEICHETEZ b o7, 2Fh, ZHEBEAET
UHBHHIA L ZIELS AT ERLSTE, Arois
NEV—LVEZEHATEIET, YATFLMIZHL Z N T
X5, 20k, FHEAETNVVZITIRE) AT %
INELTBHIET, BWFEY AT LE L THOTHAIIIZ
K UTHRERAERTED LIRS,

6. &b

AFETIE, HEREDAT 4 7T —R R DRE% R
DIBIET — X DHOSI AT 2\, Ty TV EED—
fETdH 5 Stacking % o U 728U I A 1 DB F 15 % B2
KU 7z, BAFBHIFIETH 5 Adversarial Training 1%, #
KA DBUEER IR DBH 50% & @\, RgE Tk, s
ToaRAEOEGIY Y NIERL, EHav Y NERE
LAEWTF—REBELVAET =22 LIZETILE 2 D0
T — R DEN % FKTRHEE%Z FH\ T Stacking ZIGH LT
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Table 3 A result of applying our methods

o [ESEOPN
. BHET—X
EFI FEERI R EONII AT BUSER RO AT
Efg®R WAEE  FHEE  F1 score BB R BRI
BRI AT D3R LET IV (2] 0.945  0.386  1.000 0.557 0.760 1.000
BEHIT Y NRELBEVETIL [3] 0.947  0.397  1.000 0.568 0.610 0.444
By NREET)V (BEFHEL) 0875 0218  1.000 0.358 0.003 0.000
Stacking €7 )L 0.956  0.443  1.000 0.614 0.520 0.444
Stacking J&H € 7V (ffEFE 2) 0.914  0.293  1.000 0.450 0.124 0.111

=

VY UITNEREITS LT, NEBOKES(LENZ L
OB AT DREEIIRE FTIF2Z e B TEZ. TR
TOBMMANZELLS ST B LT TERP 72D,
BEFHEL VAT LANBRIL— IV EHAGDE TS Z
LT, REFEPRMTELh > HENANEIELL
BT 5 ZeWaBEIzR 5.

BEE AMIREEDBIIHY, BELAKET - ZOHE
BB X OY 1 N EFF H A “STARDUST” 2% L
7 SEATBOE NS BOEE I ZHE (NICT) ([ZRE#H W2 U
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