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Efficient Implementation of Post-Quantum Cryptography
on Hardware Security Module
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Abstract: Post-Quantum Cryptography (PQC) is regarded as an fundamental solution to resist attacks
with quantum computers. National Institute of Standards and Technology (NIST) proposed its PQC stan-
dardization project in 2016, and candidates had been submitted. Besides these researches, it is necessary to
evaluate performance of PQC in “real use case” We assume use of Hardware security module (HSM), for key
management, and measure performance of candidate lattice-based cryptographies. In this paper, we focus on
the time consumption of hash operations (instead of asymmetric operations), with different constructions of
cryptographic boundaries. Then we show that bottleneck of PQC operations can be hash operation (instead
of asymmetric operation). Especially for the cases of signing large data, (e.g. document signing and code
signing), this bottleneck will affect their efficiency a lot. We chose several lattice-based digital signature
schemes and analyses the bottleneck of these schemes and compare their performances under different con-
structions of cryptographic boundary with HSM. After that, we discuss the appropriate way to construct
cryptographic boundary.
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B IENMEEEZ St CE 5, BIZAIK, LS [21] &,
S HERTRE AR IRE D FEAM & U CIERFREIE & Ny ¥ 2 BfED
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HiCIE AT DK ERETW. bHEITIREHIZOVWTO
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18] AL T, REOBED HLIBELLLEST IV
TV AXLEMWETLIELETEET,

2.2 HSM &Ny ¥ a8

W5, Hebh, Rk DS lE2 ETT 2EHT
SOREEARMT ., Yo a—T 4 VI T NS 2%
N—=RTz7EFal)71EYVa—)L(HSM) LIS, %
SOHSM IE, BERLF2) T4 2EBLTWEILE
A9 7212 FIPS 140-2 [12] % Common Criteria 5 D FGE

EZIFTW5,

HSM &, ZeB A A=A L% FALT, @EDOI Y
Ca—T 4 VIBRENPS DI N-RIEZERTEI L
T, BB T — 2 DR, R, BEZERT S, B
7E HSM 13, ABI#ES (PKI) 1 Y X —% v bV F Y
TOA VT IO—HREDEERA V7 I TIELFHIN
TWb, B, £< D HSM 25, EWERME 28R % R
THEZOITERINS,

FRZ K DBHY AT LAZBEWTIEH, Ny ¥ aBledE
NEHEO ML REE 25, X 1, BN R AR
RRTHD, Avte—UDNYy Y@ Ay - IEHY—
N—THEZN, BEEY 1 XDy ¥ 2l HSM I23%(E
INBEZLEZRLTVET, AvE—VEHY—N—-L
HSM iz BWT, HEEDE A VA M 2EET EHI
X)) T4 VAT LERES LTHIRNTH D, BHER
& HSM O cirbhva oL@t dHMETE 5, RSA
X ECDSA 72 £ ®D SHA2 2T 2 ikomE 5K, Z
DEDIZHSM LAELELZENTE S,

Ay —VEBY —N—
(F—42EBDH)

i SR
Signature Value

1 iz, EXDONAY Y2k iy - VEHEY —N—THEHEL,
T D%, HSM ~%5, HAERIE HSM WTH S

BERNY Y28 2—

— 5T, BFRBIIETS X2 )T s 2 M EIEE
HIZ SHA2 DRFETH S SHA3 [10] 77 IV DAYy v a
B, £2<DPQC 7T XLIZHEHAINERD T WS,
INS6DPQC TILITYRLDELLIZBEWT, I hi
FURMMENRA =Vl vadhd, £z, —
O FR—ABEHATIE, 7V X LEIZMEEINS
A BRSO ND, TNOSDT VX LHE
EAERCE 72 IS B R F LRI S LT, HSM %
HETHDILER N5, ZLU T, HSM 2E L 72
B, 7V X LEORMER 72012 (hy Y afEOAT
7<) Ay =Y EKINHSM IZEF X, Ny v
BILHSM NTHE I NS, ZOHE, FVALMEE A Y
¥ — Tk, AU Cryptographic Boundary NIZALE S 5
Ld (FEML 2.3 HixsH),

2 Tk, FEHICKREVWY A XA ThHLAREEE H D) 7]
BEAY—V2EMR, HSM NEEEMN I WD H/EE R
LTWd, ZOXS3BEEZTI AITiE, HEKERY
V—A%FD HSM B hEr 725, KETIE, YORED
VY —ADFT BB R B0 RN, VY — A%
BB TFBIZOWTHRET 5,

— 1182 —



Ay —VEBY—N—

AZRAyE—Y

| Vessage: M __
Signature Value

2 EXEMEEHREGDETAY Y aD AN LT wid
BOEESTILITY ZLBEET 5. TOHE, BHEEDAT
2L MEEROERS HSM TIT 5 Z e LW

2.3 Cryptographic Boundary

S LB L FIPS 140-2 [12] TEHINTWDS, H o1
NV AT LANTHAINEESILEY 2 -V DHE,
Cryptographic Boundary &, Y4 E €Y a2 — b % MK
TH2IRTOY I by =T, "—Kvz7, BLXUO77—
LAYz T R2EUYHBERICLOMIING, BEEEYa—
NDEFalT 1 2RFHET 5720121, Cryptographic
Boundary OHifH| % HIHEIZEHRT S Z L BWRAIRE RS,

AT, EMLER %47 X % & 5 72 Cryptographic
Boundary Z 53 5 HEICOWTHHHAT S, =& 23
1FRER2EFAIUESIBRT—FT27F v 2OV AT
L%, (X 312/ F &5 7%) B—d Cryptographic Boundary
THEE - EFITI85E,. TITEEINET 7 ZAHHEIZ
FE LR NOEE FET 22 OBERH D, (A
WYY —=2%288) £<DVY—AZHAEL S 5,

—%. Cryptographic Boundary IZf5 €Y a2 —)Liz a
VR=2 YV IDELEETNTWVWBIEAIX. Cryptographic
Boundary % @2 = ENEINT 2 HBEZ SN, LOHE
MR T 72 AGIMA A= ZALRBEIZRY 52, ZOMT
LEREIZAMEPLEALD B, /2, BELLEY2—1LD
—EWPEEINTGE, BENRBEE DT, Y0
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o VATLBATIZBWT (HEEHAMENHEASI N TV
HPFHETIEH 208, AoV XY RHE, 2 DD
VX O OBAT % JUEIZAT S HAFHEL 425,

REEUBRNT
AEIhDZLNLEELL

BORLDIH,
B

key
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Algorithm 1: Signature Generation of FALCON

Algorithm 2: Signature Generation for qgTESLA

Input : Private key sk; Message m; A bound 3.
Output: The signature sig = (r,s).

1 r € {0,1}32° uniformly;
¢ = HashToPoint(r||m);

t = (FFT(c), FFT(0))-B ™" ;

N

3

a4 do

5 z = ffSampling, (t, T);
6 s=(t— z)]§

<

while ||s|| > B;
8 (s1,s2) = invFFT(s);
9 s = Compress(sz);

10 return sig = (r,s)

ns,

Left Right

5 FALCON O cryptographic boundary Ok, (ZE: Ny >a
& I B E AE — D boundary NTIT5, A: /Ay vad
FEAFRE R A 72 5 D boundary NTIF D)

3.2 qTESLA

Akleylek 5%, R-LWE (2#2< qTESLA F& 73
ALEREELU 2, 7IVTV XL 21 TESLA DE4%
EE R,

TNIV XL 2DATY 73Tl B PRF() 1Ay
=V m EMEDOT—Rseedy LT VXLl r AN
LTy Yafizitid s, 20Ny Y aitEDO AN
& UT. Ver. 2.8 (11/08/2019) [2] ABETIX, Ayt —Y
m ORD DIz, B G() : {0,1}F — {0,1}3%0 TR
NdAvE—Ymonyyafl (EER) BADER5,
Ver. 2.8 @ LEAEZTLRWGE, TDA Y=Y m ik
HSM 2 AJ15 2 8033 % %, Cryptographic Boundary
DIEEIXM 6 D & 725, Ver. 2.8 BT DL A X,
Cryptographic Boundary (&, 6 RIOAHNZRT & 5 12HEE
TEHENTE S,

3.3 CRYSTALS-DILITHIUM

Ducas 6, BFIZB T 2HER 2 MVREEOBE IZ
#H-5< CRYSTALS-DILITHIUM &7 N3V X LEZEL
7= [9]»

7N IY AL 31k, DILITHIUM BELAERKEZRT, 22

Input : sk = (s,e1,..., ex,seed,,seed,, g); Message
m.

Output: The signature sig = (z,c’).

counter = 1 ;
r € {0,1}%;
rand = PRFs(seed,, r, G(m));
y = ySampler(rand, counter) ;
ai,...,ar +— GenA(seed,);
fori=1,....,k do
v = a;y mod* q
end
¢ = H(vy, ..., vk, G(m), g) ;
¢ = {posyist, sign;ist} + Enc(c’) ;

© ] N o o - w M =

[
(=]

=
[

z =y + sc;
if 2 ¢ Rp_g) then

counter = counter + 1 ;

o
N

[
w

"
I

Restart as step 4

15 end

16 fori=1,...,k do

17 w; = v; — e;c mod® q;

18 f [[[willle 2 2970 — BV [lwillw 2 la/2] — B
then

19 counter = counter + 1 ;

20 Restart as step 4

21 end

22 end

23 return (z,c')

Right

\@@

6 qTESLA O cryptographic boundary Offiff, (% (Ver. 2.8
XD Ny v L IEAFREE A A — D boundary N TAF
S, £ (Ver. 2.8 BAE) : Ny ¥ a LIEMERE LR L DD
boundary NTT5)

T, opld, tr 2 Ay =Y M OELGENY2TEIL
WZE-oTEEHING, £/, pldk, K& pDfEEENY
YadsIl ko THEEING, tr & K BZMEX—O
—THB72H, Ny 2B CRH() I HSM ONHT
HETIBRELRDD, Avve—Y M % HSM IZEET 54
ENbb, D& R FD Cryptographic Boundary
DIGED, K775,

4. BEETZ)YV—-ADMRE

AHiTld, FALCON, qTESLA % DILITHIUM % HSM
125435 ETELRB )Y — AR RETT 5,

ARETIE3 DO FR—ZADEHLT VT ALIZET 2
RV AY Z 2 THAI Ny VaflimEEEL, Th
SDFEH[LT VT XL %FIED Cryptographic Boundary
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Algorithm 3: Signature Generation for Dilithium

Input : sk = (p, K, tr,s1,s2,t0); Message M.
Output: The signature ¢ = (2, h, ¢).

1 Ae R};Xl = ExpandA(p)
stored in NTT Representation as A ;

2 p € {0,1}%% = CRH(¢tr||M);

3 k=0, (z,h) =1;

4 p €{0,1}%% = CRH(K]||n) (or p’ + {0,1}3%* for
randomized signing);

5 while (z, h) =1 do

6 y € 5%, _; = ExpandMask(p’, k);

7 w = Ay w = NTT_I(;& X NTT(y)) ;

8 w1 = HighBits,(w,2v2);

9 ¢ € Bgo = H(p, wy) > Store ¢ in NTT

representation as ¢ = NT'T(c) ;

>A is generated and

10 zZ =y + cs1 > Compute csy as NTT !
(€-31) 3
11 (ri,ro) = Decompose; (W - cs2, 272) >
Compute csy as NTT™! (¢-8);
12 if ||2llec > 71— B or ||rolloc 2 v2 — B or T1 # wy
then
13 (z,h) =1
14 end
15 else
16 h = MakeHint,(—cto, w — ¢s2 + cto, 272)
> Compute cto as NTT ™! (€ to);
17 if ||cto|loc > v2 or the# of 1’s in h is greater
than w then
18 (z,h) =1
19 end
20 end
21 k=k+1;
22 end

23 return o = (z,h, c)

o8 2

7 CRYSTALS-DILITHIUM @ cryptographic  boundary ®
. Ny ¥ a IENFREHE A — D boundary WTAT5

WS TEELIGEDNAT 4 —< v A% i 5,
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sion5.6 Z R U7z, PSE-2 13 FIPs 140-2 L' X)L 3 &7z
U. ¥ 7z Function Module 2= MZ & D, {LEDOBHEE
FEL, EfFTHI LWL RS,

7% B . PSE-2 ¥ . PKCS#11, openSSL, JCProv,

JCA/JCE. &0 MS CAPI/ONG CTREHEEXNT NG &
FIERA VR -T2 =AY R-PLTWVD, £z,
C. C#, BLC Java 2V EZ Y K-+ T 24D
Protect Server toolkit (PTK) BWHEI N T3,

4.2 REFER

AETIEA Yy =YD HSM IZEBEXEEI NS L 50k
BTHH., BHERY AT LIRS X 72 Cryptographic
Boundary 731 27217 D64 (M 3). ZOkEEE XA T7A”
&I,

—HTXRA "B TIE, BERAY -V XA YA}
DABHSMIZHEEEINE I 2K L, Ayt —Uh by
Y afE%FHET 5 AIZ13B]D Cryptographic Boundary A%
FHET 2222755 (M 4), %213, FALCON, qTESLA
B & F CRYSTALS-DILITHIUM (ZD2\WT, #7423 Cryp-
tographic Boundary (Zg%& U 7z HSM THET U 7z D /Yy
VA FtEOFHRER & 5, FEATREIE I Y M ERAL TR
UTze E72. Ave—YOH 1 Xk, Funq (K) £721F
AJFNA B (M) TRi#k U 7z,

FALCON D54, /v ¥ 2{fH HSM @ Cryptographic
Boundary OB TEHBERBETH D, £ DEE HSM AD
Ny Y a B EOREIZ ME0I12hd (2147 B). —H.
KDOEDIZ, BREZA T ADEE, Ave—Y - Y1 XH
KELBBIo0, RFERFMIEEZICENT 5, Ay -
T A XN IOM DEBA, B—A v =i iy v a
FHE O EITRRNIEH 11667.19ms (Y 11.7s) £ 725,

qTESLA TH., A XA T A DHEHIFEA Y —IUY A
A DI AENELT R SAIE IS %, Ver. 2.8 DA
@ qTESLA OBEE, BEY 1 XDy ¥ afl@h HSM 12
kondHREwD 5, qTESLA OEBRERD 247HITR
TEIL, T AT A Rk ST EITHEMITIZERL &
A

CRYSTALS-DILITHIUM D54, A vt—YDNy ¥ a
fEHIZ, Ay -V L MEROFREGD Ny v aEHBRIC L hE
Eh, BRHAERD TR TOBRENRUERNTEITIN
B Ry, Ave—UY A ZOIIRIZHE - TR 2 2 b AYRE
BRI S,

5. % Cryptographic Boundary % L 7=
BAEDBITIX b

BRI H T %5, HSM % I U 72 RSA(with sha2) %
ECDSA (with sha2) ®& %> A7 Llk, Type A DNV
XVEBRHALTVWS, TNODFELY AT L%, Type A
X% Type B OO FR—ABHIZBITT 572D 3
A NMZDOWTHR B,

5.1 Type A ~DHBTIR b
Type B (2179 6 7-91Z1%. Cryptographic Boundary
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K2 =ZD0TFR—AFEH/%E, EIRD cryptographic boundary WD HSM THEITL7-& &

D, HSM DNy & 2 3O EFRE
Time (millisecond)
Scheme Boundary Type
1k 10k 100k 1M 10M
A 33.36 | 38.08 | 142.26 | 1240.59 | 11667.19
FALCON
B 0
A (before Ver. 2.8) | 34.78 | 44.78 | 138.05 | 1196.26 | 11810.52
qTESLA
B (from Ver. 2.8) 30.84 | 38.25 38.63 38.63 31.42
DILITHIUM A 34.67 | 45.79 | 156.19 | 1351.40 | 12727.83
AEEETILEND S, e
6. *Em

Type B Tl Cryptographic Boundary 2 & © % < OF
BREEVBEENDIFIIRD, NV XIYTIFIT 7RIV
A=V DDD AN =X LPERE D HENTFEING,
Bl Z T Cryptographic Boundary 2 <A XL —>a v
BN 57720, TN6DARLV—YaVIiliitA>5 &1
AAEEZR ESEERELEELSE, INODOEFHEIZIE, &
AR BEE TV OHER. AMRGEHOFE R K OKIE
BIMENFEL S 5,

AT, 4HiChR~Z & D1, BESHOEHEZITI> N
ZYVHNTEL DNy Y agtRETIBELELD D, K
ERTTANYAZADT—RIZNT 2B %EITD VAT I
DA, BEHEHT N1 ZADOKIER SRS BT
5,

5.2 Type B ~AD#H{TIX b

Type A IZBATT 2BEIZBWTIE, RSA ® ECDSA T
AW7zE dD & [d—d Cryptographic Boundary % f|H 3 %
HABESI NG, ZOBEITBVWTIE, HizrEs7 L
TYVZXLDATV 7 MID E2YR—1TE5HEND D
LEDOD, 2 DDV XY FOKEEDZFEIXIEFE I RER &
%5,
BiFzswtH, B8O XS ICHflloNY X)) NTRY
HETHEHEYa—VE AL Yy FTE2HELARETHNIL,
Z<DAXNZHIBTA2EIARETHD, - ANEHD
EELEEN L R EREI NS,

Holdb, TOLIBBATEITD 2DITIL, FriHDOHE
HEYa—WIwd 5, 7— XA OMAEAME? BT
&b, APl DIE—ENRBTE LR 5,

RSAZ /- [ZECDSA

AA9F

BFR—2

8 [HXRODKEE D boundary &#&T-#55 D boundary DIFUH L
%, SMUD boundary NTHI D12 5 Z L AT & B (LA

AFTIZ, NISTOZ7BY 2 bDERD 1 DTH B
FR=ZDWEFE, N"— KU zT7EFaVTF4EYa—Jb
(HSM) 1253 2358 DFEHMIZ DO WTHE L7z, NIST
DTAT I b DTV R2INSEININEZ 3 ODOKF
NR—ZDFELT NI X LOREEGH L. HSM O W4
TUH XN REEREBIZHB T 5Ny ¥ 2 BB OMRE
HEET 522k > T, O DEEIZHITZEMAMEDOR
RERRMUZ, £7-, HSM 2FHAT 255812, PQC OFE
AERmEIEE7 70 —FE2REL, e DRERIT,
(PQC OEHELIZBEL TiTb B TH 5 5) Belkiti e
RFRAZEIZDOWT, TOME 2752 ERT 5 DI
MOEDEEZLND,

AETIE, BPR—ADBHT VT ALDI>H, KHl
Wi 7 7 A VEED ETRMVRY 72BNy ¥ adisy
DOAEEB Uz, KMV 32w 2 2HE Lz ET, BHER
D 1= DI MBI FRIUBER A & Fk U, 7z R b b ry 2
DI ORI S B OPEL 725,

SE X
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