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Regularized Linear Regression Analysis in secure computation
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Abstract: Machine learning is becoming more and more popular as a method to extract findings from a wide
variety of data, There is also a need to bring in highly sensitive data for analysis. Therefore, to ensure the
confidentiality of the data used in machine learning, cryptographic machine learning with cryptography has
been attracting attention. Although various machine learning methods exist, Lasso regression and ElasticNet
are used in various fields to provide predictions by regression while selecting and normalizing variables in
high-dimensional data. However, there has been no previous secret implementation of those methods, and
we evaluate the implementation in this study. Lasso regression and ElasticNet’s parameter updates often
use secret operations that are more expensive than plaintext operations. In this study, we optimize the
computation and reduce the weight of Soft-Threshoding functions to a few bits, and confirm the feasibility
of implementing Lasso regression and ElasticNet on the covert computation, as well as the computational
feasibility with realistic processing costs.
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MRS U TE#ELT 5. #B&E{k L 72 Soft-Threshoding
B# % Algorithm 1 1Z/R7.

Algorithm 1 FEFHE T D Soft-Threshoding BA%X
Require: [a], [b], BitNum
Ensure: [ST] = S([a], [b])
[c] < rshift([a + b], BitNum)
[d] < rshift([a — b], BitNum)
{condl} + greater_than([c], 0)
{cond2} «+ greater_than([d],0)
[condl] < to_P({condl})
[cond2] + to_P({cond2})
[ST] « ifgate([cond1], [0], [a + b])
[ST] + ifgate([cond2], [a — b], [ST])

Algorithm 1 D AJJTH % BitNum & [a + 0] & [a — 0]
D bit BO/NS WS DIETH 5.
3.1.3 Secure ElasticNet 70 b 3JL

Secure ElasticNet Tld, Algorithm 2, 3, 4 {Z/RTNA T
AFHEHFENTA—RBERERBETHILITEIDNNTA—X
EWET S nomiZThThT — 2 EHEBICHIEL,
F/, MBHATHEORTWESIIRT MVIFEWHZ 21
£ . ElasticNet Tlk, AJIEZ LML TP O AT S
72, A (12), (14) IZBWT Y 28 =n—1 & LTHER
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Algorithm 2 FEFHRTD/NA 7 AR
Require:  [X](= [#1], [z2], ---, [z])
[@](= [, s [wm])
[91(= Tyl [vals s [yn])
Ensure:  [wo]
[ « (X1 - [@D)
[ « [71 - [
[g] « sum([d])
[wo] « sum([g]/n)

Algorithm 3 #% 5 % T ® ElasticNet /8T A — X HH
(RE i)

Require: [X](= [21], [#2]; .., [xm])
[@] (= [wil, -, [wm]), [wo]
(= Tl w2l -, [ya])
INAIN=INT A —R& [[)\]]’ [[a]]
Ensure: [W]
for j=1toj <mdo
[tmp] < ([w1], [w2], ..., [wa])
[tmp;] < [0]
[e] < ([X] - [tmp])
[1] « [91 — [ — [wol
[e] « [2] x %3]
lg] < sum([e])
[ST] < S([g];[n x X x a])
[wi] < [ST]/[(n = 1) x A x (1 = o))]
end for

Algorithm 4 FB% 515 T® ElasticNet /¥ A — X B H
(RZHA)
Require: [X](= [z1], [z2], ..., [zm])
[@W](= [w1], ..., [wm]), [wo]
[51(= Tl w2l - [ynD)
INAIN—=INT A —XK [[Aﬂ’ [[a]]
Enst:re: [w]
[tmp] « ([0]; [we], ..., [ws])
le] < ([X] - [tmp])
[1] < [ — [e] — [wo]
[€] « 8] x []
lg] « sum([é])
[ST] + S(lg], [nAa])
[wi] « [ST]/[(n — 1) x A x (1 — a))]
for j =2toj <mdo
[2] < [2) + [wk] x [#5] — [wa] x [;71]
[e] « [ x [%3]
[g] < sum([&])
[ST] + S(lg], [nAal)
[w;] < [ST]/[(n — 1) x A x (1 — a))]
end for
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SOSN tiimin, nA)

Zszl w%
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Algorithm 5 FAZEIH TD Lasso [EJ@/3 T X — X FEH

Require: [X](= [#1], [22], ..., [xm])
[@] (= [wil, -, [wm]), [wo]
[[?7]](: [[yll]v [[y2ﬂ7 R [[ynﬂ)
INAIN=INT A —R&R |I)\]]
Ensgre: [w]
[tmp] < ([0], [w2], ..., [ws])
[e]  (IX] - [tmp])
[0l « [91 — [ — [wol
[e] « [7] x [2]
lg] « sum([&])
[ST] « S(lgl [nAD)
[wi] < [ST]/[(n — 1) x N)]
for j =2toj <mdo
[ < [8) + [wi] x [#5] — [wa] x [z71]
[e] « [2] x %3]
[g] + sum([e])
[ST] + S(lg], [nAD)
[w;] « [STT/[(n — 1) x A)]
end for
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4.1 ERIRE
KRIWCRTIV Y 3IBEHAVWTEREIT- 72,

=1 EEs
oS CentOS Linux release 7.3.1611
CPU  Intel Xeon Gold 6144k(3.50GHz 8 37 /16 AL v K) x 2
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NW Intel Ethernet Controller X710/X557-AT 10G Y > 7'}k
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FHERIE 10 [F & U7z,

(1) 20 EM: x1000~1000 iED X I —T—X%&2 T — X
ty b LUTHWE.

(2) 4,20, 100 @M x10 FHEORI—F—R%2T—XEv
e UTHWE.

(3) 14 JE@ME x505 fFDE T — & (scikit-learn[1] IZ& £
LRA N VT OFEEMET—X) 27Xy bl
TEHWE. NAR=RFTA—=RFa=1,A2=05%
L7z,

4.3 AIERFE

SUFERRIE AT 5 [MHIE U 7265 RO TH 5. default
18T A — X EHIZ Algorithm 3 2\, HodfbE LT
A — X Algorithm 4 2 AV, sk BE+> 7 FEIE
Algorithm 1, 4 Z W2 #iR TH 5. U sckit-learn([1]
ZH\W, FZEEE 3 ElasticNet 2 FEf7 U8R TH 5.

LIZERR (1) OWMPER 2R3, 7— X 8AHY 10 L
DFRD & &, B TUIHI KD D720, EXHRTEES
RWHETH B0 FND B &, B & b KiE R

Rhhr-oTULED.
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1 Secure ElasticNet ALEHHRERH]

X 2 12 FEER (2) OUBLKEE % 7R3 . ElasticNet 13755
A—RZDOWEETBEININTA =K% 1 DDOEHT B4
ENhD. TD-OMBEFHETII NI A—XFEH 1 EIZH»
MNBUEE IR NHRKRENZD, BIERAH 2 5 & IR
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4.4 FHERBE

Secure ElasticNet & Secure Lasso [Elff T, # 5 fED K
&% 30[bit] & 725 & 5 FHI LR Z1T > T\WB 78, HEE
INBNRTA-XDOKEED 30bit] THD. FEEr (3) DY
TA—RYEERER K 2 ITRT.

]2 T RA— XHEHER

INTRA—=R wo wy wo w3 wy
5’ 22.5328 0 -0.34358  0.08096  -0.26979
REFIE 22,5328 0 -0.34320  0.08027  -0.26974
NTA—=& ws we w7 ws )
S 0.40329  0.24034  2.36241 0 0
EFHE 040332 0.24089  2.36286 0 0
INTA—R w10 w11 w12 w13 w14
R3S 0 -0.31045 -1.26679  0.46109 -2.33522
REFIE 0 -0.31078  -1.26703  0.46122 -2.33495
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