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A System Architecture with Self-Sovereign Identity-based
Authentication and Data Sharing for Proactive Access Control

Kenta Nomura'® Hiroshi Kumagai! Masaki Kamizono'

Abstract. With the spread of web services, a user has a separate account for multiple services. Users can enjoy new services by
sharing their usage data with service providers. However, users have to be authenticated individually for each service, which makes
the management of authentication and identity information more complicated. The concentration of users and usage data on a
specific platformer leads to the enclosure of services. As a result of the complicated management due to individual authentication
and the difficulty in controlling data due to enclosure, unintentional privacy violations have occurred. As a countermeasure,
individuals are required to manage their own identity information and the content and scope of data sharing. In this paper, we
propose a system architecture to solve the problems of identity management and data sharing. After summarizing the advantages
of the proposed architecture, issues and considerations for implementation are discussed and use cases are discussed.
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