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Darknet Scan Packet Analysis Using Port Embedding Vector

SHINTARO IsHIKAWA'®)  SkicHr Ozawal:2:P)  Tao BaNn3-©)

Abstract: In this work, we propose a method to track the attacks by malware-infected devices observed in
the darknet and their changes using machine learning. First, feature extraction using FastText is executed,
and the correlation among targeted network services is captured from the destination port numbers of scan
packets. Then, we employ a nonlinear dimension reduction technique, UMAP, to project hosts into a 2-D
embedding space for visualization purposes. Finally, DBSCAN is performed to automatically identify groups
of malware infected hosts with the same attack patterns. In the experiments, we use a one-month darknet
traffic trace collected from a /16 darknet sensor. As a result, we showed that a group of Mirai variants
that could be controlled by the same botnet can be properly detected by using the proposed method. We
also succeeded in detecting a new Mirai variant that targeted the vulnerability of 9530/TCP during the
observation period.
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