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Imorovement of Estimate of Web Content Maliciousness Using
Browsing Histry Data

KAzZuo MAKISHIMAL:®)

Abstract: During web crawling, there is always a risk of being exposed to Web-threats.

To deal with these problems, we have proposed the method which use URL and page transition type to
detect and pre-detect malicious contents in previous paper. However, there was problem that pre-detection
method has lower accuracy than on-spot detection particularly at the case when transition from search site.
In this paper, we tried to improve pre-detection accuracy by using in-page contents information. In addition,
in order to respond to the transition from the search page, we construct other classifier which learned by
malicious URLs in dataset and judge search result URL to reinforce pre-detection.

Experiments shows that using in-page contents and search result URL, we can estimate malicious contents
at higher accuracy than the conventional method.
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