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A study on detection and defense of cryptographic ransomware

using dummy files

OcIwWARA TakuMI!'®  KOBAYASHI RYOTARO! KATO MASAHIKO?

Abstract: In recent years, ransomware has become a major threat. There’s no shortage of cases of vic-
timization. In addition, there are many route of attack. For example, the cryptographic ransomware,
known as Wannacry, did significant damage around the world in 2017. In those days, the vulnerability
that uses for intrusion had been fixed in advance. However, the computers using unpatched systems were
affected. Therefore, I would suggest a precautionary measure that can be used after infection, focusing on
encryption operation.In this study, we implement a system that detects encryption by placing dummy files in
the path where the cryptographic ransomware encrypts. Thereby, it ensures the time it takes for important
files to be encrypted.After that, we evalute the effectiveness of the system by Wannacry and Cerber in a
virtual environment and measured the endurance time.
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Table 1 Size and number of dummyfiles
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Table 2 List of Libraries
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Fig. 1 Monitoring program processing
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Fig. 2 Disturbance program processing
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Table 3 MD5 hash values

A Ny ¥ aff

Wannacry | 84c82835a5d21bbcf75a61706d8ab549
Cerber 8b6bc16fd137c09a08b02bbelbb7d670
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Table 4 Evaluation environment

AR b TR+
OS Ubuntu 20.0.4LTS Windows10 home
CPU Intel® Core™ i5-9400 | RAET vt v 8
RAM 16GB 8GB
Strage 256GB 100GB
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WKBWTHS LR YETEMAEDED 1 D2RT. K
SAT ATV LY =T ZRHL TCEAIZ{To 728 FIZ
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Table 5 Folders to monitor

FAL | SR

C:\Users\ %USERNAME%\Desktop\!\
C:\Users\ % USERNAME%\Downloads\!\
C:\Users\ %Y USERNAME%\Favorites\!\
C:\Users\ % USERNAME%\OneDrive\!\
C:\Users\ % USERNAME%\Pictures\!\
C:\Users\ % USERNAME%\Documents\!\
C:\Users\%USERNAME%\ Videos\!\
C:\Users\ % USERNAME%\Public\!\
C:\Windows\!\

C:\Users\!\

C:\Users\Program Files\!\
C:\Users\Program Files (x86)\!\

C:\\
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Table 6 Wannacry encrypted folders and order

IEE | S~ | SR
1 0 | C:\Users\%USERNAME%\Desktop\!\
2 0 | C:\Users\%USERNAME%\Desktop\!\
3 5 | C:\Users\%USERNAME%\Documents\!\
4 12 | e\
5 5 | C:\Users\%USERNAME%\Documents\!\
6 1 | C:\Users\%USERNAME%\Downloads\!\
7 2 | C:\Users\%USERNAME%\Favorites\!\
8 3 | C:\Users\%USERNAME%\OneDrive\!\
9 4 | C:\Users\%USERNAME%\Pictures\!\
10 7 | C:\Users\%USERNAME%\Public\!\
11 6 | C:\Users\%USERNAME%\Videos\!\
12 12 | e\n
13 1 | C:\Users\%USERNAME%\Downloads\!\
14 2 | C:\Users\%USERNAME%\Favorites\!\
15 3 | C:\Users\%USERNAME%\OneDrive\!\
16 4 | C:\Users\%USERNAME%\Pictures\!\
17 7 | C:\Users\%USERNAME%\Public\!\
18 6 | C:\Users\%USERNAME%\Videos\!\

NEFRICBOTEE 7 + VA ZHAI LT T2 70ITR
LTW3. ¥£7, Wannacry I 1 DDEM 7 + L ZITHNL
1 [B] B X Unicode JEZ 2KB M _E, 2 [B]H X Unicode JIEIZ
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7 A NZ T 2 [T OREE LA TON TV S 2 & A3 R
TZ 5.

Cerber DRFREZ AT o 7o4GR, BSILOANIEKIIL, M
ARG 7 50 & 72 o 7o T ARER X Wannacry 12 FERIEHE
W, £ 712 Cerber BHEEIL L 2B 7 # VX 2R . R
DFFERIFFE 6 LA L TH 5. Wannacry EIXER D, Cerber
TIER T + VX O—EOADES{LONGF YD, £
EEftane LTy, BR7+ VXD DX I —
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R 7 Cerber PEFLLI7 + VX L EFH
Table 7 Cerber encrypted folders and order

# 8 Wannacry 2SHEE{L L7z 7 x VX L ER (BIER)
Table 8 Wannacry encrypted folders and order (Fixed)

% | SR | R2 IEE | S | RR
1 12 | C:\!\ 1 0 | C:\Users\%USERNAME%\Desktop\!\
2 5 | C:\Users\%USERNAME%\Documents\!\ 2 5 | C:\Users\%USERNAME%\Documents\!\
3 0 | C:\Users\%USERNAME%\Desktop\!\ 3 12 | C:\I\
4 9 | C:\Users\!\
5 1 | C:\Users\%USERNAME%\Downloads\!
77 ANLERE R ENGR o Te. 6 2 C:tUserst%USERNAME%EFavorites\!§ \
5. %g 7 3 | C:\Users\%USERNAME%\OneDrive\!\
8 4 | C:\Users\%USERNAME%\Pictures\!\
AT FE TIl3RAEER IR T Wannacry ¥ Cerber 2 &2 L 9 7 | C:\Users\%USERNAME%\Public\!\
B DOMEE R 1T o 7=, 10 6 | C:\Users\%USERNAME%\Videos\!\
Wannacry IZ8WT, ZUHIZ 998 7 7 A UIES{L U714 1 12 | CAN
— I BHLE I LHETNTO 7 7 4 LEHELT 28 219 GAUsers\y
(FERRLE. Z0v &, | HHOBELTE, IKBOY 7 o e AN e
A NEBEE (LI N o Tz, ZDRERDP SHIDITERL T 5 5 | Cn\Usors\ %A USERNAMEY\ Favorites\ I\
W3 IKB D7 7 A VERSHRDDH LKL I =T 74D 16 3 | C:\Users\%USERNAMEY\OneDrive\l\
o6 i ehs, 1RIHCHES LN LidREh 17 4 | C:\Users\%USERNAME%\Pictures\!\
TW3 98 DT 7 A MIDWTHHIN. T % & Wannacry 23 18 7 | C:\Users\%USERNAME%\Public\!\
SELERD T+ LRI END 2007 7 4 M 19 6 | C:\Users\%USERNAMEZ\Videos\\
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NEEB LI N DD FH L THIFRL TE Y, Cerber
HHIFREINZ72ITH LWVWT 7 A L RAERL TV 2h
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ELTHYY PENTW2Z 2R gh o7z, EFICHE S
ENTWDIX IKBUTD 7 7 £ LR 96 HDO K 2
T 7 ANIEFTH- Tz

LRt ofERERE 2, Cerber DM AREME %2 FHFHAIL 7=.

=77 4LDEIE 5,000 fEr L, WERIFR 1I1TRL7%
HDE 4,900 D 2KB DX I—T 74 0T 5. F7-EH
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Z DEF, AR 3 i 25 97T 3 - 7=.Cerber 23055
bL727 2 VR EIEBLE NIRRT 9 IR T

SREIOMEETIE 7 7 4 VE% 5,000 e L7238, 512
HERT e XD RVWHBES({LZHET LN TELLER
LD REFEOREIZBRDEDXI—-T 74V %EH
WTWBDTIEHRL 2KBDOXI =T 7 AV EHWTWS
72D, 77 ANEHERSTILIIT A RVRERTET S
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R9 HHEH7 LK (BIEH)
Table 9 Folders to monitor (Fixed)

FRL | %R
C:\Users\ % USERNAME%)\Desktop\!\
C:\Users\ % USERNAME%\Desktop\!!\
C:\Users\ % USERNAME%\Desktop\ !\
C:\Users\ % USERNAME%\Documents\!\
C:\Users\ %Y USERNAME%\Documents\!!\
C:\Users\ % USERNAME%\Documents\!!!\
C:\\

o

Ca\II\

X[ N[ | |W N[~ [O

R 10 Cerber EB{LL 727 + VX L JEE (BIEHK)
Table 10 Cerber encrypted folders and order (Fixed)

JER | S~ | %R

C:\I\

C:\I'\

C:\I\

C:\Users\ %USERNAME%\Documents\!\

C:\Users\ % USERNAME%\Documents\!!\

C:\Users\ %USERNAME%\Documents\!!!\

C:\Users\%USERNAME%)\ Desktop\!\

C:\Users\ %USERNAME%)\ Desktop\ !\

QO[O | WM~
N| R [O|Ckx|W|o|I|D

C:\Users\%USERNAME%\ Desktop\!!!\
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LY T7THB L, BfEZIFILEE 5.
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AT o 72 DR1E D TR python DT 4 75 VTH 3 psutil
D open_files() ZHH L 72 WT WS 7 7 £ LORHER
Hk iz o 7.
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