Computer Security Symposium 2020
26 - 29 October 2020

Bluetooth Low Energy ICX§ 2HEFEDRERR & XI5R

A RIS A & A Bl

BIE : Bluetooth Low Energy (BLE) I&, HWIEMHRHGEEEME LT, BOED DT NS RIZEWTHIA
flEibNB X512k o7z. AX—bO v 27D BLE Z2HW2TFNA AL, BEQEREZEDHFES 720,
ZDYFaV T IFEETHS. BLEIZIZEF a2 ) F A BEEVPHEINTVEY, T8 ZA8ERO a2
FREDOHHIZE D, ZLOTNAANZOHEEEZ THIZFHAL TRV, ZOLSIBTNA R, &S
WHENHEEL > TLUES. BLE CHT2HEDOV DI, HHBZERENH L. HHBERE L X, KWE
ENEHOBEHIZROTEL, WBEZEEZRALZBEL2THOE2HDTHS. PHERENKIITS L,
F =X DWHEPHI AP THLNTLES. AT, BLEIZHTZ2HETEE LT, 7 KL A& HEE
YR IRET S, ZhE, BEATFTNAADT RL A%, BENLTFNAADT RV AIZAETSZ 2T
Tbhd., ZHTED, BEEHET AL ZTEF L2V —F %, WRATF A 2ERESE, hiiEK
BEITHOZ D AREL 1 5.

*—7— R : Bluetooth, Bluetooth Low Energy, &K%
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Abstract:

With the spread of the Internet of Things, Bluetooth Low Energy (BLE) has been widely used and become
more important as a short-range wireless communication technology. A BLE device transfers sensitive data.
Therefore, BLE security is highly important. Unfortunately, despite the fact that BLE supports several
security features, a lot of devices do not implement them due to cost problems, which means those devices
are vulnerable to attacks. A Man-in-the-Middle, or MitM, attack is one of the attacks against BLE. A MitM
attack involves an attacker impersonating two legal devices and forces them to connect to the attacker’s
device. Successful MitM attack allows a malicious actor to get secret information or unlock a door at will. In
this paper, we propose a noble way to attack against BLE, which involves cloning the address of a victim’s
BLE device as that of an attacker’s device.
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