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Improvement of GAMPAL: A General-purpose Anomaly Detection
Mechanism for Internet Backbone using LSTM-RNN

TakUu Wakuh®  Takao Konpol2:P)  Fumio TERAOKAS©)

Abstract: The authors proposed GAMPAL (General-purpose Anomaly Detection Mechanism using Prefix
Aggregate without Labeled data), a general-purpose anomaly detection mechanism for the Internet back-
bone. GAMPAL aggregates flows based on routing information of BGP. For each aggregated flow, GAMPAL
predicts the behavior of the traffic by LSTM-RNN and compares the predicted and observed values to detect
anomalies. Our past research confirmed the daily anomaly detection performance of the data collected at an
edge NOC in WIDE backbone (AS2500). This paper applies GAMPAL to the dataset observed outside of
AS2500 for confirming its versatility. This paper also compares evaluation results at edge and core NOCs in
the AS2500. Furthermore, while past research used one day’s data for comparison of observed and predicted
data, this paper confirms that GAMPAL can improve the performance of real-time anomaly detection by
shortening the time to one hour and updating the evaluation value every five minutes.

Keywords: Network Traffic Analysis, General-Purpose Anomaly Detection, Internet Backbone, LSTM-

RNN
D BERERBRFE R TR 1. lZL®Ic
Graduate School of Science and Technology, Keio University
PR v g RS a7 By S Bea iy N7 — 2 R HEICERT 51 24— 3y b
Information Technology Center, Keio University .
3 PRSI R T AE Ny ZR=vTlE, BARI—FPT-—VLADA v X—
Facult}.f of' Sc1er.1€e al?d Technology, Keio University Sy R NS T4y 2 HEHIXNG. ZODA Y R—Fy
2)  dona@inl.ics.keio.ac.jp X
b)  latte@itc.keio.ac.jp MY I R=IZET B NT 710w 7RERIERITE G R

©)  tera@keio.jp

© 2020 Information Processing Society of Japan —891—



THLEFPRE LS AU Rz f>. —HT, 1v&—
2 INYy IRV TRETDRERRR, 2y bT—2
KT 2 BB OB P BBIEE), 1RV MIERT S
DRELIZ DB, 1 VR =%y P DUEERD7=DIZ,
ARV —=RIFING OEFEHZZBINIFR UL 5 2
EWHDEN, NI T4 v IRR—UPOREHERERAT
5 LIIN#ETHS. 2T, A1 VR =Y NNT T4V
I EHD O ZHEL L REER 2RI T 2 INHR R FIED
BETH5.
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MR REFE GAMPAL (General-purpose Anomaly
detection Mechanism using Prefix Aggregate without La-
beled data) [1] Z#2ZE L TW5. GAMPAL I3 BRI 4
CTABRETBHllE NS VA2 YNNI T4V D
RiR% 57— X %% £1Z, LSTM-RNN (Long Short-Term
Memory Recurrent Neural Network) % Fi\ 7z %l € 7 )L
ThI774v27%2TFHT5.

B NZTF—RER T =5 TMIoT 57280, GAM-
PAL Ti& BGP (Border Gateway Protocol) D& TH
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727 — ZIZDOWT, GAMPAL O 1 HHALTO RERANE
REZ ATl U 72, FEMMiO#5E, GAMPAL AMEBY — v A0
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L7z,
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DBRBETHRERMATETHSL I L 2MHRT L0,
AS2500 ATl S 27— X & v MZ GAMPAL % i f
5. £V EZ =%y by I KR— Y NORHED RS 2%
B2 DWW T GAMPAL % #H U ZEMRAIMERE % Hig
T5. IHICHENETIZ1IHASOERNT—XEFHlT—
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A VR =3y MENGE U ZEERNFIEICET 20H%
WL KHFET DD, BERIZ, RRIOBEPEREHROM
HzHWE UZEEEE 2 HOAZFEREATVS. 2y
M7 =228 2 REHERIZHEEMNT, ThETnEML
Fiia o7z, 73 F v BOBERA [3]-5] DX ST
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TR =754 X/DC (Data Center) HUED % v N7 —
7 DEFERFFIEIZONWT, ER[6] X7 T TR -1 v X —
v M —E 2 WRE U RERITFELZREL TV,
ZOWMETIHRIENAN—ZAD R L FRAR—-ATOR
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Wb, XERT) TRV E—=TFA ARy N =22 KR L
U7z R RAITEZ RE L TW 5. 2O T CNN
(Convolutional Neural Network) (Z & 2 23HE TV % AW
TRERAIZRELTVWS. FT 71 v ZE#HIE MCODT
(Micro-Cluster Outlier Detection in Time series) & 9
IIARY T TNTY X LE SOM (Self Organization
Map) & W I IRILEMIETH LT, CNN TEEI N
5. ik [8] 1% SDN (Software-Defined Networking) % X
REUVZRBABMFETHS. ZOMETET—XEY
b & U T NSL-KDD[9] = H\» GRU (Gated Recurrent Unit)
RNN IZ L2 HET V2 FEHIET VD,

—HAVR=2Y FAT=ADxy T =T EWREL
T FHEIZDWTIE, TR [10) X P2P 2 v b7 — 21281
LAY Mry MRAIFETH S, ZOMFKEIEZCNNIZES
DHEETVICRERZEMAGDE S Z & THREEDM L%
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BR[6] X2 T ReA YR —Fy M —ERAITH T2 HRE
FHEUPRE L TWD. SR [10] 1A 2 BEHERE R Y
by MZRE L BERATFETH S,

FAVR—FZv NN T T4V I RERIIT—RE LT
WOBE, 1 HEAR 1EMBAE W A2 EET S
WD D, SR [8] IXMEK D RNN (2 R EH O R4
T —XD¥EPAEEZR GRU RNN 2 FHWT W5, 3k 7]
BRI T =R T B2 AR) 77NV TY ALTH
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TELLRRESHN. ZTDEDITNNET—XEH VAR
WEE R TFIEVNBETH 5. CHR [6] 1£T7 VA E TR
WYz TV AT =R EHVEEIERICEID T 2D
RBDENP S BEEZRHT D, T[T & TRV ETF—
REMNTE ST, REFIEDWRA U 2N A & &
LTWBIZYR—=T 54Xy hT =228 WTEEDNF
HEUTWBHERT 2 Z 8 TRAMEREZFHMTL TW5. XX
Mk [11] 133 0 PRI KB BT T NG ET— R %M
WTWB D, HfizLEZIZBVWTR IRV ET—4 %
LTV,
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3. GAMPAL D5

3.1 GAMPAL O#ZE

GAMPAL 7o —H A X PRI 7o —H 1 Xk
DR %@ U RE 2 RHT 5. 70— I3 /a7 L
2, WHRR/MERE— MBS, e a5 2 TIVTHER
N, GAMPAL TlZ 70 —DNA MIERKRIITFT—& &
UTHDS. 78—0D5 R TVD S BLIAR/MKRT RV AIZ
HEHUZEULTE, 70—E7 RV ABOHEO A — X —
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Table 1 Comparison of related work.

Enterprise/DC Scale Internet Scale

et N
---

Scalability Yes Yes
Versatile to the
types of No Yes No No Yes Yes
anomaly
Consideration
on periodicity - Yes Yes No No Yes
of traffic
Negessic No No Yes Yes Middle No

labeled data

(O((number_of .addresses)?)) THIEIND. IPvd DY
AA—X—120(101®) L2 3b. ZOWKBEEO 70 —%
HE£MT 57720, £9 GAMPAL TlE 70— 7 KL A
% BGP O##EXTH % RIB (Routing Information Base)
DERT FRVAD TV 7 4 7 ATENT S, HET RV A
DA—=X—=120(10°) THbH, ZThzTL 71 7 ATEHL
72356, 2019 4 6 HDRFRT 7L 7 4 2 213 700,000 FHXH
UEGFHET 2720, A—X—=130(10°) THhH5. Zh%x
SIZENT 2728, GAMPAL Ti% PA (Prefix Aggregate)
EEBUKRT NLVADT L 74 7 2% %435, PA X
BGP RIB ® AS PATH B %2Rk 32 AS HFSD S H %
S kAP ILET 5TV T 1 2 ADEATHS. WIDE Ny
JHR—VTEHIENS BGP RIB Tl, k=3D& & PA
1% 30,000 FEIZ S, A=K =1 O(10%) L& 5.

B 112 GAMPAL O#FEE 2 %Y. K 1-(a) lE 70—
T — X% PA LR THEM L 72 flow size matriz TH Y, n
@D PA (X 1-(b)) IZEHENTWS

¥ 72 GAMPAL TIXREMRERNIZ DN T flow size in-
terval (X 1-(c)) 2 €9 5. flow size interval 235 3D &
&, 5EFHICBHENE 7O —DF — XY 1 X (N1 M)
DEFERERT 5. £ PAITBWT, flow size interval Z
E DY % flow size aggregation slot (X 1-(d)) &3 5.
Z @ flow size aggregation slot % LSTM-RNN ~NAJ 4 %
T—RET®H D flow size learning interval (X 1-(e)) DI
MO 72 RH T — X % flow size vector (B 1-(f)) & &
# 9 %. flow size aggregation interval 7 5 43 T flow size
learning interval 28 1 HTH o7z & &, % PA @ flow size
vector 1% 288 ffl D flow size aggregation slot THEEK X1 5.
FEMT O -2 51EF 507 observed flow size matriz
(B 1-(g)) &4 PA @ flow size vector THEK S 1 5.

observed flow size matrix Z LSTM-RNN (Z AJJ L T1&
S N7z FHFE R predicted flow size matriz (B4 1-(h)) T
H5. 1HD L, 25 ty1; $TOD observed flow size ma-
trix (ZHEDWTFHET N ¢, 225 t,y; T TD predicted
flow size matrix 1, ¢, 25 t,4; CREISNZ 780 —0D
observed flow size matrix (B 1-(1)) LI N 5. K
T 5, flow size comparison window (K 1-(m)) ¥ T
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(g) observed flow size matrix (t, — t,.;)

__— (b) prefix aggregate

prefix agg. 1 prefix agg. |
T 4 - ——-——--= e (c) flow size aggregation interval
i3 _ | aggregated | "aggregated | | ) )
fo ty—tat E flow size : :_ flow size ﬁl—: (d) flow size aggregation slot
£ T f —
g ! : :4:—— (f) flow size vector
Q@ \ I 1
Q . 1 1
@ ! r . .
2 N : aggregated | aggregated | N (a) flow size matrix (m) flow size
= 1T fow size I__flowsize 11| 4o comparison window
E v =-=-=-=-=-=-=-"- r-——--f-r--=-=-=-=-=-=-- TM~R/V/V
(1) observed flow size matrix (t, — t,,)) % (h) predicted flow size matrix (t, — t,,;) \
prefix agg. 1 prefix agg. n prefix agg. 1 prefix agg. >\'
-------- e EEErrTrr R I
t—t : aggregated aggregated : compare t—t | aggregated : aggregated :
v '+ flow size flow size ! <:> vl E flow size flow size !
I TR I
10 10
sliding sliding
M aggregated T aggregated P aggregated aggregated
yil L flow size flow size Lsy, vl flow size flow size
~ M‘R/V/v
1 GAMPAL D5
Fig. 1 The Implementation of GAMPAL.
observed flow size matrix & predicted flow size matrix %
WL, 2 D0OXEENEEL2EZ 502 EE L U THRA
4 %. flow size comparison window & 1 Iifffl*> 1 H (24 K¢ 035
M) ¥, FlORMIZHEU TEHET 5. 030
> 0.25 |
3.2 PA (Prefix Aggregate) DE&H &
[
3.1 fiTlk R & 512, GAMPAL Tl% AS_PATH & g "
DRI kHD AS FEHIET S PA 2EHL TS, K i 015 1
HiClEZ Dk ITEYREDREIT DO WTHERT 5. 0101
212 2019 4 6 H 22 HIZ AS2500 THIH| X 17z IPv4 0.05 1
BGP O 7)WL — MIB1T 5 ASPATH RO A LT L - .
BRT. BUMEL BRI 0 (BGP) & 44 TH D, B 0 10 20 ) “
Number of AS hops
il 3, IfEix 4 TH>72. ASPATH EDHAIT/NE
WEIZKELSRD, KEWEIZA»>TR Y 7T —ILH B2 ASPATHEDLALTF L
fHOTWA, 22256 PAZEHRT D LIT/INIWEDN Fig. 2 Histogram of AS_PATH length.
WY THY, GAMPAL CRIEHETH 2 3 2HHT 5.
AS_PATH D58E 3 DD AS HF 5% PA OFll L E#HT <H5

%. %i®, IPv4 BGP 7V )L— kT 727,261 ff (2019 4 6
H) 57 R L A% 31,258 D PA IZEH I N 5.

A VR =2y MBS » SREIEWIP 7 KL
ZHTDO NI T4 v 73 <BHEITH, EVIP T LA
ETDONT 74 v 2ikdE BTN VEIMEPFET
5. PARBBIR»SEWKRIP 7 FL A2 < 558
L, BHE25ZWEEIP 7 RV RIZDWTIHE L 748
THILNTES2D, FBAMEOBIRY» S L &N ATE

3.3 FHEIETFILOFBEE

A VER=32Y PNy IR =—VDELLBERDOT Y Y
NOC & 27 NOC A offE T \wgd., 1 X =32y b
FNT 7w 2B NS NOC iz, 1 HHBAPEE
fi (BHE) ORIEZRi>TWa., T o2 EET L L
GAMPAL @O FHIE T MR U 2 O FEHEIZDE X 5
N3, 1 oHIAEMNZEETHS. T 1 ERESL -
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RRFIT—%, HIZXHEH?S LEHETO 7 HEO
T—REABLFEIYE, BEOT—XETHIEET S
OU—FTh3s. 2 2HOEHNFEE X FHNROH ()& [H
UIBHO T — 2 2l EBESHELFEEIE2EDTH 5.
FxDOBEDFFIZBENT, Z0 2 MEOEYIETT
HWETN2F2HIEFIRERZ R U 7246858, BRfEy
DFHRNEWTHREE 2L TV, X512, AADT v
R—3w MIBIFB T 71y 7 OFEEIIEHEIZERD
BN OIS 5 [12]. 2T GAMPAL T HBI%
BizkaPHleET VOEEERHAT 5.

3.4 FWTOHAR

BEFIRZE [1] T, ENDOA v R =%y by 7 R—V
T % WIDE (AS 2500) NI v JHLET H 2 #ER NOC
THW X N7 —RIZDWT, GAMPAL O EEMRAIMERE
Z R U 72, BN RIBSMBOF L & LT 2018 4£ 10 H 17
HIZFAE U 7z YouTube O#HhEE [13] 2, N OHZ L
U CTEERARZDFEETH 5 ZHEDFME S N7z 2018
F11 A 22 HEZBIRU 7z, BRI NOC 3B ERFARF MM
FEIRF v v RAZERE S, FRELFME S 0/,
X ¥ UNADEREPMRGEIZ L D T2DNEA R MZER
THRFEFERE U T HREZEA.

T OITHWERIEF & LT 20190 6 AR» 5 7 A RAJIC
T THA L 72 ARMS (Apple Remote Management Ser-
vice) 7z DDoS (Distributed Denial of Service) K
DO—FTH2 UDP V7L I a8 (14 2745 L7,
BEFEZ A KRFETEH DDoS WIS, 7H 9 HIZYE
port % R U 72 8afe 2 W U3l U 72728, SHULDERTT
H57H6HMNS 8 H%E DDoS MEDMAING L L 7-.

FHlT— & & FEHT — X D2 E % FHH$ 2 M H 5 NSD
(Normalized Summation Difference) f#i (4 EZH) % AW
7o RHR DAER, BE PRI NTWARVIEE HIZ N, 3 ffifH
DREHRDFE LU -HAD NSD MR A E <, GAMPAL
XD RERELVRAEETH 2 Z L AR S Nz,

AFETIEET, GAMPAL »° WIDE /Nv 7 K — > PAAh
DEETH BRERMD AR TH LI L ERT 2D, AL
>~ ® ISP (Internet Service Provider) THIHIE 7% v b
T—=2 N7 74w T—RTdH5 UGR’16[15] % A\ LA
U7z, ERNv I R—V 2y V7= WIZEBGEET 28
JAIZDWT, B AOE I & % BEMAMERE % g
B7, Ty VHRTH LR NOCIZMA I TRNTH
% RKFHT NOC D F— RIZDOWT H EEMAIM6E %2 341 L
7z, T OITHAAMA CTIRREFORE L L BN OWTHRE
PRI NDE 2% 1 HBEAL TR L 7228, FEH ETIERE
HEDPFE U728, WTRERIRY B EEZRAIT 2 6ED
HbH. ZIT, 1HRpOFMT— X EFEHT — R E KL
Tz NSD fHIZ & B3 %2 1 s 0 F#l7— & & FEH
F—RXEWEL, 5012 1 REHATO NSD i % HH

T2 LT GAMPAL DU 7L XA LMEE L 7.
4. FHEIERORSE

4.1 FH\EIERR NSD DRE

GAMPAL T BN (How aggregation interval) &
ZODT—RY A X% PABIZFHITS. ZorE, Fill
HEFEMES T — X T A DA —)VIid PA HIZRA D,
flow size aggregation slot IZ 0 ~ /N1 N U2tk S vz
WPADHDB—JT, 1077 ~ 100 J3/3A MR AR X
NH2PAELHL. IholFY—EAPa—FORMICK
55D TH5H, GAMPAL O FHlfiE & EHIMH & % PA
CHERT 5121, ZORREBENEZ 7 4y 7R 2—
L —HHOAT =)V CHIRWRE AR E 2 €& T 4
DD, ZD72D MSE (Mean Square Error) Dk fg
BED AT — VDT — X D AT — ATHRAT- T 5 F8EEAHE 1%
BYITREZW, £z, FERMER TR E B2, flow size
aggregation interval 7% 0 1272 5%, T2 bH YU PA TH
PLIREE (flow size aggregation interval) D M5 7 1 v 2
DB S NIEWEEDR DD, TOROIFMT ST — X
0 % & AEEFHETEZR\W RMSPE (Root Mean Square
Percentage Error) DRZSFEEMEZ 2 DIXEY T,

Ihozihs A, BEEWS 1] CRIMEOEEME NSD
(Normalized Summation of Difference) % &3 U 7=. S|
TR0 i HHDMEE m;, YT 2D i HHDOMEZE p;,
ANT2FHEL FOCEREOT— X E (0 2 T &
L7z& &, NSD EMUTORTERINS.

T
Zi:l |m1 - pz‘

NSD = =
Zi:l maX(mi»pi)

(1)

NSD i, H#d 20/ # A7 (low size comparison win-
dow) H D, FHlMEEEHED S HKEWHOMEDEGFHE
XY S, 2MEDOESDOAFHEDEIGTH S, NSD IZFFli
HHEDHED AT — IV IZBH 53 [0,1] DA — )V THEAX
N, EFEDEDR0ICRDZILEERRVEZH0EELT—X
THEEP A RERFM RS TH 5. NSD & FHIE & FEHl
EOEROEGWEZRTHEETHY, FHKEZFMTE
%. flow size comparison window FIOD Tl 57 — & A35ZH]
HERUTH-7-HBANSDIF0OTHY, KE< BB
& 1ITEM <. 1 HEALT NSD % 5Hiid 254, flow size
comparison window (%1 HT® D, flow size aggregation
interval %% 5 22 D6, FHIME L ERHEZ N ZH 288 9
DOMETEF S 5. NSD OfaIXEHIID 72 b DI, ¢ 72
D% flow size comparison window (Z#&A{Z3 %728, NSD
TPHREE % iR d 288, 1 REEHAL, 1 HEA S Wo 7z
flow size comparison window % #i— X &2 BLENH 5.
4.2 NSD OEZEXICEY 555

AT, FHIfE e FHHE & D28 % T 2 felfE & L
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TNSD 21 ORRIZEH L -HENC OWTHERT 5. Bifi
THHRARZE B, GAMPAL TS % Fifll4E, F2l4Ei
PA BZRRZ IR AT —VODIETH D, 720282 2hH
5. MSE 72 ¥ 25l & U756, flow size aggregation
interval DRENZEN A N UV E v PA, #E /N1 b
BHIX N5 PA, 731 MEIIZ N5 PA © THHEEE
DAT—=IDBRRKELER>TUES. £72 RMSPE 2 8%
HBEMEE ULZEE, 0 X0 REVWHETEZ 0 TESZZ LItk
DEEMNHRIN, FDEHINGS 2 DDRMIZEEL -
FMEEE DS BB T dH > 72

ZIZTREINZODPNL LU FORN2 THoT-.

~ |mi—pi

; max(m, p;) ®
2 RO IZILC, FHlME, FEHEOMD AT —)
DL ST 0~ 1 DA — LTI, £/20%EAT
WTH, BN 0DFEDARDEED 012725 - HFHHE I HE
TH5. Z02FEDIEEEIZ DWW TR~ 72 PA DETHE
fili L7z 5, X210, W4 2 EDZEAEL W PA
DG, FHHE R E FHTETWTH KE 4l % 36k
LTCLEo7. F2IN5DRD m;, p iZENZFNOME
T#HL, HOZEAE, Thb5 mi —mi, pip1—pi %
RALUERBIRESINZD, ZBEIZTEOME (BN) 721
THRSADH (WD) £HD, ADEEZZEL TRV
NS 2 FHEOBEMIXEY] TRV, F 2T GAMPAL Tl
K1 &R E e UCERA L

5. X

5.1 RERRIRE

GAMPAL (% OS IZ Ubuntsu Server 18.04.01 %, &
FG1% Python 3.7.0 ZfiHL THEE L. FHET NV
LSTM-RNN OFEIZIEY 7 v 27 5475 Y Chainer
5.1.0[16] 2@ H L7, FJ 71 v 7 EHRDOEHIZIZ
nfdump version 1.6.17[17] %, BGP RIB D Z #1213
bgpdump version 1.4.99.13[18] Z ZNENH\\ . 7z
LSTM-RNN DEHEIZ 1% GPU (Graphic Processing Unit)
ZHW=. GPU 77w b 74 —LAIld CUDA 9.0[19] TH 5.

5.2 1 BREEATO NSD

BEFARZE [1] CTIEREREERPFELZHIZ DWW T FHIE
CEHAMEE 2 1 HEALTHE LU NSDfEZEH L7z, Ld
UEMAETIREEHREIFE U5, WA BB
EMHAIT 2HENHD. bbb, NSDMHEIZ & 25Hb% 1
H4 & 95\ flow size comparison window T O FFAill A 4
HWTHb.

ZZTCARMTIE, 1RO FHIT— & & FEHlT— &
Z U NSD fEZFHE UFHE L 2. A& Tl flow size
aggregation interval & 5 2 THS728, Filll, FHllzh

Z1 12 @D flow size aggregation slot % LLiKd 5. flz
i, »2HAMND 0:00 ~ 0:59 © 1D NSD ffix 1 FH
(00:00 ~ 00:04 @D flow size aggregation slot) #*5 12 #&H
(00:55 ~ 00:59 @D flow size aggregation slot) £ TOD 12 @
DAl FW NSD fili &2 G5 L, ¥RD NSD fEIZ 2 FH» 5 13
HHECTOMETHET S. ZORRIZ, flow size comparison
window 2 1 2§ DATA RIETW Z LT, 54T 1
RMBATO NSD 2 FEFHTHI LN TE 5.

6.
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TIX UGR16 THMlIZENZ NI 74 v I T—REHNS.
UGR'16 137 XU & F =R TH 50, AR TIREERA
ORNRETHHMNOREL, BHEROT — X &8 57—
XD HHERT BZHMIZDA T )L 2L 7.

ARIZUGR16 DT —X o, BEHE LT 2016 F 4
H14H& 6 H20 HZERU 7. #i&iE 4 ARaIcmER
TN SSH Ay VIKBEMRMT 57-DIT#EIRNUZ.
72, ZORFEHLHETSZO, ZOREHOEHZDOR U
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PN P o722 4 A 14 HDA% SSH AF v VIRE
HEHE UGERLUZ., AFROMEHTEYHE UTEEH
DOHEFTOHMHIGER LT WY, —F, &0 6 H 20 H
IABRANRLIDREL LB NZHNTHE. ZDORE
HEigd 2720, ZORFHOERMDEUEHTH S 6
HBHEENSDOEZOHMNTHS 17, 18, 24, 25 H%Z
EHEHE UTHERLZ. UGR'16 1% PA IZ X 2 EMIZHV
5 RREEE R E AL T Wiz, RIPE NCC (Network
Coordination Center) [20] D A1 > TUNEE & N 72 R
¥R rrcl8.ripe.net ZfHH L 7z,

B 312SSH AF v Vv IREDH>7-4 H 14 HD NSD {#
T, B 4IZARLKENRH>7-6 H 20 HD NSD iz %
NENRT. BEHE UGERL 288D HAO NSD f#
WY& iR UTZ. SSH A% ¥ VIREBD H - 7-HFIZ
DWTIHEFH LD 0.03 B, A/NLKENRH - 7= HfIZ
DWTIHEEH & D 0.02 FREKR S WENGFRI N, Z
DFEHRIZ WIDE /Ny 7 R — > L FAEIZ, GAMPAL THEHK
O EEDOMAD IR LEZRLTWVWS.

6.2 WIDE /Ny 7 R—IZH 1T 2R EOFTMLE
YR =% by ZR—=VITEEHD NOC TH X
TW3. GAMPAL X1 Y Z—%w "Ny I R— V%R
CUERERANTETH D70, BED NOC IZDOWTKR
AT ABENRDD. T TAREITIX, WIDE Ny 7R -V
NOMEDRZ S 220 NOC IZ2WT GAMPAL 12 & %
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