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Security Rating Method by Regression Analysis of Web Data

Takumi Mori'™ Masahiro Fujita® Tadakazu Yamanaka*

Abstract: On the supply chain, there are various security risks caused by factors such as the business partners and the destinations
of products. Supply chain security ratings are often calculated subjectively base on the past transaction records and popularity of
company names. If companies chose the suppliers and destinations for products with low security levels, the risks of security
incidents and cyber-attacks against products is increased. To calculate the ratings objectively, we have proposed a security rating
method of supplier companies, which quantifies the security level by using open data collected from multiple information sources.
We have also proposed a framework in which the supplier rating method is incorporated. In this paper, as a concrete instance of
the method, we proposed a method using multiple regression analysis. The method uses keyword groups as explanatory variables.
The keyword groups are selected as follows: (1) collecting security news about supplier companies, (2) extracting the keywords
from the news by clustering analysis, and (3) evaluating the ranks of the keywords based on SNS or Web search engine rank. As a
result of implementation of the method, we found two tuning points for improving the accuracy of the method: lining up candidates
of explanatory variables by clustering, and selecting highly independent values from these candidates.
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