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Multi-factor authentication with browsing history of flyer application
using score level fusion by neural network
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Abstract: With the development of the Internet, people are using various services through the Internet.
Since each service needs to protect personal information appropriately, individual authentication is required
when using online services. Robust and high security is required for personal authentication, though user
convenience is also important. In recent years, a personal authentication method called lifestyle authenti-
cation has been proposed as authentication methods that consider user convenience and security. Lifestyle
authentication is behavioral authentication that uses daily life rhythm as an authentication factor. In this
research, we focused on the authentication based on the browsing history of the electronic flyer application in
this lifestyle authentication. We aimed to improve the accuracy by applying score level fusion using a neural
network to multiple authentication factors based on this browsing history. The comparison result with the
conventional methods shows that both FAR (False Acceptance Rate) and FRR (False Rejection Rate) were
improved.
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2 Binary classification network used in our proposed method.
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FAM L 7z, FHEREEROBRIZIZ 3.2 BTRRZT LT X A4

% 1 Comparison result of FRR and FAR.

method FRR FAR
average score fusion 20.52%  19.02%
fixed weighting (Buriro et al.) | 17.62% 16.17%

10.17%  8.17%
proposed method 1.25% 3.95%

fixed weighting (EER inverse)

CEDEHINE SEEORAIT ARV, 20 3FEED
AAT7%T7a—TavTEREENERFRLERLEZ. &
A—HFDF T —MIDOWTI—Y 36 A9 DELE X
A7 ERENTE720, GEFT36x36 O DAATT—X
RhHb., INSDOAATTF—REZTNTNDI—FIZDON
TARANDAATF—=REMADRA T F—RIZHEL,
ADATATF=RPEARAANDAAT T —R EFAEIZED &
SIEMEBICHE L. FLT, ZOARANDRAIATF—X
EHHUAZMADAITT—REL5DET, TOI—FD
AAT7T—=Re U 1RHEBOAITT—XRTHBDT
ARADATTF—RIE 51 H x 24 IR = 1224, A2
TT—RBARIZRE LD T 5D T —YHEIZ 2448
DAATNHB. ZD5H 60%%FZIZHN.

5. RERER

# 12 FRR & FAR O IEHROLZRT. 22T,
ERFED average score fusion 1k 4.1 D (1) %, fixed
weighting (Buriro et al.) IX (2) %, fixed weighting (EER
inverse) 1 (3) &9 . & 1 TD FRR DN 50Hh 5
WO, PHEIZLAAIT 72—V 3 UREREDEAM T
IZ&BAAT 72— a v EDORERFIE L IR U TR
EFIETIHFRR Z KIEICHEL TWAZ EAbN5E. £
7z, £1 TOFAR QHE» 5D 5iED, FARIZDOWT
HRBRIZKESHELTWVWE Z Db 0b. BEFIEICK
Y FRR, FARHIZAESHEEL TWVWEA, FRR DA &
DEIFIZWEL TV,

6. 5w

AWIFETIE, 5471&4»m&®10ab1h$én
TWBEFFITVT 7Y ORMHBEZE A\ 7% B ARG
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EHL, BEOMLZEEUEZ. REFHEDORIT 72—
VaiFda—YEIZ AT OMEAPERLLEEIZITEL T
WARWEWHHEEL D 7. FIT, AIETIE=a2—7
Nxw bEHWEESEICE SR 7a—-Vay
FiEEBEHLZ., 2UT, BETFIV7 7Y OMEEBRED
ET—REHWTAREFEZMGL, fERFIE CEEME
WWEBAa77a—vay, EEDEAMIFICLERATT
Ta—Vayv) LHEULZ. ZOWBRERD S, fERFE
E AR FRR, FAR HZBE L TCWA Z & 2R L2, L
LU, FARIZ FRR IFEBHEFIZHEIN TR WD, K
REFIEILFRR 2B T 25HECIXEIVERHTHE LS
ZbB.

SHOMZEEE LT, FREAITEBEOTLITY XL
T a—VarFEOEFTLORENEZONS. L
T, FARIZD\WT% FRR L AFEICWET 5 2 & % Hig
T. AFETETFFIVT TVDTF— X DA E AW ER
EITo720, X512 GPS ® Wi-Fi & & Iy CEE%
HWPLTW ZEHREFLTWS.
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