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Solving Malware-Infected Network Disconnection Optimization
Problems using Annealing Computation
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Abstract: Recently, annealing computers including quantum annealing computers and digital computers
specialized for annealing computation inspired by the quantum annealing have been developed, and the
time is approaching when these computers can solve practical-scale combinatorial optimization problems.
Although these computers have not reached general computers, they are applied to security fields such as
cryptanalysis. With knowledge of these studies, we apply them to a simplified model of “malware-infected
network disconnection optimization problem” as a further application. In this study, we give a formulation
of the problem close to reality, not attributing the problem to known combinatorial optimization problems.
In our experiments using the Digital Annealer developed by Fujitsu, we tried to solve a problem which has a
network with 219 PC/Server connections and 25246 complexity in exhaustive search and succeeded in finding
a solution of the problem better than that of the trivial solution.
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Yotz 72, DADPZOREMREHETLIDIIhH -5
EHREIZ 1A R TH o7z, TDEIICT7=—) V7 3HE
B EH T 5 Z & THAROGHE TIXR 2 2 55 R &
EREOMEORE Ly MY — 2 kS oMAeEE ) T
NEAALLIZHAETEZEDNAETHE I 2D bh o7z,

WIZ, /—REE LD RESUTERERT -2, ERO
NI TEHOEY TH B, R, NI A —XBENFHEIZ

K3 /J—FEN=30D7IAREZS712xF 5 DA DRGSR,
IREOWHERT T 20T, RAOUVEHGT 5L%EKT.

M4 /—FRBEN=219D275AXMI S 7\2x7d 2% DA O#E
fift. FREDLHEN T 24T, BREOWIEHKT U2 KT .

DL &5, EEMIMEIXNAER — KB Zoftt/) — K&k bk
L B LD, BERIIAXK, —FE, R&FK/ —Fex
Oft /) — R/, RE/ — RTlraWZFofio /) — REDONE
WIZRELS BB ELDITERERETIRLU.

(1) /= FBNDI ARG T T %L ND X S IZAR
T5. £7, WOBENTRRREICRD ESI1C (0F
D&EDTAZNIZBNT y/3C; 2/3 ARE DL E
ETBEICHEL) N/ —RDUSARMT 57
I VALIERT S, RIZ, &/ — Ko OEEMIE
mo(v) & 10,20,...,110 DF» 5 —FT VX LIZED
WTh, 72770, RE/ —NIZI 512 4200 &7 5.
72, RE/ — FHID@EEEIZ 150 « N/3 FEE DR
iz o> Xhiz, RE/—RE2Z0MD /) — FEDE
/1% 10,20,...,110 DHF» 6 —FE T ¥ X iz, K
J — RTERW/ — FEDBEEEIL5,6,...,15 DFH»
5—kkT VX LZEID YT, mBEIZED e = {v,w}
DMiERE cv(v,w) = (mo(v) + mo(w))/110 % FHE
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*®1

IS5 ARMY S 72T B RBEE RS

MEIZBWT, HRRTH DN - 2L L Bl
F v b7 — 7 BB E A OM AT OFHBEICRII L. ZOFE
BRCHERINININ T Vv OEBOEIZ 8075 TH D,
BHED DADES ZeDTELHRAEY hTH B 8192 D
FEALEZFMALTWS., SHOERIZBWT, /J—F#
219 DSRIFFRIL & 720 2 DIFZ DT =— ) ¥ JEH B ZE

Node | WO# | 2% | AWZME | DA Off | TDA O < HIAZR]
162 2875 4324 84713 79101 O
165 2960 4356 90596 82916 O
168 3110 4798 88260 87466 O
171 3249 4703 98460 87980 O
174 3329 5135 94893 90215 O
177 3441 5359 99597 92711 O
180 3553 5554 97716 91957 O
183 3676 5352 110709 97725 O
186 3817 5853 94410 91450 O
189 3909 5656 118521 105172 O
192 4017 6185 101677 103551 x
195 4147 6230 103240 101679 O
198 4290 6120 121803 112388 O
201 4413 6543 108243 111170 x
204 4532 6785 126498 118773 O
210 4828 7041 104043 124238 x
213 4954 7251 118964 122810 x
216 5116 7336 134796 128661 O
219 5264 8075 91207 90444 O

5.
(2)BRANSRZAEZ T =3¢ L, ®MEETVEHNTN
INM=T Y H(x) 23R L, DA 2ffio THEZFIE
T5.
J—RNEUN = 162,165, ...,219 OFEERFERZ R 1 1TRT.
DA ZfHW2 Z 2T, 19DOFER+T N = 192,201, 210,213
2R 15 CREMOFHFEIZKRII L. 2 TOERIZE
WT, DA OFHEEMIIBLZ 4 TH - /2.

DA TR T & 7 EW maE LED 5 b b /) — RED
REVWHLDER 4ITRT. REVERT24THY, Kl
UM TBUEERELTVWS, /—FEIIN=219TdHb,
BIIGARIZ) — KB TOEMLEL T WS, MHEDTDE
125246 R TH D, LEBERE CTHRUMEZE FHET 5121d 25246
DFFEREPREL 725728, PHPC TREERRIZ L b K
INREEFHRE T 2O ERMICNEECH D, kB, NI
F=7 Y OEBOEIL 8075 TH D, BURD DA DRFATH
58192y FDIFLAYEZMALTWS., T=—VU
HEMBIIEALELEBRETHY, SHBHLYY M- 3R
HMENH LT 2BR 58, FRIIZIZE 512K
ZEETHRMRE TN TE 2 L ifFTE 5.

5 &bHYIC

AT, X2V T 00HTT=—Y Vi EKE
XOHIFEHATEZ 2T, Y1 N—kFa ) T1 D
BTHDEYNVY = TRy N7 — 2 Ok o kg%
BR{LUETNVEREL, T=— ) V7R EREEEAL
oo E, EFTADOEMLIZBEWTIE, BEMOMEEBE
EREIZIRE IR 20 TIEAR L, BERBICELZMED
bz EZ . BELEOT =V YV HERTHLETY
ZNLT=—5 (DA) ZHWEERTIZ, 2BEROHE
BAT2026 722 ) — FE 219 D& v b — 2 i EoE AL

BOHFIDHATH

, S, O KRBELRT=—V

FHREBEDBHTE S N BRITIE, & D KRB A W i AL i
ZRIEFIRETH S L WIfFTE 5.

SR Uz BfbeE T VB KOERMEEZBFED R v »
V—27IC#EATAZ L, £, EAMbE L DBFEICAIL

HD

WZIMBLTW Z LIS HBOEETH 5.
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mv = [1220 1090 280 910 290 620 770 450 670 170 1660 640 320 580 120
970 160 1090 880 230 1420 220 660 730 540 670 450 1000 490 810]
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